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Abstract of the contribution: This pCR is proposed to discuss the basic security call flow for UE initial attach.
1. Introduction
This pCR is proposed to discuss the basic security call flow for UE initial attach. 
2. Proposal
It is proposed to approve the attached pCR
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This part is going to show the basic security call flow for the nextGen core part.
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Figure 5.1.4.z.2-1 shows a basic security call flow for initial attach. This solution makes following assumptions:
·  According to solution #1.1 TR 23.799[2], the initial attach message may be forwarded to an entity which is not the suitable entity to handle the Mobility Management and the following Session Management. In the Figure  5.1.4.z.2-1, SSF/Default CCNF(Common Control-Plane NF) is used to represent this entity.
-	The MM is the entity to perform Mobility Management. 
· SM is the Session Management function in a specific slice.
· The ARPF stores UE’S profile and the security related information of the UE.
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5.1.4.z.2-1: security call flow for initial attach 
1. UE sends an initial attach request message to the NextGen.
2. The SSF initiates an authentication request to AUSF for user authentication.
3. The mutual authentication between UE and AUSF
4. The AUSF will notify the SSF the result of the authentication.
5. If the authentication is successful, the entity will forward the attach request to the corresponding entity or the entity in the dedicated network. The entity is the MM according to solution #1.1 of TR 23.799[2]
6. As the MM is not involved in the authentication procedure of step 3, it shall retrieve the Security context from AUSF.
7. The MM initiates the MM SMC Procedure to negotiate the algorithms and activate the security. The MM CP Signalling shall be protected after this procedure
8. The MM completes the rest of attach procedure or MM procedure according the solution in TR 23.799[2].
9. If the initial attach indicates that the SM procedure needs to be executed, the MM will forward the Session Management Request to the SM. If the initial attach does not contain SM procedure, then UE will send Session Management Request to SM some time later.
10. The SM obtains security policy.
11. The SM retrieves the UP security context from the AUSF. 
Editor’s Note: It is FFS whether SM needs separate NAS security in cases of slicing. 
12. After the SM retrieve the UP security context, the SM performs the UP SMC Procedure for activiating UP security.
13. The SM performs the rest of SM procedure or the rest of the attach procedure.
Editor’s Note: Terminating NAS traffic should be aligned with SA2.
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