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Abstract of the contribution: This pCR updates a solution of #1.4 Key hierarchy in the security area of architectural aspects of 5G security in TR 33.899.

Introduction
 This pCR updates a solution of #1.4 Key hierarchy in the security area of architectural aspects of 5G security in TR 33.899. Description on (1) security isolation of C-plane and (2) per session based keys for U-plane, which were mentioned as FFS by editor’s notes, have been added in solution details as follows: For (1), “Security isolation between C-plane and U-plane is realized, because different keys are provided for C-plane and U-plane.” For (2), “Per session based keys of U-Plane can be derived, if security isolation per session is required.”
Proposal
##### BEGIN OF CHANGES #####
5.1.4.4
Solution #1.4: Key hierarchy

5.1.4.4.1
Introduction

This solution addresses key issues of “#1 Architectural aspects of NextGen security” and “#8 Network slicing security”.

5.1.4.4.2
Solution details  

Figure 5.1.4.4.2-1 shows the proposed key hierarchy. We assume that (1) there is one common C-plane in the core network, (2) there is no slicing in radio access network thus the radio access technology keys as shown in the figure and (3) separate keys are required for each network slice. 

In this key hierarchy, there is one master key “K” and the key is used only to derive “Kng” used as a master key to provide subsequent keys. 

For security between a UE and core network, keys for C-plane “Kcp” and for U-plane in network slice A “Kns_a_up” are derived using the master key “Kng” and the identity information of the keys and the network slice. Other keys for integrity and confidentiality of C-plane (Kcp_i, Kcp_c) and U-plane (Kns_a_up_i, Kns_a_up_c) messages are derived from Kcp and Kns_a_up, respectively. Although keys for C-plane is derived once and commonly used among multiple network slices, keys for U-plane is derived for each network slice. Security isolation between C-plane and U-plane is realized, because different keys are provided for C-plane and U-plane. Per session based keys of U-Plane such as Kns_a_up_i_ses1 and Kn_a_up_c_ses1 can be derived subsequently from Kns_a_up, if security isolation per session is required.
For AS security, a key “KRAT” used for the communication between a UE and RAT (Radio Access Technology) is derived using the master key “Kng” and identity information on the RAT. Keys for C-plane “Krat_cp” and for U-plane “Krat _up” are derived using the master key “Kng” and the identity information of the keys. Other keys for integrity and confidentiality of C-plane (Krat_cp_i, Krat_cp_c) and U-plane (Krat_up_i, Krat_up_c) messages are derived from Krat_cp and Krat_up, respectively. This key hierarchy also supports other RAT than 3GPP using “Krat_other” or “Knon-3GPP_other”, and could include legacy key hierarchy such as GSM/UMTS/E-UTRAN using “K3GPP_rat”.

Editor's Note : Definition of each key in detail including how it is derived and where it is stored, is FFS.

Editor’s Note: It is FFS to consider how to realize security isolation among network slices for single C-plane in core network.


Editor’s Note: It is FFS to consider RAN network slicing and impact of that on the key hierarchy.
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Figure.5.1.4.4.2-1: Key hierarchy

5.1.4.4.3
Evaluation 

FFS

##### END OF CHANGES #####
