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Abstract of the contribution: The present contribution proposes to move On-demand security policy to be a key issue of its own under security area #1 Security architecture. 

1 Introduction 

Next Gen TR 33.899 v0.4.1 has key issues #1.3: User plane integrity between UE and network and Key Issue #1.4: User plane confidentiality between UE and network. Currently these key issues include also considerations on the following aspects:
-
The selection of the user plane security termination point

-
User plane protection granularity 

-
On-demand security policy
Those aspects seem misplaced under key issues #1.3 and #1.4 as they are actually topics of their own, which should be analysed also as key issues of their own. A sign of this misplacement is also that key issues #1.3 and #1.4 have duplicate text on the topics above, or then they are referencing to each other.
The present contribution proposes to move On-demand security policy to be a key issue of its own under security area #1 Security architecture. 
The other topics, User plane protection granularit and on-demand security policy are proposed to be moved in companion pCRs S3-161420, and S3-161421.
The text in the new key issue has also been proposed to be modified both for fitting to a new place and also due to technical arguments. The following has been done:
-
Moved text has been deleted in key issues #1.3 and #1.4.

-
Moved text has been added under the new key issue without using track changes. This has been done in order to see what has been modified in the moved text in this contribution. 
It is proposed that, if approved to be included in the TR, the rapporteur eventually makes all text in the new key issue as new text. 
2 Proposal

It is proposed to approve the pCR below to be included to TR 33.899.
3 pCR  
***
BEGIN CHANGES
***

5.1.3.3
Key Issue #1.3: User plane integrity between UE and network

5.1.3.3.1
Key issue details

Legacy GSM/GPRS security provides no explicit integrity protection of either user plane data or control plane data.  User plane data is (in most countries) encrypted, but this still provides very limited protection against a Man-In-The-Middle attacker changing that data en route, because encryption is linear (a stream cipher) and any checksums are also linear.  UMTS and LTE include cryptographic integrity protection of  most of the signalling messages, but not for user plane data. For the  IoT-tailored GPRS (‘Enhanced-Coverage GSM’, 3GPP Release-13), however, user plane integrity protection was added, partly due to different security threats for user plane data for IoT compared for the human usage for which GSM-LTE were mainly tailored.

If data integrity is needed, it may be enforced at the transport or application layer (typically also with additional encryption).  In this case the security endpoints will align with the service endpoints – typically either a server on the internet or (for phone calls, messages etc) another device.  Adding another layer of integrity on the radio interface serves little purpose as far as protecting the traffic is concerned (although it may serve a purpose for overall system security assurance).

However, there may be cases in which transport or application security conflict with performance constraints (latency, battery life), and bearer level integrity provides a useful compromise (as considered in 3GPP TR 33.863 [13], for instance).

There is also a risk of a session as a whole being hijacked, and used to insert quantities of rogue data into a mobile connection (either to increase subscriber bills, or to waste resources carrying the data to the service end-point, where it will be rejected anyway).

The use of Message Authentication Codes is only appropriate for packets that should be received 100% correctly (after any error correction).  Bit errors are common in cellular transmissions.  Some user plane traffic is still valuable when received with a few bit errors, and should not be rejected just because one or two bits are wrong; voice and video codecs tend to be error tolerant, for instance, or else there may be error correction at a higher layer.

Since in Next Generation network different termination points for User Plane traffic should be supported, (i.e. the gateway where the User Plane is terminated may be located, for example, in the CN rather than  in the AN, depending on the scenario), also this user plane integrity protection mechanism may be located in different places.



-
Put the security termination point of UP security protection at User Plane Gateway, located in CN or AN

-
The user plane security protection granularity could be per-session


Descriptions on the security termination point, granularity and security policy could be referred to the Key issue #1.3: User plane confidentiality part.
5.1.3.3.2
Security threats

User plane security could be compromised if an attacker can influence the selection of the security termination point.

Next generation network will include middle nodes in open environments e.g. heterogeneous access, NFV, thus the termination point of the current UP-traffic protection is less secure.

In cases where end to end (transport or application layer) security protocols are ruled out by performance constraints, user plane traffic could be forged or modified by an attacker.

An attacker could inject rogue data into an established traffic channel, raising the subscriber’s bill (or simply wasting network or device resources).

5.1.3.3.3
Potential security requirements

-
Integrity protection is optional to support for UE and mandatory to support for network endpoint; even when both UE and network support it, it is still optional to use.  At least two alternative and substantially different algorithms should be supported.

-
The selection of the feature and the algorithms, according to the capabilities supported by the UE, shall be under network control.

-
A mechanism should be available to detect (substantial) unauthorised insertion of rogue data onto an established traffic channel.  Flexible UP-traffic protection shall be capable to support the flexible UP-traffic termination for different services with different security termination points. 

-

-
UP-traffic protection termination point should be the UP gateway, which can be located in CN or AN.

-
UP-traffic protection granularity should support the per-session mechanism.


-
The selection of the different security termination points shall be under network control.

Editor's Note : The following 2 requirements need more explanation

-
Flexible UP-traffic protection shall support the network slicing. 

-
Flexible UP-traffic protection shall support heterogeneous access technologies.
5.1.3.4
Key Issue #1.4: User plane confidentiality between UE and network

5.1.3.4.1
Key issue details

As for user plane integrity, where confidentiality of user traffic is needed, it will usually be applied at the transport or application layer anyway.  Just encrypting over the radio interface is not enough, because most services terminate either at an internet server (so need to be protected over the internet leg too) or at another device (often transiting the internet in between).  Moreover, most of the same services may alternatively run over WiFi, which may be poorly protected, so again transport or application layer security will be applied to services that need it.

However, the overhead of radio interface encryption is low.  It does not extend packets (unlike integrity protection), if stream ciphers are used; and, again if stream ciphers are used, it does not lead to bit error propagation.  And there is some residual value in radio interface encryption, since it provides an additional layer of protection over what is one of the more exposed legs of its journey.  

Since in Next Generation network different termination points for User Plane traffic should be supported, (i.e. the gateway where the User Plane is terminated may be located, for example, in the CN rather than  in the AN, depending on the scenario), also this user plane confidentiality protection mechanism may be located in different places.



-
The selection of the user plane security termination point

-
User plane protection granularity 


The selection of the user plane security termination point 

In the Next Generation network, different termination points for user plane are supported, (e.g., the gateway where the user plane is terminated). From TR 23.799, there will be multiple UP gateways located in different places depending on the service scenarios and requirements. Therefore, UP user plane security protection architecture could be implemented by locating the user plane gateway in these different locations.

Two concerns on user plane protection from heterogeneous access and IT-Driven network architecture are listed as following:

-
Heterogeneous access. The heterogeneous access network in NextGen may include 3GPP and non-3GPP accesses, and the number of the access points (e.g. base stations, APs etc) could be quite large. Therefore, user plane protection between UE and User Plane Gateway could reduce the security complexity caused by multiple access technologies.

-
IT-Driven Network Architecture. The next generation system is expected to support deployments in virtualized environments. So the network nodes would be virtualized, and that could lead to re-evaluation of security attacks based on the NFV (Network Function Virtualization). Therefore, UP protection between UE and User Plane Gateway for the user plane would imply avoiding the security impact from the network virtualization to UP data security.

In order to protect the user plane,  the security termination point of UP security protection shall be in a higher security domain, i.e. the user plane gateway located in CN or AN.

User plane protection granularity

The following analysis is given to compare different security protection granularities for UP security protection.

   Editor Note: The definition of Per-Slice is FFS.

Table 5.1.3.4.1-1

	Granularity
	Pros.
	Cons.

	Per-Slice
	- Simple and slice specific, guarantee the slice isolation from the security point of view
	- Can’t distinguish UEs, it’s almost impossible that all the UEs use the same security policy referring the same key and algorithms.

- Protections for all eMBB services of UE are the same.

- Packet routing schema should be re-designed. Protection has to be made on the whole packet.

- User plane integrity is good for some services (added security) but bad for others (too many rejected packets)

	Per-Session
	- One IP or non-IP traffic connectivity for one UE, having the explicit end users, UP security protection could be applied reasonable efficiently 

- Distinguish UEs, and distinguish different session of one UE

- For one UE may have only a few sessions, the security cost could be suitable

- Routing is fine. Protection can be made on the payload
	- If there are multiple services simultaneously in same session, then user plane integrity may be good for some and bad for others. 
- If Anti Replay protection of IPsec and QoS are active at the same time, they may conflict.  It’s an implementation issue, and several solutions already exist


	Per-Flow
	- More specific security protection for different services

- Routing is fine. Protection can be made on the payload.
	- Relying on the session implement procedures 

- Difficult to implement for there would be numerous flows for one UE

- High complexity on management

- If Anti Replay protection of IPsec and QoS are active at the same time, they may conflict.  It’s an implementation issue, and several solutions already exist


In order to provide security protection selections, UP security protection should identify proper granularities (e.g. per-slice, per-session, per-flow).








5.1.3.4.2
Security threats 

User traffic that is not well encrypted at the transport or application layer would be somewhat more exposed to interception if it were not encrypted over the radio interface.

5.1.3.4.3
Potential security requirements

-
Confidentiality protection is mandatory to support for both UE and network endpoint and optional to use.  At least two alternative and substantially different algorithms should be supported in both devices and networks.

-
The selection of the feature and the algorithms, according to the capabilities supported by the UE, shall be under network control.NOTE: Confidentiality protection is recommended to be used unless confidentiality protection is provided at a higher layer. 

Editor’s Note: How a MNO can know the encryption used at a higher layer is FFS.

Editor’s note: It is ffs whether higher layer (transport or application layer) confidentiality protection is enough as information in lower level protocols will not be protected. 

Editor's Note: It is ffs whether requirements for mandatory support of confidentiality and / or integrity of the user plane should be relaxed for special use cases to be realized in dedicated network slices.

NOTE:
National regulatory requirements may not allow to disable confidentiality and/or integrity protection of the user plane on the radio interface.

· Flexible UP-traffic protection shall be capable to support the flexible UP-traffic termination for different services with different security termination points. 

-

-
UP-traffic protection termination point should be the UP gateway, which can be located in CN or AN

-
UP-traffic protection granularity should support the per-session mechanism


· The selection of the different security termination points shall be under network control.

Editor's Note : The following 2 requirements need more explanation

· Flexible UP-traffic protection shall support the network slicing. 

· Flexible UP-traffic protection shall support heterogeneous access technologies.

NOTE: 
In all of the above, lawful interception and other local regulations must be taken into account.

Editor’s note: It is FFS whether the Note immediately above can be adapted to include the separate Note earlier in this section saying "National regulatory requirements may not allow to disable confidentiality and/or integrity protection of the user plane on the radio interface".

***
NEXT CHANGE
***
Note to the editor: Moved text has been added under the new key issue without using track changes. This has been done in order to see what has been modified in the moved text in this contribution. 

It is proposed that, if approved to be included in the TR, the rapporteur eventually makes all text in the new key issue as new text.
5.1.3.y
Key issue #1.y: On-demand security policy
5.1.3.y.1
Key issue details





In UP security architecture, there would be a number of types of security requirements required by the service, UE, or network, which should be considered together for deciding on the security policy.

Considering the security policies are various for different service and end user, thus, it would be necessary to negotiate the security policies for the UP regarding each protection. 

The following provides more potential security benefits of security policy negotiation:

-
For eMBB scenario, traditionally, the network side takes the decision for both NAS and AS security mode procedures which cover the cryptographic algorithms will be used for the security context in EPS. After the security mode procedure, all the service data of the UE will be protected by the same security policy in LTE. However, in future eMBB network, the situation would be a little complex for taking the service into account with specific service security requirements which are independent from MNO’s security, to its own service, so a dedicate security requirement may be provided by the service server, and with the traditional UE’s supported security capabilities and other security features from the network elements. Hence, the final security policy should be negotiated based on these provided security requirements from all the possible elements (but with the network having the final decision).

-
To meet the stringent requirements of Critical communications, such as, higher reliability, higher availability, higher accuracy positioning, the specific security requirements should also be taken into account which could cover longer key and stronger security algorithm or shorter key update cycle. However, there would be a tradeoff between the network performance and the security cost. 

-
For IoT, excerpts from 6.1 TR 22.891:  "[PR.6.1-001] The 3GPP system should support end-to-end integrity protection and confidentiality for data transmitted to/from a device, when the device is in indirect 3GPP connection mode." show that the UP security should be designed to meet the IoT service requirements. Some of the IoT devices are expected to be simple sensor kind of devices, in addition, the number would be large, thus, the security policy should be specific to support these devices’ capabilities and limited communication requirements (e.g., smart meter), such as, shorter key length, fast authentication mechanism and so on.   

5.1.3.y.2
Security threats 

5.1.3.y.3
Potential security requirements

In order to support UP security protection between UE and UP Gateway mechanism for the user plane in the next generation system
, 
UP-traffic protection mechanism should support the security policy negotiated from security requirements. Upon the security policy negotiation, the network (access network entity and core network entity) (i.e., SM, Policy Control) could have the final decision on which security policy including explicit security features and algorithms will be used. The network could negotiate the security policy through an independent procedure or pigged back in the other service procedures. It should be preferred that the next generation network can enable the network to have the flexibility to choose security mechanism according to different services requirements. 
***
END OF CHANGES
***
�This needs to go away since 420 and 421 move the remaining 2 aspects. 


The deletion was not in the original pCR, and this common text is proposed to be deleted in this 482.


�This needs to go away since 420 and 421 move the remaining 2 requirements. 


The deletion was not in the original pCR, and this common text is proposed to be deleted in this 482.


�This needs to go away since 420 and 421 move the remaining 2 aspects. 


The deletion was not in the original pCR, and this common text is proposed to be deleted in this 482.


�This needs to go away since it is repeated in the requirements of the new key issue and since 420 and 421 move the remaining 2 requirements. 


The deletion was not in the original pCR, and this common text is proposed to be deleted in this 482.


�Indent modification to “B2” is not needed as these requirements were moved in 420 and 421.


�This is not changes over changes but deletion of underlined text.


�Taken back by the comment from Vodafone.





