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Abstract:
Security association and its definition is part of identity management and security provisioning.   A key issue is needed to define and study the data structure and management
------------------------------------------------------------------------------------------------------------------
1. Introduction: NextGen (23.861,23.864) expects to enable deployment of diverse and numerous IoT devices, factory automation  in addition to devices in upcoming vertical business that are designed to benefit from the flexibility of NextGen.  Appropriate rules and definitions for the relations between the security associations in an environment of  multiple devices and multiple network slices is needed
2. Proposed pCR to TR 33.899 v041
All text in this pCR is new, hence no revision marks were used. 
************************************Start of pCR*******************************************************
5.3.3.y.  KI#3.3.y: Data Structure of Security Association

5.3.3.y.1  Key Issue Details

 In NextGen, the relation between network slice (S) and device (D) as well as relation between device and subscriber  (U) is no more unique. The security architecture has to clarify this relation to assure confidentiality, integrity and availability of the communication services. The challenge is caused by following probable requirements:

· A subscriber (user) may belong to different slices 
· A subscriber can have multiple devices
· A device can have multiple subscribers
 (
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: Example of relations between network, device and subscriber
) (
S
lice
1
S
lice
2
S
lice
3
User
 2
User
 1
Device1
Device2
)

Example: As shown in Figure 2,  the mapping from slices (S) to devices  as well as the mapping from devices to subscribers are not one-to-one.  In order to define security procedure, security associations is an important assets and need be clarified. The following is such an attempt:
· Device can be further divided into device network (DS), i.e. the interface facing the network, so that each DS corresponds to a single slice (S). 
· Device can also be further divided into device users (DU), i.e. the interface facing the subscriber, so that each DU corresponds to a single subscriber (U). 
· Each triplet (S, D, U)  defines a unique association, serving as the foundation for authentications.   The set of triplets is thus a configuration parameter for a device and ARPF 

 (
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: Example of security associations
: A user group can be defined by (U1
,U2
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There is an internal network in each device, with  DS and DU  as nodes,  providing relation or isolation, depending on policy and subscription information. Hence,  there is a  cooperation between security association on device and  the identity management on the network,  as part of the security function in HSS.  Both sides maintain two lists, e.g.

Table 1: Example of list for security association: SA (DS)
	SA
	S1
	S2
	S3
	S4

	D1
	Sa1.1
	Sa1.2
	
	

	D2
	Sa2.1
	
	Sa2.3
	



Table 2:  Example of list for  security association: SA( DU)
	SA
	U1
	U2
	U3
	U4

	D1
	Sa1.1
	Sa1.2
	
	

	D2
	Sa2.1
	Sa2.2
	
	



The foundation of the data structure of security association is three dimensional cells, consisting of user(1D), device(2D), slice(3D).  Each cell contains the security materials, policies and settings.  Thus, the configuration set  (S, D, U) is unique for a given device.  The number of data can be up to Nu*Nd*Ns within a single trust domain, where Nu, Nd, Ns are the number of users, devices and slices, respectively, to be available both in ARPF and UE.
1.  Rules need to be defined regarding what information to be placed into each cell, how to access those information, how to isolate the information when necessary and how to manage those information.
2. A data structure adequate for the fulfillment of the task needs to be defined, so that the operation and protocol design can be facilitated. 
5.3.3.y.2.  Security Threat
The complex relation between slices, devices and subscribers requires  clear definition and isolation of each security association to avoid potential attacks and to facilitate efficient operation.  A bad design of mechanism for managing those security association may impair the performance and lead to security leakage, resulting insufficient quality of services. 


5.3.3.y.3.  Potential Security Requirement

· Security requirements for interfaces  S-DS, DS-DU and DU-U with respect to each UE
· Procedures for  lifecycle management of the security associations
· Guidance on security policy for each  cell (S,DS, U) in dependence of the provided  services
· Protocols and methods for security provision on each security association.
· Procedures for the isolation and interaction among termination points of different security associations
************************************End pCR*******************************************************
3. Proposal
The state of SA3 agreement shall be communicated in an LS to SA5. 


