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Abstract of the contribution: Variants on recovery of Pseudonym-IMSI based on solution #7.5 of S3-161463 are sketched, which may be also usuable in combination with one of the other solution candidates in 7.3. and 7.4.
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5.7.4.6
Solution #7.6: Recovery after pseudonym loss
5.7.4.6.1
Introduction  

Solution 7.3, 7.4, and 7.5 describe the usage of pseudonyms to conceal the user identity. One problem that needs to be addressed in all of these solutions is the recovery after pseudonym loss, e.g. when getting out of synch, or how to deal with an attacker requesting to start the recovery procedure again and again. The solution proposed here aims at improving the recovery mechanism and is based on solution 7.5, but may be also usuable in combination with one of the other solution candidates.

5.7.4.6.2
Solution details  

Editor’s note:  In the following the LTE terminology for describing the solution exemplary is used, if adopted and SA2 has agreed on NextGen architecture terminology, mapping to NextGen terminology will be done.

5.7.4.6.2.1
The need for a recovery value

Occasionally, the condition may arise when the HSS cannot associate presented MSPNN in received P-IMSI with any MSPN stored in the cache, and therefore cannot locate the associated IMSI subscription. In order to address this rare condition, the HSS must be able to indicate to the ME that it must re-attach using the identity (but not IMSI) that will likely be recognized by the HSS. 
For this the USIM is also provisioned with the fixed MSPNRECOV value which is also available in the HSS cache and allows the HSS to associate it with the real IMSI of the subscription. On request for permanent identity the USIM will report the MSPNRECOV to allow the HSS successfully associate the reported identity with the IMSI. Once the HSS locates IMSI from the MSPNN set to MSPNRECOV, it issues the AKA AV, and its RAND challenge will be used to compute the MSPNNEXT to restore the associative linkage of USIM and HSS cache values. 
Editor’s Note:
If MSPN-RECOV is fixed and has one to one mapping with IMSI, it no longer makes sense to store and use both MSPN-RECOV and IMSI. If MSPN-RECOV is transferred in plain-text, then the identity is revealed. If some transformation of MSPN-RECOV is transferred, then the need or advantage of using MSPN-RECOV instead of using IMSI to create response is FFS.
Another problem that may occur and would lead to the usage of the recovery procedure is that e.g. an IMSI catcher would request the UE to send the MSPNRECOV again and again. Thus, reporting the MSPNRECOV would need to be done in a way that the IMSI catcher cannot correlate several MSPNRECOV among each other.

Editor’s Note:
Mechanism to prevent correlation of MSPN-RECOV is FFS
As described in solution 7.5, during initial activation the USIM will choose the MSPNRECOV for access, as no other identities will have been available yet. To confirm activation, the HSS will issue the AKA authentication vector (AV) [see 3GPP TS 33.102], and the MSPNNEXT will be computed.

5.7.4.6.2.2
Variants for the recovery

MSPNRECOV can be defined in several ways, some variants are sketched here:

· It could be selected as a random value associated with IMSI, but not computationally related to it. As such, it should be provisioned into the USIM along with IMSI and other subscription parameters.

· It could be computed from IMSI by using e.g. hash algorithm. Both USIM and HSS should apply the same algorithm to generate and store MSPNRECOV during provisioning of the subscription. 

· It could represent the encrypted value of IMSI and some freshness parameter by using a symmetric encryption algorithm, where the encryption key is known only to the HSS. Once this value is computed, it needs to be provisioned into the USIM, and when reported to the HSS – the HSS will decrypt this value and recover IMSI. 
· Instead of provisioning the MSPNRECOV the symmetric encryption key could be provisioned to the USIM. Each time the recovery P-IMSI is requested, the USIM would generate a new MSPNRECOV out of the IMSI or the original recovery-P-IMSI and some freshness parameter using the provisioned encryption key. 
Editor’s Note:
It is FFS if this solution does increase the message length when a freshness parameter is used.
5.7.4.6.2.3
Evaluation

