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Abstract of the contribution:

The companion contribution S3-161423 lists threats to the interconnection network. One solution how to counter some of these threats is presented here. It is based on the assumption, made in other parts of TR 33.899 as well, that the serving network possesses a private-public key pair.  

1. Introduction
The companion contribution S3-161423 lists in particular the following threats:
Key theft attacks:

1.
by passively eavesdropping on the communication between an HSS sending authentication vectors (AVs) to a genuine serving node. 

2.
by impersonating a genuine serving node towards the HSS and obtaining AVs in this way; 

3.
by impersonating a genuine serving node towards another serving node to obtain a current security context (

The present contribution shows a means how to counter these threats. 

2. Proposed solution
Start of pCR

****************************************************************

5.10.4.z
Solution #10.z: Public-key encryption of keys in authentication vectors
5.10.4.z.1
Introduction  
This solution contributes to solving key issue 10.y " Interconnection Security". 

The solution makes the following assumptions: 

The serving network that requests an authentication vector from the home network, or requests a security context from a neighbouring serving network, has a private-public key pair. The private key nevers leaves the serving network. The public key is known to the responding entity, i.e. the home network or the neighbouring serving network.

NOTE: this assumption has been made in various other parts of the present TR, cf. e.g. key issues #1.8 and 2.6.
 
5.10.4.z.2
Solution details  
General approach: 

Any key sent between core network entities is encrypted by the sending entity with the public key of the receiving entity. 

Case 1: The serving network requests an authentication vector from the home network.

Whatever the authentication method, at one point during the authentication procedure, the home network sends an intermediate key to the serving network. Examples are KASME in EPS AKA and MSK in EAP methods. In the present solution, this intermediate key is encrypted by the home network with the public key of the serving network. In other words, the information element in a message that would contain the intermediate key in the clear now contains this key in encrypted form; all other elements in the message may remain the same. 

Case 2: The serving network requests a security context from a neighbouring serving network.

It is expected that security contexts are forwarded between core network nodes also in 5G. An example from EPS is security context forwarding between MMEs over the S10 reference point. Such security contexts contain keys. In the example of EPS, they include one or two KASME keys. In the present solution, this key is encrypted by the sending serving network with the public key of the receiving serving network.
Migration aspects: 

It may be argued that not all serving networks receiving keys may have a private-public key pair, at least not at the start of 5G deployment. This issue could be addressed by employing the trust zone concept from solution 10.x that allows for gradually adding serving networks that do possess a private-public key pair to a home network operator's trust zone. 
5.10.4.z.3
Evaluation 

This solution addresses the following threats in key issue 10.y :

Key theft by passively eavesdropping on the communication between an HSS sending authentication vectors (AVs) to a genuine serving node: this is no longer possible as the key is encrypted. 

Key theft by impersonating a genuine serving node towards the HSS: this is no longer possible as the use of public key encryption implies implicit authentication of the receiver, i.e. only the receiving serving network that holds the corresponding private key can decrypt the received key. 

Key theft by impersonating a genuine serving node towards another serving node: this is no longer possible for the same reason as in the preceding point. 

Comparison to shared-key based methods: 

Instead of using public-key encryption of transmitted keys, it would, of course be also possible to encrypt the transmitted keys with a key shared between sending and receiving core network entity. However, as the relationship among serving networks and home networks is a many-to-many relationship, the use of public key methods seems advantageous. First, the use of shared keys would require n(n-1)/2 agreements among n operators, while the number of public keys only grows linearly. Secondly, the distribution of public keys seems easier from a security point of view as they could be retrieved from a central repository in an integrity-protected way. 
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