3GPP TSG SA WG3 (Security) Adhoc Meeting on FS_NSA





S3-161413
27 – 29 September, 2016, San Diego, USA






       revision of S3-161054
Source:
Ericsson
Title:
Requirements for NG-UE  
Document for:
Approval
Agenda Item:
NG UE
Work Item / Release:
FS_NSA / Rel-14
1 Introduction 
This contribution analyses the NG UE credential storage requirements.  
2 Discussion
It is expected that the Next Generation System will cover a range of use cases and that there will be different types of NG UEs to support these use cases, for example enhanced mobile broadband, massive IoT and critical communications. The non-security characteristics and requirements for NG UEs meant for the different use cases will be very different as can be seen from the TRs 22.861, 22.862 and 22.863. Similarly, also the security requirements, e.g. for the secure storage and processing of the credentials, for different NG UE types can be assumed to vary and one solution may not fit for all purposes. For example, a solution suitable for mobile broadband UE may not be needed from security point of view or may not be justified for a low cost and low complexity IoT device. In a similar manner, a security solution suitable for mobile broadband may not be sufficient for critical communications cases. The requirements and solutions for the secure storage and processing of credentials and identifiers need to studied so that suitable solutions are found for each Next Generation use case and NG UE type. 

This key issue has a relation to key issue on network slicing due to the following reason. Low complexity and low cost NG UE meant for IoT applications may not have the same security requirements for the storage and processing of credentials as e.g. a NG UE meant for mobile broadband as described also above. In order to mitigate that possible security breaches on such IoT NG UEs would not negatively impact other services the operation of such IoT NG UEs could be isolated in a dedicated network slice.

Therefore, it is proposed study common as well as specific security requirements for the above cases and structure the key issue accordingly.    
3 Proposal
It is proposed to approve the pCR to be added to TR 33.899.
4 pCR 
***
BEGIN CHANGES
***
5.5.3.1
Key issue #5.1: Secure storage and processing of subscriber credentials and identifiers

5.5.3.1.1
Key issue details

The Next Generation System requires the storage of credentials and identifiers  in the User Equipment. 
It is expected that the Next Generation System will cover a range of use cases and that there will be different types of NG UEs to support these use cases, for example enhanced mobile broadband, massive IoT and critical communications. The non-security characteristics and requirements for NG UEs meant for the different use cases will be very different as can be seen from the TRs 22.861, 22.862 and 22.863. Similarly, also the security requirements, e.g. for the secure storage and processing of the credentials, for different NG UE types can be assumed to vary and one solution may not fit for all purposes. For example, a solution suitable for mobile broadband UE may not be needed from security point of view or may not be justified for a low cost and low complexity IoT device. In a similar manner, a security solution suitable for mobile broadband may not be sufficient for critical communications cases. The requirements and solutions for the secure storage and processing of credentials and identifiers need to studied so that suitable solutions are found for each Next Generation use case and NG UE type. 
This key issue has a relation to key issue on network slicing due to the following reason. Low complexity and low cost NG UE meant for IoT applications may not have the same security requirements for the storage and processing of credentials as e.g. a NG UE meant for mobile broadband as described also above. In order to mitigate that possible security breaches on such IoT NG UEs would not negatively impact other services the operation of such IoT NG UEs could be isolated in a dedicated network slice.
Subscriber (human and machine) credentials and identifiers allow the network operator to authenticate its subscribers. Subscriber authentication is needed to identify the origin and destination of the communication, to guarantee the Quality of Service and fulfil contractual, legal and regulatory obligations. 
5.5.3.1.2
Security threats 

An attacker may perform software and/or hardware attacks on the UE in order to extract the subscription credentials and identities that the attacker could then (re)use to clone the subscription. 

The extraction of subscriber credentials and identifiers would have the following threats for the subscriber, e.g.:

-
The attacker could intercept the communications of the subscriber.  

-
The attacker could use the cloned subscriber credentials and identities with his/her Mobile Equipment to impersonate the subscriber. For example, the subscriber would be billed for communications he/it is not the originator of. 

The extraction of subscriber credentials and identities would have the following threats for the network operator, e.g.:

-
The operator could lose income because:

o
The attacker could use the cloned subscriber credentials and identifiers with Mobile Equipment and impersonate the subscriber and thereby using another subscribers subscription for his/her own good. 

o
The attacker could use the cloned subscriber credentials and identifiers with both his/her original Mobile Equipment and in other Mobile Equipment for which the attacker does not pay, e.g. in cases,  (where a subscription is intended for use in one single Mobile Equipment at any given time).

o
The attacker could distribute the cloned subscriber credentials and identifiers to other users such that an unlimited data plan could be shared between several users across many User Equipments.

Editor's Note: Subscriber versus user is for further study.

-
The operator could no longer guarantee the origin and destinations of communications. This could have impacts on the billing, on the quality of service of the network, on the subscriber confidence in the network operator (brand reputation). 

-
The attacker could retrieve a secret allowing the remote administration of the subscription parameters which could eventually, in turn, lead to a denial of service attack. 

-
The network operator could no longer fulfil contractual, legal and regulatory obligations. 

5.5.3.1.3
Potential security requirements

Editor’s Note: the following requirements are ffs.

Potential common security requirements: 
Within 3GPP Next Generation System: 

-
The subscriber  credentials and identifiers shall be integrity protected within the NG using a hardware based root of trust.
-
The sensitive subscriber credential information (e.g., secret keys, operator specific authentication algorithm customization parameters) shall be confidentiality protected within the NG-UE using a hardware based root of trust and shall never be accessible in the clear within the NG-UE outside of the confidentiality protected environment. 
-
It shall be possible to perform a security evaluation / assessment according to the respective security requirements of the entity storing and processing the subscriber credentials and identities.

Editor's Note: It is FFS whether the security evaluation / assessment of credentials and identifiers storage is within the scope of 3GPP and if so, the requirements related to it. 
Potential specific security requirements for eMBB: 

Editor’s Note: the requirements are ffs.

Potential specific security requirements for IoT: 

Editor’s Note: the requirements are ffs.

Potential specific security requirements for critical communication: 

Editor’s Note: the requirements are ffs.

***
END OF CHANGES
***
