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Abstract of the contribution: Key issue introduced for need of requirements against bidding down attack in interworking scenarios. To be included in Security area #13: Security for Interworking and Migration.
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5.1.13.y
Key issue #13.y: Bidding down to an older 3GPP generation or a non-3GPP access technology
5.1.13.y.1
Key issue details

NextGen systems will be operated alone or in interworking scenarios with other systems, which also include earlier 3GPP generations and non-3GPP access. Nonetheless, 5G is expected to provide enhanced security features compared to earlier generations, e.g. enhanced user identity confidentiality. 

An attacker may impersonate a base station to attract UEs with weaker security. Such bidding down attacks have been a problem in earlier generations of 3GPP systems. For example, an LTE-capable phone was tricked into attaching to a false GSM base station and, in this way, accepted weak GSM security. 5G systems should specifically pay attention to mitigate such attacks. 
5.1.13.y.2
Security threats 

An attacker masquerades as false network and forces NG UEs to use no security or weak security, by making the UE believe that there was no 5G coverage. Thus NG UEs are tempted to connect to a false network offering an older 3GPP generation or a non-3GPP access technology. Using weaker security makes it easy to further attack the NG UE, e.g. to eavesdrop, intercept or modify the communication data.

Thus, even in spite of enhanced 5G security features as envisioned in 5G, bidding down attacks, e.g. IMSI catching, could still be successful and would harm NG UEs. 

5.1.13.y.3
Potential security requirements
It shall be possible for a NG UE to limit its system selection to only systems with 5G security capabilities. This could be set manually by the user or by a policy configured in the UE.

NOTE: Such settings were possible in earlier phone generations, e.g. in new UMTS phones, but they seem to have disappeared from present-day phones.
It shall be possible to override related policies in the NG UE by explicit user consent. 

