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5.1.3.y
Key issue #3.y: 5G security key and context identification
5.1.3.y.1
Key issue details

The EPC key identifier for KASME  is called key set identifier eKSI which can be of type KSIASME or of type KSISGSN. The eKSI is stored in the UE and the MME together with KASME and the temporary identifier GUTI, if available. 

As further detailed in TS 33.401: 

The key set identifier KSIASME is a parameter which is associated with the KASME derived during EPS AKA authentication. The key set identifier KSIASME is allocated by the MME and sent with the authentication request message to the mobile station where it is stored together with the KASME. The purpose of the KSIASME is to make it possible for the UE and the MME to identify a native KASME without invoking the authentication procedure. This is used to allow re-use of the KASME during subsequent connection set-ups.

The key set identifier KSISGSN is a parameter which is associated with the mapped KASME derived from UMTS keys during inter-RAT mobility, cf. clauses 9 and 10 of the present specification. The key set identifier KSISGSN is generated in both the UE and the MME respectively when deriving the mapped KASME during idle procedures in E-UTRAN and during handover from GERAN/UTRAN to E-UTRAN. The KSISGSN is stored together with the mapped KASME.

The purpose of the KSISGSN is to make it possible for the UE and the MME to indicate the use of the mapped KASME in inter-RAT mobility procedures.

For managing and accessing the security context and the key hierarchy in 5G and to identify the 5G security context a new parameter will be needed. This new parameter need to be associated with the master key derived during the 5G authentication and key agreement protocol and the security context established in the 5G system.
5.1.3.y.2
Security threats 

Manipulation of UE context using mobility management messages during mobility events: During mobility events when UE moves between different access types under one CCNF or moves to a different CCNF/MME with change of technology NG to LTE or vice-versa, security context needs to be identified correctly to avoid re-authentication of the UE. In the case of inter technology handovers, security context needs to be mapped between technologies. Without a unique identifier for the context, mix up of security context between different UEs is a possibility. This needs to be avoided. 
5.1.3.y.3
Potential security requirements
The NextGen 5G system shall have a unique key set identifier (NG-KSI) to manage and access the security context and key hierarchy in 5G.
The NextGen key set identifier NG-KSI should have a structure to indicate the system type as NG and the assigned value of the index.

The key set identifier shall be integrity and confidentiality protected while transmitting it.

