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5.7.4.5
Solution #7.5: Usage of Pseudo-IMSI for hiding long-term identifier
5.7.4.5.1
Introduction  

Solutions 7.3 and 7.4 describe the usage of pseudonyms to conceal the user identity. Pseudonyms are calculated by UE and HSS. Initialization, generation and recovery differ in those solutions. The solution described is this clause provides an alternative to parts of these solutions. Thus, this solution addresses also key issue #7.3 on concealing permanent subscriber identifiers.
5.7.4.5.2
Solution details  

Editor’s note:  Solution terminology alignment with the common 5G terminology is FFS.
5.7.4.5.2.1

Pseudo-IMSI (P-IMSI) 
The home PLMN and UE generate a new pseudomym that follows a standard IMSI format, in which the MCC and MNC are defined as ususal, and the MSIN is replaced by the value specially generated by using a common function. 

This value, called the Mobile Station PseudoNym (MSPN), is used in place of MSIN outside the USIM and HSS domain. That is, both USIM and HSS derive the MSPN, and when the session is being established, the Pseudo-IMSI for the session is constructed using MCC, MNC, and MSPN. 
This Pseudo-IMSI (P-IMSI) is informative enough for the MME to discover the HSS, as it contains real MCC and MNC of the IMSI. It is sufficient to locate the subscription record in the HSS as HSS knows how to map the MSPN to the MSIN, and therefore reconstruct the real IMSI, assemble authentication vector, for authentication, and provide session specific policies to the EPC. It can also be mapped to the Chargeable User Identity at the trusted interface between the EPC and Billing Domain.
As the MSPN in the P-IMSI is not semantically different from the MSIN in IMSI, all inter-node EPC signaling that typically uses IMSI is expected to use P-IMSI with no modifications. Once the MSPN is computed, it is retained by the USIM and the HSS, in association with the MCC and MNC, as the P-IMSI – the semi-permanent identity associated with the IMSI. In the USIM, it is overwritten with a new computed value with every AKA authentication. If the network queries the mobile for its permanent identity (IMSI), the current cached P-IMSI is reported by the USIM instead of IMSI. Only HSS would be able to map the P-IMSI with MSPN to the real IMSI of the subscription.

5.7.4.5.2.2 
Generation of the MSPN

The following computation of MSPN is proposed:

MSPN = Truncate{ConvertBinary-to-Decimal[fp(MSPNRECOV, RAND, K)]}

Where: 

· K is the long-term secret key shared between the USIM and the AuC; 

· MSPNRECOV is the fixed MSPN value associated with the MSIN in the subscription database. In computation it is used as the association constant. It can also be used in recovery from catastrophic failure of HSS when all its temporary cache is deleted.

· RAND is the random challenge selected for the Authentication Vector, 

· fp is the KDF defined for this process, 

· ConvertBinary-to-Decimal is the process of converting the result of computation to the Decimal representation, and 

· Truncate is a process that truncates the converted decimal result to the required 9 or 10 digits of expected MSPN number.  

5.7.4.5.2.3
5G signalling support for P-IMSI
The HSS has to clearly recognize that the P-IMSI is sent to it by the Serving System, and not the IMSI reported by a legacy USIM. This has to be recognized before the subscription record is accessed, because the HSS cannot know in advance of the P-IMSI capabilities of the USIM in the mobile that accessed the serving system.

This can be achieved by allocating a specific MCC and MNC combination to all subscriptions that are capable of, and are expected to operate using MSPN. 

Alternatively, a special signalling indication may be defined in 5G that allows the HSS to recognize that MSPN has been reported by the USIM instead of the MSIN. This proposal does not recommend such solution, as it may require signalling support at multiple involved network entities instead of affecting only USIM and HSS.

5.7.4.5.2.4
Collision prevention

While computing the MSPN, the HSS has to ensure that the computed number does not collide with any other currently valid MSPN computed for another IMSI by the same HSS with the same MCC|MNC combination. Note that collision with any real IMSI is already avoided by default, if a specially allocated MCC|MNC combination is used for the HSS handling this MSPN. Otherwise care shall be taken to avoid collision with any other real IMSI. I.e. if collision is discovered, the HSS has to select another RAND and re-compute the authentication vector and the MSPN until the collision is avoided.

5.7.4.5.2.5
Retention of computed MSPN values

Even though in 4G the HSS is recommended to return only one AV to the serving system at the time to reduce the possibility of AV mis-synchronizations, the HSS is never informed whether or not the AV is used by the serving system, and therefore, the HSS does not know which RAND of the delivered AV was used by the USIM in computing the MSPN when the UE was requested to report its permanent identity. Therefore, some computed MSPNs may never be used, while others could be used out of expected order by the serving system to identify the request for authentication vector.

NOTE: One MSPN may also be used multiple times, because UE may access the network with GUTI which will be resolved by the MME to the same P-IMSI value without asking the USIM for its permanent identity. Meanwhile, a newly received AKA Challenge will cause creation of a new MSPN in the USIM which will replace the previous value. Therefore, even though the USIM should retain only one MSPN value computed for the next request for P-IMSI, the HSS may need to retain several.
5.7.4.5.2.6
Description of the HSS process steps
Figure 5.7.4.5.2.6-1 shows process steps executed at the HSS when the authentication vector is requested by the serving system.
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Figure 5.7.4.5.2.6-1 HSS Process steps
1. HSS received the Authentication Information Request from the MME containing the P-IMSI as the identity of the UE. HSS obtains the MSPNN from the received P-IMSI.

2. HSS checks the local MSPN cache for matching MSPNN value. If match is not found, proceed to step 8. Otherwise, proceed to step 3.

3. HSS locates the IMSI associated with the MSPNN and accesses the subscription record for this IMSI. 

a. Provided that subscription policy allows to return the Authentication Vector, the HSS selects the RAND and computes the next value of the MSPNN+1.

4. The HSS checks if the computed value of MSPNNEXT collides with any currently stored values in MSPN cache. If collision is discovered, return to step 3.a to select another value of RAND.  If there is no collision with any currently stored MSPN values in a cache, proceed to step 5, 6, and 7.

5. Use selected RAND to create and return the Authentication Vector.

6. HSS marks the received MSPNN as Current MSPNCURR, and deletes from the cache the value of MSPN that was previously marked as Current for this subscription record (associated with IMSI). There can be one and only one MSPNCURR per associated IMSI. Note, that there could be multiple unrelated requests to the HSS using the same MSPNCURR, until another MSPNN is received that is resolved to the same IMSI. At that point HSS gets the indication that the MSPNCURR is no longer used, and can be replaced with the received MSPNN.

7. The newly computed MSPNN+1 is added to the pending cache in association with related IMSI.

8. This step is executed when HSS cannot find in its cache the MSPN associated with any IMSI. Conventionally, the 3GPP 29.272 describes the Diameter Error #8 “DIAMETER_ERROR_USER_UNKNOWN”. Handling of this Error by the UE and the USIM configured to support the P-IMSI is described in the section below.

5.7.4.5.2.7
Description of the USIM Process Steps
Figure 5.4.7.5.2.7-1 outlines the process at the USIM when authentication challenge is received.


[image: image2.emf]1.

USIM receives AV 

Challenge

3.

Use received 

RAND to 

compute 

MSPN

NEXT

2.

MSPN

CURR

 = 

MSPN

NEXT


Fig. 5.4.7.5.2.7-1
USIM process steps
1. USIM received the AKA Challenge to be authenticated. 

2. This is an indication that that identity (P-IMSI with MSPNN) reported by the USIM was recognized by the HSS, and it becomes the MSPNCURR, in other words, known and used by the serving system for mapping GUTI and locating the HSS, and also known by the HSS to locate the permanent subscription record.

3. The RAND received in the AKA Challenge is used to compute and store the MSPNNEXT for the future access when ME requests the permanent identity from the USIM. In this step the previously stored MSPNNEXT gets overwritten with the newly computed value based on the received RAND. This value may be overwritten with yet another value when next RAND is received, and may never be reported to the UE, unless the request for permanent identity is received. At that time it is sent to the UE, and if, in response, the valid authentication challenge is received, the USIM will mark it as MSPNCURR as in step 2. 
When request for permanent identity is received from the ME, the following USIM processing of request of permanent identity is needed, as shown on Figure 5.4.7.5.2.7-2.


[image: image3.emf]2.

Is MSPN

NEXT

available

3.

MSPN

N 

=  

MSPN

NEXT

4.

Is MSPN

CURR

available

5.

MSPN

N 

=  

MSPN

CURR

6.

MSPN

N 

=  

MSPN

RECOV

7.

Return

MSPN

N

1.

USIM receives 

request for 

Permanent Identity

YES

YES

NO

NO


Figure 5.4.7.5.2.7-2 USIM steps when Permanent Identity is requested

1. USIM receives the Request for permanent identity. This typically happens when Attach with GUTI cannot be resolved to the identity known to the HSS, or HSS does not recognize the reported identity.

2. If USIM has received an AKA Challenge in the past, which is an indication that HSS has successfully associated its MSPNCURR access with the subscription record (IMSI), then the MSPNNEXT was computed at that time and is available. Proceed to step 3. Otherwise, if there is no MSPNNEXT in the USIM, which means that the last identity (MSPNCURR) used in accessing the network was not authenticated for any reason, and therefore was not changed, proceed to step 4.

3. USIM sets the returned identity MSPNN to the MSPNNEXT. This value was computed during last access when HSS could successfully associate the reported identity with the IMSI, and therefore compute and return the AKA Authentication Vector.

4. USIM approaches this step only when the HSS cannot resolve the reported MSPNN = MSPNNEXT. In this case the HSS returns the Diameter Error which is propagated to the USIM and renders the MSPNNEXT invalid. This is a fall-back recovery procedure that uses the last known MSPN that was properly resolved by the HSS, because the AKA Challenge was received for it. Proceed to step 5.

5. USIM sets the returned identity MSPNN to the MSPNCURR. This value was used during last access when HSS could successfully associate the reported identity with the IMSI. Proceed to step 7.

6. In case when neither access with MSPNNEXT not with MSPNCURR is successful and the HSS still returns an Error indicating that subscription cannot be found, the catastrophic recovery may be needed. Proceed to step 7.

7. The MSPNN is returned to the ME as a part of the P-IMSI.
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