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[bookmark: _GoBack]1 Introduction	
[bookmark: OLE_LINK134][bookmark: OLE_LINK135][bookmark: OLE_LINK136]This contribution analyses different types of security solutions for small data service (SDS). The last of these solution types is treated in more detail compared to the others, because it is the least similar to the exisiting security solutions in 3GPP. The UE using SDS could be, for example, an IoT device, like a sensor in a warehouse, that occasionally sends an SDS-PDU to a service provider. TR 23.799 contains several architectural solutions for transmitting infrequent small data (e.g., in clauses 6.3.5, 6.4.7 and 6.4.18) and the proposed text is intended to help SA3 in defining and assessing their security. 
Figure 1 shows an example architecture of the small data solution in clause 6.4.7 of TR 23.799 of SA2.


Figure 1: Figure 6.4.7.1-1 Architecture model for the Small Data Service - non-roaming case
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5.14.4 Solutions
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5.14.4.x Solution 14.x Small Data Protection
5.14.4.x.1 Introduction
This solution addresses the key issue 14.1 Access Security for small data session, and 14.2, Security for data over  the small data interface. 
5.14.4.x.2 Solutions
Below, several types of security solutions for protecting the small data are described.
5.14.4.x.2.1 Shared key based on AKA run
In this solution it is required that small data service (SDS) can be used by the UE only after running AKA first. A specific key for SDS (K_SDS) is derived based on the AKA run. SDS messages are integrity protected and confidentiality protected by the shared key K_SDS.
The sender of SDS-PDU is identified by TMSI-like identity. K_SDS cannot necessarily be proactively distributed to RAN, therefore the end point of the protection needs to be in the Core Network. 
5.14.4.x.2.2 DTLS
Another solution is to use an existing security protocol which has been developed for a connectionless setting. One such protocol is Datagram Transport Layer Security (DTLS, RFC 6347) protocol developed in IETF [1]. This protocol can be run between the UE and the Core Network. This solution has similar advantages and disadvantages as in solution 5.14.4.x2.1. Initial handshake between UE and the network is needed, which corresponds to the AKA run. The advantage of both solutions is performance, because of the use of symmetric key cryptography. 
5.14.4.x.2.3 Public key cryptography and certificates
This solution is based on public key cryptography and certificates. To verify the integrity of a SDS-PDU the network element can get the required security material from the Credential Repository network entity. For instance, the Repository may hold certificates for UE's public keys. In this solution, integrity of SDS-PDU can be verified without context information stored in the network. The SDS-PDU includes a digital signature that would allow any entity on the path to check the authenticity of the SDS-PDU, once this entity has access to the credential data (e.g. certificate in the Credential Repository).
Confidentiality of SDS-PDU payload and privacy of UE identity have to be protected by some other means, e.g., at the application layer. 
This solution has the advantage over 5.14.4.x.2.1 and 5.14.4.x.2.2 in that verification can be done also in an element that does not store context for UE, e.g., in the RAN. However, this works only if the UE provides the certificate in the SDS-PDU; and here revocation of certificates could be an issue.
Additional issue is replay protection. If UE and network element do not have common context, e.g., counter or synchronized time, then it is difficult to exclude replay of valid messages. However, by throttling the resources allocated for SDS in the RAN and the Core Network, it is possible to mitigate the Denial of Service aspects of replay attacks: the attacker can try to engage network resources by sending copies of valid SDS-PDUs, but this is equivalent to radio jamming. As regards more sophisticated aspects of replay attacks, application layer has to have means to recognize copies of previously received SDS-PDU.
5.14.4.x.2.4 Identity-based cryptographic system
Variation of solution 5.14.4.x.2.3 above is to use identity-based cryptography [2] instead of certificates. This solution has the same advantages and disadvantages as 5.14.4.x.2.3, but there are also some differences. For example, verification in RAN is easier, because RAN does not need to get UE certificate, neither from the UE, nor from the repository. On the other hand, revocation and replay protection are issues also for identity-based cryptosystems (IBS).
5.14.4.x.2.4.1 Solution details
Below we give example diagrams with descriptions of procedures for provisioning the network elements and the UE; and verification of SDS-PDU with IBS. It is assumed in those descriptions that the Credential Repository network entity takes the role of trusted Public Key Generator (PKG) of IBS. Please note that at the provisioning stage the Credential Repository must verify that the provisioned network element or the UE really is allowed to have this particular ID, and a confidential communication channel is needed to securely deliver the secret key (or keys) SK to the provisioned network element or the UE.
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Figure 5.14.4.x.2.4. 1-1: example of message flow: public/private key provisioning at network side

Procedure 1: Provisioning of network elements.

1. The Credential Repository provisions the RAN with Global Public Key (GPK_sig), Base Station ID (BS_ID), SKBS-ID_enc, and GPK_enc (optional). 
2. RAN stores the GPK_sig, BS_ID, SKBS-ID_enc, and GPK_enc (optional). 
3. Credential Repository sends GPK_sig to Serving Small Data Handling Function (S-SDHF).
4. S-SDHF Stores GPK_sig.
5. Credential Repository sends GPK_sig to Gateway SDHF (G-SDHF).
6. G-SDHF Stores GPK_sig.
Editor Notes: The Credential Repository and S-SDHF and G-SDHF may need to establish secure channel. How this is done is FFS; it can be facilitated if the provisioned entities and Credential Repository are in the same administrative domain.


[image: ]
5.14.4.x.2.4.1-2: example of message flow: public/private key provisioning at UE Side

Procedure 2: Provisioning the UE.

1. The Credential Repository and the UE establish secure channel. The Credential Repository and the UE establish secure channel. This has to be based on shared secrets or other credentials; how this is done is FFS.”
2. Credential Repository provisions the UE with Global Public Key (GPK_sig), UE_ID, SKUE-ID_enc, SKUE-ID_sig, and GPK_enc. 
3. UE stores the GPK_sig, BS_ID, UE_ID, SKUE-ID_enc, SKUE-ID_sig, and GPK_enc. 
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5.14.4.x.2.4.1-3: example of message flow: Uplink data protection 

Procedure 3: Uplink data Transfer.
1. UE receives BS_ID from broadcast messages.
2. UE stores BS_ID.
3. When UE receives data from upper layer, it finds GPK_sig and SKUE_ID_sig and compute signature for the data with SKUE_ID_sig and GPK_sig. Then, UE encrypts the whole message with GPK_enc and BS_ID. Encryption and verification at RAN are optional. 
4. UE transmits the encrypted message to the RAN, i.e., Enc(UE_ID, Data, Sig). Encryption and verification are optional.
5. After receiving the data from UE, the RAN decrypts the data with SKBS-ID_enc  and verifies the signature of data with UE_ID and GPK_sig. 
6. If the data passes the verification, then RAN forward the decrypted message to S-SDHF, i.e., UE_ID, Data, Sig
7. S-SDHF verifies the signature of data with UE_ID and GPK_sig
8. S-SDHF forwards the (UE_ID + data + sig) to the G-SDHF.
9. G-SDHF verifies the signature 
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5.14.4.x.2.4.1-4: example of message flow: Downlink data protection 

Procedure 4: Downlink data Transfer.
1. G-SDHF receives data from network.
2. S-SDHF receives data from G-SDHF.
3. S-SDHF finds the UE_ID.
4. S-SDHF sends UE_ID and data to the RAN
5. The RAN signs the message with its private key and GPK_sig, and then encrypts the data with UE_ID and GPK_enc. Encryption and signature in RAN are optional. 
6. UE transmits the encrypted message to the RAN, i.e., UE_ID, Enc(BS_ID, Data, Sig). Encryption and signature are optional.
7. UE decrypts the data with its private key  and verifies the signature of data with BS_ID and GPK_sig. Decryption and signature are optional, up to the configuration. 
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