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Abstract of the contribution:  This contribution proposes an AKA-based authentication solution, providing the network authentication capability to 3rd party services.
1. Introduction

The next generation system would be a flexible system supporting 3rd party services. According to Key Issue #2.9, based on the mutual trust between the operator and 3rd party services, the device/user related to 3rd party services should be authenticated to network access.  According to the Key Issue #2.1, providing the authentication capability of the network to operator and 3rd party services should be considered.

The goal of this paper is to provide an AKA-based authentication method for UE accessing to network for 3rd party service provider connectivity. The operator could control the authentication process entirely based on this solution.
2. pCR
******************************start of the change**********************************
5.2.4.x Solution #2.x: AKA-based authentication for service provider connectivity 
5.2.4.x.1 Introduction 
The next generation system would be a flexible system supporting 3rd party services. According to Key Issue #2.9, based on the mutual trust between the operator and 3rd party services, the device/user related to 3rd party services should be authenticated to network access and the device should be able to authenticate the network.  According to the Key Issue #2.1, providing the authentication capability of the network to operator and 3rd party services should be considered.
The goal of this solution is to provide an AKA-based authentication method for UE accessing to network for 3rd party service provider connectivity. The operator could control the authentication process entirely based on this solution.
5.2.4.x.2 Solution details

This solution addressed the Key issue #2.9 for security for service provider connectivity. 

· The main functional entities in the figure are defined as following referred to TR23.799 clause 6.12.1:

Subscriber Repository Function: This function contains subscriber profiles for authorization, user identities and corresponding long-term credentials for authentication.
CP-AU authentication Function: A function in the core network that performs UE authentication process and interacts with Subscriber Repository Function for retrieving authentication materials.
· Assumptions of this solution: 

3rd party service credential (Kser): Shared between the operator’s network (e.g., CP-AU) and 3rd party service provider after mutual trust between the operator and the 3rd party service provider is established. Also shared between the UE and the operator’s network (e.g., CP-AU).

KNG: The next generation key (like Kasme in LTE), derived from CK/IK and shared by UE and CP-AU.

· Note: How the CP-AU/UE obtains the 3rd party service credential is not addressed in this solution. e.g., API.
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Figure 5.2.4.x.2-1 AKA-base network access authentication for service provider connectivity
1. UE sends request message to network to trigger the next authentication procedure which would be the attach request message. And the UE network identity (e.g., IMSI) and service identity are included in this message.
2. Upon receiving the request message from UE, the operator network needs to authenticate the UE, then the CP-AU would fetch one or more authentication vectors (RAND, AUTN, XRES, KNG) from Subscriber Repository to perform user authentication.  The KNG could be generated in the similar way of Kasme.
3. The Subscriber Repository sends an authentication response back to CP-AU that contains the requested information (i.e., AV). Upon the receipt, the CP-AU selects AV and computes a new MAC1 using the Kser, MAC and RAND. e.g., MAC1=f1 (Kser, MAC, RAND), where f1 function is the same as the f1 function used in the AKA procedure to generate MAC. The MAC1 could be used for the UE to authentication the network access for service provider connectivity based on Kser.

4. The CP-AU sends to the UE the random challenge RAND, an authentication token AUTN for network authentication from the selected authentication vector and MAC1 included in a user authentication request message. 

5. At receipt of this message, the UE first computes XMAC and check if it equals MAC, if it’s the same, then computes MAC1’ from RAND, Kser and MAC to verify whether MAC1’ equals MAC1. If the verifications are successful, the UE authenticates the operator and the 3rd party service provider.

In order to allow the network to authenticate the UE, the UE computes the MAC2 from RAND, RES and Kser, and includes this parameter in a user authentication response back to the CP-AU. e.g., MAC2=f1 (Kser, RES, RAND). The MAC2 could be used for the network to authentication the UE for service provider connectivity based on Kser.

6. At receipt of this message, the CP-AU first checks if RES equals XRES, if it’s the same CP-AU computes the MAC2’ from RAND, RES and Kser, then verifies if it equals MAC2. If it’s same, the network access authentication for service provider connectivity based on Kser has passed. If not, the CP-AU might send an authentication reject message towards the UE. 

5.2.4.x.3 Evalution
Tba.
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