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Abstract of the contribution:  This contribution discusses Remote Provisioning in Response to SA2 LS (S2-165175).
1      Introduction
SA2 has discussed the use case where a device, which has not been provisioned with 3GPP subscription credentials, attempts to obtain the credentials via connectivity over the NextGen system.

In in LS S2-165175, SA2 has asked SA3 to investigate security implications for such scenario, in order for SA2 SA2 to identify the potential impact on SA2 mechanisms (e.g. attach procedure).  
In this contribution, we discuss possible scenarios for a device, which has not been provisioned with 3GPP credentials, to obtain the credentials via connectivity over the NextGen system.
2      Discussion
NextGen devices can broadly be divided into two categories, headed and headless devices.  Headed devices are referred to devices equipped with Input / Output peripherals such as Notebooks, tablets, etc.  Whereas, headless devices are referred to devices equipped with no Input / Output peripherals such as sensors and actuators. 
For each category of devices, there may exist several deployment scenarios.  This discussion paper provides some examples of such deployment scenarios. However, it is expected that SA1/1SA2 to clearly define supported deployment scenarios in order for SA3 to conduct proper security analysis. 
Headed Devices Category 
These example of deployment scenarios assume that UE is equipped with Input / Output peripherals.
Scenario 1: A Device is provisioned with a default MNO Profile
In this scenarios, the device is provisioned with a default MNO profile at the manufacturing time.  The UE uses the default profile to connect to the NextGen system with a limited internet connectivity.  The limited internet connectivity policy of default profile allows the device to connect to only specified subscription servers.  Upon successful connectivity to the subscription server, the device can subscribe to a desired NextGen service provider and obtain the respective subscription profile.

Scenario 2: A Device is not provisioned with a default MNO Profile 
In this scenarios, the device needs to be provisioned with device credentials at the manufacturing time. For example, public and private key pair and certificate URL that includes a pointer Certificate Authority and a unique identifier of the device – i.e., www.NextGenCAxxx.com/DeviceID=xxxx.

When the device is turned on, it performs network discovery to find available NextGen Networks. The Device may use a pre-configured policy to select a NextGen network or the selection can be done by the user’s intervention.  After selection of the NextGen network, the UE starts an enhanced attach procedure to authenticate to the network using asymmetric keys.  During Attach/AKA the UE provides the certificate URL to the NextGen Network. Upon successful connection, the device is redirected to web portal so allowing the user sign for a service and a subscription profile.  This model of subscription is similar to captive portal technique used in Wi-Fi hotspot.  
Headless Devices Category 

For headless IoT devices, a companion device will be required to provision the device with an MNO profile.  This can be done in many ways, depending on use case and deployment scenarios.  Some examples of deployment scenarios are as follows: 

Scenario 1:  Use a companion device like user’s smart phone to add a headless IoT device to the exiting user’s subscription.
Scenario 2:  Use a centralized control point (e.g., Enterprise Subscription Manager) to provision a number of IoT devices (i.e., bulk provisioning).
Scenario 3:  Use a companion device like user’s smart phone to add a headless IoT device, pre-provisioned for service provider (e.g., Google, Facebook, etc.), to the existing user’s service provider account.
3      Conclusion
For devices equipped with input/output peripherals, the simplest method is to provision the device with a default MNO profile.  This option does not impact 3GPP attach procedure however will incur added cost (due to use default MNO profile).  Alternatively, the device can use device credentials (provisioned at the manufacturing time) and enhanced (to be defined) Attach/AKA procedure to authenticate to a NextGen network and then connect to the subscription web portal to obtain an MNO profile – this is similar to captive portal technique used in Wi-Fi Hotspot.

For headless IoT devices, a companion device like phone will be required to complete credential provisioning.  This can be done in many ways depending on use-case and deployment scenarios.  
In order to do a proper security analysis, SA3 needs to get some guidance from SA1 and SA2 on supported deployment scenarios for headed and headless devices.  Intel delegates are happy to draft an LS reply along these lines.
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