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Abstract of the contribution: This contribution proposes some security requirements on gNB in order to protect the integrity of setting and software and the confidentiality of sensitive data.
Introduction
This proposal addresses 5.4.3.2 of Security requirements on gNB. As shown in 5.4.3.2.2, the attacker may modify the gNB’s setting or software or obtain sensitive data, but there is no the corresponding potential security requirements. This pCR provide some security requirements on gNB.
pCR 
***	END OF CHANGES	***
[bookmark: _Toc457918178][bookmark: _Toc457919246][bookmark: _Toc457919956]5.4.3.2		Key issue #4.2: Security requirements on gNB
5.4.3.2.1	Key issue details
The gNB may, in contrast to other nodes, in many cases be located in a vulnerable location. Hence security requirements on the gNB may be in scope of 3GPP, even if security requirements on other nodes are up to implementation.
In the LTE system, there are a number of security requirements on the eNB, covered in clause 5.3 of [a]. There are security requirements for eNB setup and configuration, for key management inside eNB, for handling User plane data and Control plane data, and for the secure environment of the eNB. 
Possible security requirements on the gNB depend on the NG architecture. The security requirements on gNB may be similar to the security requirements on eNB, but differences between the EPS and the NG architecture may also result in different requirements for gNB compared to eNBs. Possible co-deployments of gNB and eNB may also influence the security requirements on gNB.
Editor’s note: More explanation is needed for co-deployment of gNB and eNB.
Security requirements on the gNB should take possible virtual deployments into account and be formulated in a way that is applicable for both virtual and non-virtual deployments.
Editor’s note: Security requirements on gNB should be studied further when the NG architecture is defined. 
5.4.3.2.2	Security threats 
An attacker may modify the gNB’s setting or software configurations via local or remote access.
An attacker may obtain keys, user data or user identifiers from the gNB.
5.4.3.2.3	Potential security requirements
Editor’s Note: The potential security requirements are ffs.
1.	The gNB shall ensure the setting change attempt is authorized
2.	The boot-up process of gNB shall be integrity checked with the help of root of trust. 
[bookmark: OLE_LINK11]3.   The software of gNB shall be updated only after the integrity of software is verified.
4.	The sensitive data in gNB shall be securely stored with the help of root of trust.
***	END OF CHANGES	***
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