3GPP TSG SA WG3 (Security) Adhoc Meeting on FS_NSA
S3-161317
27 – 29 September, 2016, San Diego, USA

Source:
ZTE
Title:
Scenarios for key sharing between slices
Document for:
Discussion and Approval
Agenda Item:
8.6
Work Item / Release:
FS_NSA
Abstract of the contribution: Propose scenarios for key sharing between slices that authenticating UE’s access to slices needs to consider.
1. Discussion
Network slicing is a mandate requirement for 5G system, with this feature, UE can access different network service served by different network slice. It is being studied that how to authenticate UEs’ access to slices, and obvious that methods based on key sharing between UE and network (3GPP-AKA, EAP-AKA, etc.) will be used. For these authentication methods, keys for integrity and confidentiality will be derived from base keys (e.g. Kasme and Kenb in LTE), which also are derived from long-term/root keys. In order to secure UEs’ access to slices, which part of keys can be shared between slices and how to share needs to be studied.
2. pCR
************************************************** Start of change *******************************************************
5.8.3.3
Key Issue #8.3: Security on UEs’ access to slices

5.8.3.3.1
Key issue details

The fact that several network slices might be available in Next Generation systems requires a selection procedure in order to direct UEs to corresponding slices. To ensure that slices can be selected and accessed correctly for UEs, how to protect the security of such procedure should be addressed. 

Editor’s Note: The selection procedure is still being studied in other working groups. The text above should be revised based on their progress

Besides the slice selection security, it is expected that the Next Generation systems are able to provide access to services in different ways. A UE can simultaneously access multiple services delivered by different network slices. It can also access the services through different types of access networks, 3GPP and non-3GPP, trusted and less trusted. Furthermore, in the context of the IoT, it is expected that there will be a proliferation in the types and the number of connected devices (UEs) such sensors and smart wearables.

There are potentially several vulnerable links over which the access to the network slice and hence the service can take place (see Figure 5.8.3.3-1).
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Figure 5.8.3.3-1: Access links in Next Generation systems

Solutions for this key issue should aim to be generic to the extent possible in order for the authentication and authorization mechanism to support such variety in access/device type and also to be future proof.

As observed by 3GPP TR 22.864, services offered by the network slice could either belong to the MNO or a 3rd party service provider. When the slice is allocated to a 3rd party service provider, the ability of the provider to verify and ascertain the identity of the subscriber, trying to gain access to the slice, becomes a critical security component to be addressed. 
For the attach procedure of UEs’ access to network slices, following scenarisos should be considered:
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Figure 5.8.3.3-2
Scenario#1: UE is authenticated and authorized by MNO. 3rd party provider entirely relies on MNO for authentication and authorization.

Scenario#2: UE is authenticated by MNO. 3rd party provider relies on MNO authentication but provides authorization to the UE.

Scenario#3: UE is authenticated and authorized by MNO. 3rd party provider relies on MNO authentication and provides additional authorization to the UE. 
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Figure 5.8.3.3-3
Scenario#4: UE is authenticated by MNO. 3rd party provider performs secondary authentication and provides authorization to the UE.

Scenario#5: UE is authenticated and authorized by the MNO. 3rd party provider performs secondary authentication and provides secondary authorization. 
Scenario#6: There is no primary authentication and authorization of the UE by the MNO. 3rd party provider performs authentication and authorization of the subscriber. 
Editor’s Note: The requirements by SA1 and SA2 on which all scenarios rest, require further clarification.
For authentication of UEs’ access to network slices, if methods based on key sharing between UE and network are used, then keys for integrity and confidentiality are derived from intermediate keys (e.g. Kasme and Kenb in LTE), which are also derived from long-term/root keys directly or indirectly. Keys can be grouped as CN keys and AN keys, and further be divided into intermediate keys, CP keys (keys for integrity and confidentiality for C-Plan), and UP keys (keys for integrity and confidentiality for U-Plan). Following scenarios for key sharing between slices should be considered (intermediate keys not shown explicitly):
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Figure 5.8.3.3-4

Scenario#1: No key is shared between slices.

Scenario#2: Long-term keys and root keys are shared between slices.
NOTE1:
Intermediate keys may be partially or fully shared between slices for scenario#2.
Scenario#3: Long-term keys, root keys, and CN-CP keys are shared between slices.

NOTE2:
Intermediate keys for deriving AN keys and CN-UP keys may be partially or fully shared between slices for scenario#3.
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Figure 5.8.3.3-5
Scenario#4: Long-term keys, root keys, and AN-CP keys are shared between slices.

NOTE3:
Intermediate keys for deriving CN keys and AN-UP keys may be partially or fully shared between slices for scenario#4.
Scenario#5: Long-term keys, root keys, CN-CP keys, and AN-CP keys are shared between slices.

NOTE4:
Intermediate keys for deriving CN-UP and AN-UP keys may be partially or fully shared between slices for scenario#5.
**************************************************** End of change ************************************************
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