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Abstract 

Integrating multiple credentials into the security process of NextGen does not only increase the hardness of the security, but also enable more flexibility in providing quantized protection,  based on trade-off between protection power and resource/time consumption and the service requirement depending on applications. To KI#2.3: Authentication identifier and credentials   
Introduction: Assume that multiple credentials are introduced in the core security process in NextGen. Then, how to use and manage them, so that not only the security provisioning but also the service provisioning can benefit ?  The following text proposes application of quantized deployment of multiple credentials.
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Current keys used in LTE/EPC are derived from a single root key that is associated with a subscriber (IMSI).  The daily operation uses only keys derived from the root.  The frequency of usage depends on the key hierarchy.     As all the derived keys originated from the same root, all of them contain the same amount of secrecy, albeit more entropies due to seeds and salts.  Services provided by 3rd party can bootstrap its own credential using this root key. Theoretically, an attacker who has possession of the root key, he can get access to the services passively or actively, causing damage to legitimate users
On the other hand,   different applications and operations may require different levels of protections, simply due to the trade-off  between feasibility and resource consumption.  To this end, a quantitative provisioning of security service can be considered, when credentials are used according to needs.  A credential level (of a key) can be defined as a monotone increasing  function of the amount of independent credentials contained in the  key.     
Description: 
Let  S_i be mutual independent  credentials(knowledge ).  For each S_i a key  K_i , where  i=1,2,…n., can be generated by a single variable  function, such that
K_i=F_i(S_i)  for i=1,2,…n
An attacker who captured K_i can at most retrieve the secret knowledge  S_i.   This way of key generation is “exclusive” , as each key K_i  is associated with a different credential  S_i, independently. Noting that there is a subscriber  root credential that has to be used in generating any key, an exclusive key generation is in fact based on a single credential only, which limits its flexibility in application.
An “inclusive” key generation is expressed by a multi-variable function 
K_i=F(S_1,S_2,…S_i)  for i=1,2,…n,  
i.e.  each key is  generated with a unique  subset of credentials. 
An attacker who captured K_i can recover   S_1,…S_i  at most.   In addition, if an application depends on a subset  (S_1,S_2,…S_i) only, then  only key K_i  is needed.  Noting that, depending on the selection of subsets,  all  K_i  can still share at least one credential in common (root key), we are able to generate keys with different functions that are partially dependent on a single credential.  This makes it  possible to define a partial order. Hence, the inclusive key generation allows for a natural key hierarchy 
K_1, K_2,…, .K_n
where different derived keys have different credential contents.  This property can be exploited for service provisioning:  Assuming not all service requires protection by identical credentials, different K_i can apply to different services, achieving a trade-off between security and performance.  Difference between inclusive and exclusive key generation can be illustrated in  Figure 1.  The security function in a network can acquire additional flexibility by the inclusive key generation, facilitating introduction of new services, as illustrated by example in Table 1
 

[bookmark: _Ref461096616]Figure 1: Security protection power of inclusive (left) and exclusive key derivation (right)
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	Cred Level(right) , Credentials(below)
	1
	2
	3
	4
	5
	6
	7

	 1st
	S1
	S1
	S1
	S1
	
	
	

	2nd
	S2
	S2
	S2
	
	S2
	
	

	 3rd
	S3
	S3
	
	S3
	
	S3
	

	 4th 
	S4
	
	
	
	S4
	S4
	S4

	……
	
	
	
	
	
	
	

	Key=F(right)
	S1-4
	S1-3
	S1, S2
	S2,S3
	S2,S4
	S3,S4
	S4

	Application(e.g)
	NAS
	AS
	MEC
	Autom
	IoT
	mIoT
	Etc.



Example: Assume among the 4 credentials,  S1 is the subscriber  static root and others are related to device types.    When a  service is associated with a given type of device that requires only credential S4, the service can be activated and protected by key F(S4). A compromised key can at most reveal the credential S4, but not other credentials and, thus, poses no danger to other services and the network.
Work Requirement: 
· Define credential level according to the algorithm and application 
· Apply the credential  level in key generation and key deployment design
· Related provision, storage and  lifecycle  management issues.
· If this concept is adopted, a consistent guidance is needed for the follow-up  designs
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