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Abstract of the contribution: This contribution proposes a new security area focused on cryptographic algorithms.
1. Discussion
3GPP TR 33.899 should contain a list of cryptographic algorithms that the Next Generation System should support in order to be backward compatible with SAE/LTE and to be future proof. 

When designing Next Generation System, the availability of large-scale quantum computer for code-breaking should be taken into consideration, even if the date of arrival of quantum computing era with large-scale quantum computers is still an open question. Considering that 5G will be deployed for a long period of time, the Next Generation System should enable the transition to quantum safe cryptography. 
This contribution proposes to add within 3GPP TR 33.899 a security area related to cryptographic algorithms  

We kindly ask SA3 to review and agree the text proposed in next clause. 

2. Proposal: pseudo-CR to 3GPP TR 33.899 v0.4.1
START of 1st CHANGE

5.x
Security area #x: cryptographic algorithms
5.x.1
Introduction 

This clause deals with cryptographic algorithms for Next Generation System.
5.x.2
Security assumptions
Security mechanisms and protocols rely on the use of cryptographic algorithms. 
5.x.3
Key issues
5.x.3.1
Key issue #x.1: Cryptographic algorithms for backward compatibility

5.x.3.1.1
Key issue details

Next Generation System is expected to be backward compatible with SAE/LTE. SAE/LTE security relies on a list of cryptographic algorithms optional or mandatory to support. 

5.x.3.1.2
Security threats 

The use of unsecure or deprecated cryptographic algorithms according to today state of the art in cryptography results in compromising security mechanisms (e.g confidentiality or integrity of transmitted data), or in compromising security protocols (e.g. TLS). 
5.x.3.1.3
Potential security requirements

Next Generation System shall support a list of cryptographic algorithms enabling the backward compatibility with SAE/LTE security. This list of algorithms shall reflect the today state of the art in cryptography (confer [aa], [ab]).
5.x.3.2
Key issue #x.2:  Quantum safe cryptography 
5.x.3.2.1
Key issue details

Current cryptographic algorithms in use nowadays, and largely deployed, will be considerably impacted by arrival of large-scale quantum computers. Even if the date of arrival of quantum computing era with large-scale quantum computers for code-breaking is an open question, Next Generation System will probably be on the field when quantum computer will become a reality. 
Several reports on Quantum Safe Cryptography exist; confer [ba] and [bb]. 

5.x.3.2.2
Security threats 

At the arrival of large-scale quantum computers for code-breaking, all cryptographicalgorithms will be impacted: all algorithms based on asymmetric cryptography will be broken, and the security of symmetric-based algorithms will decrease. 

Some examples of asymmetric algoritms that will be no longer secure:
· RSA, DSA or ECDSA for digital signatures 
· DH, ECDH for key exchange. 

AES is considered as quantum safe since the cipher can adapt to resist quantum computing attacks by increasing the length of keys. 
Editor's Note: Selection of appropriate key lengths used for symmetric key algorithms, hash functions, and the associated message authentication codes generated, to be quantum-safe is FFS.

Editor's Note: It is FFS whether AES-128 and SHA-256 are quantum secure as well.
New quantum-safe asymmetric cryptography is needed (to replace RSA, ECDSA…); some alternatives, e.g.asymmetric PQCCrypto families or hash-based signatures, are under definition but need more time for scrutinization by the crypto community. 
5.x.3.2.3
Potential security requirements

Next Generation System shall be able to resist quantum computing attacks. 

Next Generation System shall enable transition to quantum safe cryptography. 

The use of quantum cryptographic algorithms known to be resistant against quantum computer attacks shall be considered in priority when designing new security mechanisms and protocols. 
5.x.3.y
Key issue #x.y: <key issue name>

5.x.3.y.1
Key issue details

5.x.3.y.2
Security threats 

5.x.3.y.3
Potential security requirements
5.x.4
Solutions
5.x.4.z
Solution #x.z: <solution name>

5.x.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.x.4.z.2
Solution details  

5.x.4.z.3
Evaluation 

5.x.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
END of 1st CHANGE

START of 2nd CHANGE

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[aa]
SOG-IS: "Agreed cryptographic mechanims"

[ab]
NIST SP 800-131A R1: "Transitions: Recommendation for Transitioning the Use of Cryptographic Algorithms and Key Lengths"

[ba]
ETSI White Paper "Quantum Safe Cryptography and Security"; June 2015
[bb]
NISTIR SP 8105 (draft): "Report on Post-Quantum Cryptography"; February 2016 
END of 2nd CHANGE

START of 3rd CHANGE

4
Security areas and high level security requirements 
4.1
Security areas  

This document includes the following security areas: 

1)
Security architecture deals with architectural aspects of the security for NextGen system.
2)
Authentication deals with authentication framework, identifiers, and credentials, authentication methods.
3)
Security context and key management deals with security aspects related to management of security context and security keys.
4)
RAN security deals with the security for Next Generation radio interface and radio access network.

5)
Security within NG-UE deals with the security of sensitive data handled within the NG-UE.
6)
Authorization deals with both, authorization of the UE to access the network and authorization of the network to serve the UE.
7)
Subscriber privacy deals with various aspects related to the protection of subscribers’ personal information, e.g. identifiers, location, data, etc.
8)
Network slicing security covers security aspects related to the network slicing concept such as service access, network function sharing and isolation. 
9)
Relay security deals with security of the NextGen connectivity over relays.
10)
Network domain security deals with security of the signalling protocols in the network domain such as authentication, integrity, and availability.
11)
Security visibility and configurability deals with presentation of security information to a user of a UE, and management of security configuration by a user or a UE.
12)
Credential provisioning deals with security aspects of provisioning 3GPP credential(s) on equipment that will access the NextGen system.

13)
Interworking and migration deals with security aspects related to the interworking and migration scenarios between radio technologies and possible core network concepts. 

14)
Small data deals with massive number of  IoT UEs that usually send small amounts of data sporadically and also moves around. 

15) Broadcast/Multicast security deals with security for broadcast services that will be used in verticals, for example MCPTT, Critical Communication, V2X, and massive MTC.
x) Cryptographic algorithms deal with cryptographic algorithms to be used for security mechanisms and protocols within Next Generation System.
END of 3rd CHANGE

