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Abstract of the contribution: this paper proposes a key area for NextGen, which focus on solving the problem of network management and deployment.
1. Introduction

Network management and deployment are key points for Next Generation network success. Security protection on network management and deployment should be discussed. 
This paper proposes a security area in 33.899.
* * * Start of 1 changes * * * *

5.x Security area #Management Security
Editor’s Note: A more appropriate name of this security area is FFS.
5.x.1 Introduction
Security of network management and deployment is always one of the key security topics. Some of the existing concerns in traditional networks, e.g. in LTE system are carried over, even in next generation networks. In TS 33.401, the management security is discussed in Section 5.3, Chapter 12 and 13. The deployment is also discussed in Section 5.3 and also in TS 33.310.
In the next generation network, several changes can introduce difficulties into network management and deployment:
· The network architecture evolution. 

· The introduction of network virtualization.

· The deployment location of network functions.

· The open of management interfaces.

The impacts brought by those changes are discussed in the key issue sections.
5.x.2 Security assumptions
Editor's Note: This clause will document security assumptions related to each security area.
5.x.3 Key issues

5.x.3.1 Key issue #xx.1: management plane communication protection

5.x.3.1.1 key issue details

Protecting the communication between the manager and the managed network elements or network functions are the basic feature of the management security. Chapter 13 of TS 33.401 gives the protections for management plane over S1 interface. In next generation, should consider two more scenarios:
· The AN and CN function could be deployed in unsecure domain.
· The communication between NE and Manager could pass virtualized network. The infrastructure might be not owned by network operator.
Both scenarios show the management plane communication can be subject to external attacks. Especially in the virtualized environments, it is hard to know whether communication is internal or external. Therefore, the protections on S1 interface should be deployed in all management communications.
Editor’s Note: Whether management plane security needs to be taken account for Next Gen is FFS.
5.x.3.1.2 Security threats

All threats to management functions, i.e. the FCAPS functions. The attackers could 
· Disclosing or tampering the software, configuration in NEs, and thereafter attacking the network functions or attacking other NEs via the compromised NEs.

· Attacking the OM center from compromised NEs.

· Spoofing or interrupting services or privacy of UEs.

5.x.3.1.3 Potential security requirements

The security requirements are:
· Network management entities shall be mutually authenticated and authoirized before establishing management plane communication.

· Management plane communication shall be confidentiality- and integrity-protected.
5.x.3.2 Key issue #xx.2: network element deployment security

5.x.3.2.1 key issue details

NEs could be deployed and commissioned by local or remote configuration, or the combination of local and remote operation. The automatical deployments are studied in LTE and the corresponding security protections are discussed in TS 33.310.

In next generation, low cost and quick deployment is required. The requirements should suit both the “ultra dense” and the “virtualized infrastructure” characrastics. Both are required to minimize manual operations and rely on  automated operations as much as possible. The automated operations should be protected and, the provisioning of security related credentials, trust roots and policy configurations should be done in a secure way.
5.x.3.1.2 Security threats

Attackers could
· Faking NEs connecting to OM center or connecting to network.

· Faking OM center to disclose or tampe the software, configuration in NEs, and thereafter attacking the network functions or attacking other NEs via the compromised NEs.

· Attacking the OM center from compromised NEs.

· Steal credentials of NEs.

· Spoofing or interrupting services or privacy of UEs.
5.x.3.2.3 Potential security requirements

· NE and OM center shall be mutually authenticated, e.g. during remote or local provisioning.
· NE and OM center shall be authorized to communicate with each other, e.g. during remote or local provisioning.

· NE credentials and NE trust list, verification materials shall be securely provisioned..

· Communication between NE and OM center shall be confidentiality- and integrity-protected during provisioning..
* * * End of 1 changes * * * *

4.1
Security areas  

This document includes the following security areas: 

1)
Security architecture deals with architectural aspects of the security for NextGen system.
2)
Authentication deals with authentication framework, identifiers, and credentials, authentication methods.
3)
Security context and key management deals with security aspects related to management of security context and security keys.
4)
RAN security deals with the security for Next Generation radio interface and radio access network.

5)
Security within NG-UE deals with the security of sensitive data handled within the NG-UE.
6)
Authorization deals with both, authorization of the UE to access the network and authorization of the network to serve the UE.
7)
Subscriber privacy deals with various aspects related to the protection of subscribers’ personal information, e.g. identifiers, location, data, etc.
8)
Network slicing security covers security aspects related to the network slicing concept such as service access, network function sharing and isolation. 
9)
Relay security deals with security of the NextGen connectivity over relays.
10)
Network domain security deals with security of the signalling protocols in the network domain such as authentication, integrity, and availability.
11)
Security visibility and configurability deals with presentation of security information to a user of a UE, and management of security configuration by a user or a UE.
12)
Credential provisioning deals with security aspects of provisioning 3GPP credential(s) on equipment that will access the NextGen system.

13)
Interworking and migration deals with security aspects related to the interworking and migration scenarios between radio technologies and possible core network concepts. 

14)
Small data deals with massive number of IoT UEs that usually send small amounts of data sporadically and also moves around. 

15) Broadcast/Multicast security deals with security for broadcast services that will be used in verticals, for example MCPTT, Critical Communication, V2X, and massive MTC.
X) Management Security deals with security related to management plane and deployment scenarios
* * * End of 2 changes * * * *

