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4.7 – Authorization
This PCR provides content for the new Key issue #6.y: Authorization decoupled from Authentication. Authors incorporated comments to the original contribution in S3-160951 at SA3#84 and one of the SA3 NextGen calls .
1. Introduction
The goal of this PCR is to add new Key issue #6.y: Authorization decoupled from Authentication and introduce to new set of potential requirements.
2. PCR
****************** Begin Change *******************

5.6.3.y
Key issue #6.y: Authorization decoupled from Authentication

5.6.3.y.1
Key issue details

Present 3GPP systems including EPS do not have high service granularity expected from NextGen networks. 

The diversity of services in NextGen networks, provisioned by various stakeholders, warrants separate authorization for a particular service, group of services, or a Network Slice based on service requirements, i.e., dynamic authorization. Given the diversity of services in NextGen networks, it is not feasible to provide static authorization for all services upon initial authentication.

Services in NextGen networks may be dynamically provisioned and may be provided by more than one stakeholder/service provider. Such services will require dynamic authorizations and may need to avoid redundant authentications (i.e., in cases when the identity is authenticated, trustworthy, and sufficient for authorization). Authorization may directly follow an authentication or may be invoked later when a new service is requested, with or without a preceeding authentication. 

SA2 TR 23.799 describes solution warranting authorization based on 3rd party application service provider (and, therefore requiring such authorization to be de-coupled from authentication) in Sections 6.1.2 and 6.1.2.2.3.4. In addition, Section 6.4 of TR 23.799 describes authentication (e.g., NAS authentication) happening prior to and independent from the authorization for UE request for connectivity to a specific Data Network.
5.6.3.y.2
Security threats 

Authorization tightly coupled with authentication may cause unnesessary (re-)authentications and thus lead to waste of security resources and potentially result in decreased availability of the system.

Editors Note: It is for further study to identify and/or verify SA2 use cases for such decoupling in TR 23.799.
Editors Note: It is for further study whether such authorization decoupled from authentication transpires on Service or Network Layer.
5.6.3.y.3
Potential security requirements

-
It shall be possible to provide dynamic authorization, decoupled from authentication and triggered by service logic and/or operator policies.
· It shall be possible for a network to verify the dynamic authorization
******************* End Change ********************

3. Conclusion

It is proposed to add the contents of this PCR to TR 33.899
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