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Abstract of the contribution: This contribution proposes a new key issue on the security requirements for storage of device credentials to the Security Area #5 (security within NG-UE) of TR33.899. Note that this is a resubmission of the requirements proposed in the postponed tdoc S3-161102.
1. Discussion
The existing key issue 5.1 deals with secure storage and processing of subscription credentials and identities within the NG-UE. The secure storage and processing of device credentials and identities should be treated in a separate key issue as they may not be stored in the same place. For example, subscription credentials may be stored in a removal UICC whereas the device credentials cannot be stored in such a removal UICC. 

Therefore, we propose security threats and potential security requirements for the new key issue 5.y (Secure storage and processing of device credentials and identities).

2. pCR

***
BEGIN CHANGES
***
5.5.3.y
Key issue #5.y: Secure storage and processing of equipment identifier and credentials
5.5.3.y.1
Key issue details

The Next Generation System requires the secure storage of equipment identifier and credentials within the NG- UE. The equipment identifiers and credentials allow the network operator to authenticate the reported equipment identifier. This equipment identifier authentication is needed in order to verify that the equipment identifier reported by the device to the network is authentic. 
5.5.3.y.2
Security threats 


If an attacker is able to modify the equipment identifier, then the attacker may use the device to report a false equipment identifier to the network, thus leading to unnecessary signalling with the network (e.g., report a false equipment identifier that leads to failure of the equipment identifier authentication) or report a false equipment identifier to the network when the authentication of the reported equipment identifier is not performed. 
5.5.3.y.3
Potential security requirements

Within 3GPP Next Generation System: 

· the equipment identifier and credentials shall be integrity protected within the NG-UE. 


***
END OF CHANGES
***
