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Abstract of the contribution:  This contribution proposes a general user plane security protection mechnisam for PDU session (re)establishment triggered by handover.
1. Introduction

In current SA2’s work, PDU session (re)establishment triggered by handover is an important feature of next generation network. Once the handover takes place, the user plane path would be updated. In case the source session would be released and a new session would be established if needed, which may utilize a new user plane path optimized from the user’s current location. Therefore, the security protection mechnasim should be considered during this case.
2. PCR
****************************start of the change****************************************
5.1.4.z Solution #1.z: UP protection for PDU session (re)establishment triggered by handover
5.1.4.z.1 Introduction 
This solution addresses the Key Issue #1.3 and Key Issue #1.4. For the whole handover procedure, the location management procedure is similar to that of current LTE system. But for session management, there are already many options on how to trigger the update of PDU session during handover in SA2. 
SA2 introduces a solution (section 6.6.1.2) for PDU session establishenment and release triggered by handover as following:


[image: image1]Figure 5.1.4.z.1-1: Handover triggered PDU session establishment/release for different SSC modes
It’s assumed that “a PDU session to exist between a UE and a user-plane function (called terminating user-plane function (TUPF)). The TUPF terminates the 3GPP user plane and interfaces with the data network.” When UE performs handover from source RAN to Target RAN either for X2 or NG2 handover, the PDU session with new user plane path would be established, associating with the new TUPF, and also the new user plane path is from UE to TUPF2. Evenif the TUPF is not changed, the new user plane path is from UE to TUPF1 by TUPF2. In summary, the user plane path would be updated because of the change of user plane termination point based on new PDU session establishment procedure. 

Section 6.6.1.2.3 and Section 6.6.1.2.4 elaborated call flows about the establishment of the new TUPF for different SSC modes always triggered by the CP functions.

In particular, depicted in the following is the message flow illustrating how UE-requested PDU Session (SSC mode3) is established in clause 6.6.1.2.3 TR23.799.
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Figure 5.1.4.z.1-2: CN-provided trigger followed by UE-requested PDU Session

Another option Section 6.6.1.2.4 is applicable to multi-homed PDU session only, which depicted as following:
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Figure 5.1.4.z.1-3: CN prepared PDU Session followed by notification to UE
According to this solution from TR23.799, this security solution gives the general NG user plane security protection method and main security aspects for handover case. No matter what kind of option, the user plane path would be updated during handover case, then the corresponding security protection should be updated as well.

5.1.4.z.2 Solution details

According to Key Issue #1.4 and Key Issue #1.5, the user plane security protection is session-based, therefore, if the session needs to be changed during the handover procedure, the UP security should also be updated accordingly. This solution addresses the Key Issue #1.4 and Key Issue #1.5. The following figures give the UP security solutions on PDU session (re)establishment triggered by handover.
Based on Key Issue #1.4 and Key Issue #1.5, when session is (re)establishment during handover, the following security aspects should be considered:
· Session security policy would be re-negotiated;

· UP protection key would be updated;

The high-level message flow for user plane security of session (re)establishment during handover is given in the figure as following:
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Figure 5.1.4.z.2-1: General UP security procedure for PDU session (re)establishment triggered by handover

1. UE has an established PDU Session (PDU Session 1) protected by using key Ks1. Key Ks1 is shared by UE and TUPF1.
2~3. New PDU Session request is triggered.

4. Before the new PDU Session is established, the new security policy and new key Ks2 for new session should be achieved or negotiated by CP functions and UP functions (other than TUPF). And the Ks2 could be derived based on the new session security policy and the user plane related key.

5. The CP functions configure the user plane path for PDU Session 2, including sending the Key Ks2 to the TUPF2 which would be used to protect the PDU Session 2.

6. UE starts using PDU Session 2 for all new traffic flows protected by key Ks2.
7. PDU Session is released.
In order to map the functional entities related to handover in TR23.799, the detailed security protection procedure of session (re)establishment during handover is given below. In the following solution, the assumptions are：

· SM function relocation is triggered by handover.
During the handover, if the MM/SM need to be relocated, the UE context including security context for the new session may need to be exchanged or updated to align with the new SMFor the user plane function, it is assumed the entity is UP-GW. If HO happens, MM may trigger the session update through notifying the HO issue to the source SM. The source SM make the SM or UP-GW relocation and update the session for UE based on its policy, therefore, some security context for updated session would be transferred during this procedure. 

· The UP-GW function maps to the TUPF.

· The CP functions are elaborated MM, SM. 
· The Security Policy Function is a logical function to execute the security policy negotiation or determination.

Note: The Security Policy Function could be co-located with other NextGen nodes or it can be a standalone function entity.
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Figure 5.1.4.z.2-2: Detailed security procedure PDU session (re)establishment triggered by handover
Before the target session is established, there is an assumption that the source session is protected between the UE and the source UP-GW using the protection key Ks1. The next steps before step1 are the handover preparation and part of handover execution work. Until the MM receives the PDU Session Request containing UE ID, the source SM would start the security context update work for the new session.

1~3. UE has an established PDU Session (PDU Session 1) protected by using key Ks1. Key Ks1 is shared by UE and Source UP-GW. During handover, new PDU Session establishment request is triggered. 

4.1 According to the solution #1.5, the security requirement and key K-up for the user plane data were already obtained or negotiated by source SM function. Also, the Source SM decides whether to relocate from source SM to a target SM or relocate to another UP-GW. 

4.2. If the SM does not relocate, source SM and target SM are the same, and step4.2 is not executed. If SM relocation is needed, the source SM sends the security requirement (refers to solution#1.5) and K-up to the target SM via SM relocation message.

4.3. Target SM sends the update security policy request to Security Policy Function in order to achieve the final new security policy based on the security capabilities of target UP-GW.
4.4. Target SM generated Ks2 for the new session based on the final security policy and the K-up.

4.5a-4.5b. Source SM configures the UP security context to source UP-GW. Target SM configures the UP context to target UP-GW. 

4.6. Target SM informs user plane security materials to UE by handover procedures, maybe these materials are transfered by the handover related messages in order to make UE generate the Ks2.

After the above procedures, the new session protection key Ks2 is shared by the UE and target UP-GW based on the new security policy.
5.1.4.z.3 Evalution

Tba.
****************************end of the change****************************************
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