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1. Introduction
[bookmark: _GoBack]Key issue #2.4 describes the potential security requirements of device identifier authentication, i.e. based on the use case, it should be possible for the network to authenticate the reported identity of the device (i.e., device identifier).This pCR proposes two solutions for the device identifier authentication in NextGen System.
2. Proposal
It is proposed that SA3 approves the pCR to TR 33.899.
3. pCR
**** FIRST CHANGE ****
5.2.4.x	Solution #2.x: Equipment identifier Authentication using the (IMEI, Device Certificate) binding
5.2.4.x.1	Introduction  
This solution uses the (IMEI, device certification) binding to addresses Key issue #2.4: Equipment identifier authentication. In this solution, the following pre-configurations are needed:
· When a device is at the manufacture, a device certificate and the private key associated with the certificate are provisioned by the device’s manufacturer or trusted third party. The device certificate is signed by a Certificate Authority (CA). The CA can be a device manufacturer CA or a trusted 3rd party CA that is trusted by the manufacturer. 
· The private key associated with the device certificate shall be securely stored in the device.
·  The device certificate and the equipment identifier (i.e. IMEI) are bound and the (IMEI, Device Certificate) binding is published in the manufacturer’s device repository or third party’s repository. The certificate does not need to include the plain text of the equipment identifier because they have been bound to each other in the repository. So the equipment identifier will not be disclosed even if the device certificate is published.
Note: It is ffs what information will be wroten in the subject field. 
· An operator, if authorized, can inquire the (IMEI, Device Certificate) binding from the manufacturer’s device repository or third party’s repository. 
· The CA’s certificate or public key needs to be pre-configured in the operator’s AAA/HSS or CP-AU/CP-CN. It can also be stored with the (IMEI, device Certificate) binding in the repository.  
5.2.4.x.2	Solution details  
The following figure describes the message flows of device authentication:


Figure 5.2.4.x.2-1: device authentication based on (IMEI, device cert) binding

1) The device certificate has been pre-provisioned in the NG-UE and the private key associated with the device certificate has been securely stored in the device. The (IMEI, device certificate) binding has been published and stored in the repository of the manufacturer or trusted 3rd party.
2) The mutual authentication has been performed between the network and the NG-UE.
3) The network entity (e.g. CP-AU or CP-CN) sends the device identity request. This request includes a fresh chanllenge (e.g. nonce). 
4) The NG-UE uses the private key to sign the IMEI and the fresh chanllenge.
5) The NG-UE returns the device identity response to the CP-AU/CP-CN. This message includes the IMEI and the signature of the IMEI and the fresh challenge. This response should be encapsulated in a signalling message which can protect the identity from leaking, like the NAS SMP message in LTE.
6) The CP-AU/CP-CN sends the device certificate inquiry including the received device’s IMEI to the AAA/HSS.
7) The AAA/HSS inquires the device certificate using the IMEI from the (IMEI, device certificate) binding repository. 
Editor’s Note: It is FFS whether the binding between the IEMI and device certificate can be cached in the AAA/HSS or not.
8) The AAA/HSS returns the device certificate to the CP-AU/CP-CN.
9) The CP-AU/CP-CN uses the CA’s public key to verify the device’s certificate. If the verification is successful, the CP-AU/CP-CN uses the public key in the device certificate to check the signature. The equipment identifier is authenticated if the signature check is successful. 
Note: the CA’s public key can be pre-configureted in CP-AU/CP-CN and can also be acquired from the (IMEI, device certificate) binding repository via AAA/HSS if the CA’s public key is pre-stored in the repository.
5.2.4.x.3	Evaluation 
This solution saves the valueable air resource as it does not transimit the device certificate in the air interface. Since the binding between the IMEI and the device certificate is maintained in the repository and only the authorized entities can inquire the binding, this solution can prevent the leakage of the equipment identifier.
Editor’s note: The evalution part should be updated following on the guideline agreed in ad-hoc meeting on FS_NSA.
Editor’s note: The solution should be modified to avoid the dependent on a 3rd party for the authentication of the reported equipment identifier (e.g., the operator doesn't need to make use of any entities outside of operator's network)
**** NEXT CHANGE ****
5.2.4.y	Solution #2.y: Equipment identifier Authentication using the (IMEI, Device public key) binding
5.2.4.y.1	Introduction  
To compare with Solution #2.x in section 5.2.4.x, this solution uses the (IMEI, device public key) binding to addresses Key issue #2.4. In this solution, the following pre-configurations are needed:
· When a device is at the manufacture, a device public key and the private key associated with the public key are provisioned by the device’s manufacturer. 
· The private key associated with the device public key shall be securely stored in the device.
·  The device public key and the equipment identifier (i.e. IMEI) are bound and the (IMEI, device public key) binding is published in the manufacturer’s device repository or third party’s repository. 
· An operator, if authorized, can inquire the (IMEI, device public key) binding from the manufacturer’s device repository or third party’s repository. 
5.2.4.y.2	Solution details  
The following figure describes the message flows of device authentication:


Figure 5.2.4.y.2-1: device authentication based on (IMEI, device public key) binding
1) The NG-UE has been pre-provisioned the public key and the private key associated with the public key has been securely stored in the device. The (IMEI, device public key) binding has been published and stored in the (IMEI, device public key) bingding repository of the manufacturer or trusted 3rd party.
2) The mutual authentication is performed between the network and the NG-UE.
3) The network entity (e.g. CP-AU or CP-CN) sends the device identity request. This request includes a fresh chanllenge (e.g. nonce). 
4) The NG-UE uses the private key to sign the IMEI and the fresh chanllenge.
5) The NG-UE sends the device identity response to the CP-AU/CP-CN. This message includes the IMEI and the signature of the IMEI and the fresh challenge. This response should be encapsulated in a signalling message which can protect the identity from leaking, like the NAS SMP message in LTE.
6) The CP-AU/CP-CN sends the device public key inquiry which includes the device’s IMEI to the AAA/HSS.
7) The AAA/HSS inquires the device public key using the IMEI from the (IMEI, device public key) binding repository. 
Editor’s Note: It is FFS whether the binding between the IEMI and device public key can be cached in the AAA/HSS or not.
8) The AAA/HSS returns the device public key to the CP-AU/CP-CN.
9) The CP-AU/CP-CN uses the public key to check the signature. The equipment identifier is authenticated if the signature check is successful.
5.2.4.y.3	Evaluation 
This solution is comparatively simple compared to the solution #2.x as it does not need to deploy PKI. This solution can also save the valueable air resource as it does not transimit the device public key in the air interface. Since the equipment identifier is transmitted through a protected signalling message, this solution can prevent the leakage of the equipment identifier.
Editor’s note: The evalution part should be updated following on the guideline agreed in ad-hoc meeting on FS_NSA.
Editor’s note: The solution should be modified to avoid the dependent on a 3rd party for the authentication of the reported equipment identifier (e.g., the operator doesn't need to make use of any entities outside of operator's network)


**** END OF CHANGES ****
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