[bookmark: _GoBack]3GPP TSG SA WG3 (Security) Meeting #85 	S3-161350672
27 - 29 Sept.2016, San Diego, USA		revision of S3-161372abcd
	
Source:	Huawei, Hisilicon, 
Title:	Mutual Authentication between Remote UE and Network over A Relay 
Document for:	Discussion & Approval
Agenda Item:	4.2
Work Item / Release:	FS_NSA/Rel-14
Abstract of the contribution: This contribution proposes an IBS-based end-to-end mutual authentication scheme between the remote UE and the network over a relay. 
pCR

[bookmark: OLE_LINK187][bookmark: OLE_LINK186][bookmark: _Toc419387430][bookmark: _Toc434312258]***************************BEGIN OF CHANGES **********************
[bookmark: _Toc446332739][bookmark: _Toc416332517][bookmark: _Toc353538994][bookmark: OLE_LINK188][bookmark: OLE_LINK189][bookmark: OLE_LINK190]5.9.4.1 	Solution #9.1: Mutual Authentication between Remote UE and Network over A Relay based on ID-based Credentials
5.9.4.1.1	Introduction  
This solution addresses the key issue 5.9.3.1:
-	It shall be possible to uniquely identify an UE (e.g. wearable device), when it is connected to the network via another UE (e.g. smart phone).
-	It shall be possible to mutually authenticate the remote UE and the network when the remote UE is in direct network connection or in indirect network connection. 
In this proposal, we design use an IBS-based mutual authentication scheme between the remote UE and the network over a relay. The IBS-based mutual authentication scheme can achieve end-to-end authentication between the remote UE and the network. It can also help the network to identify an UE which is connected to the network via another UE.  
Editor’s note:  it if ffs how network element other than the authenticator uniquely identifies the remote UE. 
   
5.9.4.1.2	Solution details  
In the proposed solution, we assume that both the remote UE and the network are pre-provisioned with IBS credentials. All the entities, including remote UE, relay UE and authenticator, belong to the same Key Management Server (KMS). 
Editor’s note: The relationship between remote UE and relay UE need to be clarified. 
The solution details are as follows:
1. Remote UE generates a random number , and uses the random number to generate its Diffie-Hellman (DH) Public Key by A=gRAND 1 mod p.

2. Remote UE generates a remote UE authentication request message including its ID (ID_UE), its DH public key (A), an indicator (RUE_Indicator) that indicates the message is remote UE authentication request, and signs the message using its IBS private key, and sends the message (RUE_Indicator , ID_UE, A, Sig1_UE, …)  to the relay UE.

Editor’s note:  the terms “RUE” should be defined.

3. Upon receiving the message from the remote UE, the relay UE first identifies it is a remote UE authentication request message by identifying the indicator (RUE_Indicator).

4. After verifying the indicator, the relay UE forwards the remote UE authentication request message to the authenticator.

5. Upon receiving the message, the authenticator first verifies the signature (Sig1_UE). If the verification is successful, the authenticator generates a random number (RAND_AU), and computes its DH public key B by B=gRAND_AU mod p.

6. Authenticator generates an authentication response message. The authentication message should include the authenticator’s ID (ID_AU), the authenticator’s DH public key (B),  the remote UE’s DH public keys (A). The authenticator should sign the message using its IBS private key. Authenticator sends the authentication response message (ID_AU, B, A, Sig_AU, …)  to the relay UE.

7. The relay UE forwards the authentication response message (ID_AU, B, A, Sig_AU, …)  to the remote UE.
8. Upon receiving the message, the remote UE verifies the signature of the authenticator (Sig_AU), and generates the session key using the received DH public key (B) by K=BRAND 1 mod p.

9. The remote UE signs the authenticator’s DH public key (B) using its IBS private key, and sends its back to the relay UE. The remote UE sends (B, Sig2_UE, …)  back to the relay UE.

10. Upon receiving the messages from the remote UE, the relay UE forwards the remote UE authentication response message (B, Sig2_UE, …)  to the authenticator. 

11. Upon receiving the message, the authenticator first verifies the signature (Sig1_UE). If the verification is successful, the authenticator generates the session key for the remote UE, i.e., K=ARAND_AU mod p.
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Figure 1. Mutual Authentication between Remote UE and Network over A Relay
Editor’s note: it is ffs whether the relay UE need to authenticate the remote UE and how this is met.
5.9.4.1.3	Evaluation 
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