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5.2.4.7 	Solution #2.7: Aggregate Authentication for massive IoT
5.2.4.7.1	Introduction  
This solution is designed for the case that many UEs are trying to access the network at the same time.  
This solution addresses the key issue 5.2.3.7:
 -	Efficient authentication for a group of IoT devices to reduce the signalling overhead is required in NexGen network to lighten the impact on the network, and more importantly, to decrease the chance of signalling storm.
The proposed solution is to aggregate the authentication message at an aggregation node (the aggregation node can be a base station, a relay UE, or a gateway), and then the aggregation node sends the aggregated authentication message to the authentication unit of the network for group authentication. In this way, we can greatly reduce the number of authentication messages and the size of the authentication message received by the authentication unit.   
5.2.4.7.2	Solution details  
The architecture of the proposed solution is given in Figure 1.
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Figure 1. Proposed Architecture for Aggregation Authentication
In the proposed solution, we assume that both IoT UEs and the network authenticator are pre-provisioned with IBS credentials. 
The solution details are as follows:
1. Each IoT UE generates a random number , and uses the random number to generate its Diffie-Hellman (DH) Public Key.
              1a. UE 1generates a random number denoted by RAND 1, and computes its DH public key A1 by A1=gRAND 1 mod p
              1b. UE 2generates a random number denoted by RAND 2, and computes its DH public key A2 by A2=gRAND 2 mod p
2. Each IoT UE generates an authentication message including its ID, its DH public key, and signs the message using its IBS private key, and sends the message to the aggregation node.
2a. UE1 generates an authentication message including its ID (ID_UE1), its DH public key (A1), and signs the message using its IBS private key, and sends the message (ID_UE1, A1, Sig1_UE1, …) to the aggregation node.
2b. UE2 generates an authentication message including its ID (ID_UE2), its DH public key (A2), and signs the message using its IBS private key, and sends the message (ID_UE2, A2, Sig1_UE2, …) to the aggregation node.

3. Upon receiving the messages from IoT UEs, the aggregation node does signature aggregation and generates an aggregated signature Sig1_AG, and packages the authentication message from IoT UEs into one aggregated authentication message.

4. The aggregation node sends the aggregated message to authenticator。The aggregated message includes an indicator (Aggre-indicator) that indicates the message is an aggregated authentication message. The aggregated message should include IoT UEs’ ID and their DH public keys. A suggested message format is (Aggre-indicator, ID_Vec, A_Vec, Sig1_AG,…).

5. Upon receiving the message, the authenticator first verifies the aggregated signature (Sig1_AG). If the verification is successful, the authenticator generates a random number (RAND_AU), and computes its DH public key B by B=gRAND_AU mod p.

6. Authenticator sends an authentication response message to the aggregation node. The authentication message should include the authenticator’s ID (ID_AU), the authenticator’s DH public key (B), IoT UE’s public keys (A_Vec). The authenticator should sign the message using its IBS private key.

7. Upon receiving the message, the aggregation node forwards the message to IoT UEs.
7a. The aggregation node forwards the message (ID_AU, B, A_Vec, Sig_AU, …) to IoT UE1
7b. The aggregation node forwards the message (ID_AU, B, A_Vec, Sig_AU, …) to IoT UE2

8. Upon receiving the message, IoT UEs verify the signature of the authenticator (Sig_AU), and generate session keys using the received DH public key (B).
8a. IoT UE1 verifies the signature of the authenticator (Sig_AU), and generates the session key K1=BRAND 1 mod p.
8b. IoT UE2 verifies the signature of the authenticator (Sig_AU), and generates the session key K2=BRAND 2 mod p.

9. Each IoT UE signs the authenticator’s DH public key (B) using its IBS private key, and sends its back to aggregation node. 
9a. IoT UE1sends (B, Sig2_UE1, …) back to the aggregation node, where Sig2_UE1is the signature .
9b. IoT UE2sends (B, Sig2_UE2, …) back to the aggregation node, where Sig2_UE2 is the signature.
10. Upon receiving the messages from IoT UEs, the aggregation node does signature aggregation and generates an aggregated signature Sig2_AG, and packages the authentication message from IoT UEs into one aggregated authentication message.

11. The aggregation node sends the aggregated message to authenticator。The aggregated message should include IoT UEs’ ID and the fed back DH public keys of the authenticator. A suggested message format is (ID_Vec, B_Vec, Sig2_AG,…).

12. Upon receiving the message, the authenticator first verifies the aggregated signature (Sig2_AG). If the verification is successful, the authenticator generates the corresponding session key for each IoT UE, i.e., K1=A1RAND_AU mod p and K2=A2RAND_AU mod p.
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Figure 2. Aggregation Authentication for IoT Devices

When the aggregate authentication failed, the following procedure will be activated. 
1. The Authenticator sends an message to indicate that the aggregate authentication failed. 
2. Upon receiving the message, the aggregation node decides the re-authentication strategy. Three re-authentication strategies are suggested here: 
       		a. Redo the aggregate authentication; 
b. Divide users into subgroups and do the aggregate authentication for each subgroup; 
c. Instruct each UE to do mutual authentication with the network authenticator directly.  
3. After the aggregation node decides the re-authentication strategy，it  broadcasts a re-authentication indicator  (ReAu_Sel_Indicator) to each UE, and each UE decides its re-authentication strategy based on the re-authentication indicator  .
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Figure 3. Procedures when Aggregation Authentication failed

5.2.4.7.3	Evaluation 

*************************END OF CHANGES	**************************
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