3GPP TSG SA WG3 (Security) Meeting #84b
S3-161504
27-29 Steptember 2016, San Diego, USA
revision of S3-161368

Source:
Huawei, HiSilicon, 
Title:
Non-AKA Authentication Procedures for Alternative 3GPP Credentials
Document for:
Discussion and Approval
Agenda Item:
4.2
Work Item / Release:
NextGen /Rel-14
Abstract of the contribution:In this proposal, an authentication procedure for ID-based credentials, which is an candidates for the alternative 3GPP credentials
1 Introduction


The next generation networks will not only serve the legacy mobile users, but also provide services for massive number of devices from vertical industries, including various IOT devices, vechicular networks etc. The existing 3GPP credentials, e.g. IMSI and symmeitric key, require a centralized authentication, which may not suitable for non-roaming, low cost and massive MTC communication scenarios for the next generation networks.  Since the centralized authentication is easy to suffer from (D)DoS attack or signaling strom.
In key issue 2.4 (Section 5.2.3.3), it mentioned that next generation networks may support alternative 3GPP credentials, which includes a 3GPP identifier and an alternative keys. Fiugre 1 shows various possibility of the subscriber credentials in the next generation systems. 
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Figure 1: Figure 5.2.3.3.1-1: Different variants of subscriber credentials from TR 33.899
As aforementioned, alternative 3GPP subscriber credentials consist of 3GPP Identifiers and alternative keys. In a separate contributions, we have listed various potential candidates for alternative keys in a separate contribution, including password, PKI-based public key technologies, Identity-based public key technology. We have compared different key technologies, considering the efficiency (i.e. key size) and the capability of embedded service information into public key, we concluded that Identity-based public key technology is more suitable for next generation system as alternative key for alternative 3GPP subscriber credentials. 

In key issue 2.5, it requires the next generation system support non-AKA authentications. The requirement said that “The NextGen system needs to support an authentication process that can handle alternative authentication methods with different types of credentials.”.  Therefore, in this contribution, we propose an authentication protocol for the next generation system based on the Identity-based keys. 
 pCR
***************************BEGIN OF CHANGES **********************
5.2.4
Solutions

5.2.4.x
Solution #2.x: Solution for non-AKA Authentication
5.2.4.x.1
Introduction  

This solution addresses key issue #2.5.

In key issue 2.5, it requires the next generation system support non-AKA authentications. The requirement said that are as follows: 


-
The NextGen system needs to support an authentication process that can handle alternative authentication methods with different types of credentials.

-
Impact of potential security breaches resulting from weaknesses in alternative authentication methods or in credential storage on the NextGen system as a whole has to be minimized. One possibility to consider is separation of the uses of different authentication methods into different network slices so that any negative effects of potential breaches are limited to one network slice.

-
If, based on architectural decisions, 3GPP serving networks are to interact with security entities, e.g. AAA servers, of third party then the impact on the trust model needs to be studied.
There are a few potential candidates for alternative keys in a separate contribution, including password, PKI-based public key technologies, Identity-based public key technology etc. Considering the feasibility, efficiency (i.e. key size) and the capability of embedded service information into public key, Identity-based public key technology could be one of the suitable alternative keys for next generation system for alternative 3GPP subscriber credentials. 
In this contribution, we propose an example authentication protocol for the next generation system based on the Identity-based keys. The authentication is based on a revised EAP-TLS protocol as it is an EAP-based authentication protocol using public key for mutual authentication. Figure 5.2.4.x.1-1 depcits the generic authentication procedure based on the EAP-TLS. It can be further improved in the future. 
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Fiugre 5.2.4.x.1-1:  a generic EAP-TLS authentication procedure
Editor's note: The revocation mechanism and its impact on 3GPP system is ffs.
Editor's note: The support of roaming and whether a global PKG entity is required is ffs.
Editor’s note: The overhead of public/private key need to be understand over radio interface and as well the impact on non-human IOT devices (e.g. low power IOT devices).
5.2.4.x.2
Solution details  
In this solution, we give an example authentication method. It can be improved further in the future, e.g. In this example solution, we assume that both network side and UE side are provisioned with Identity-based credentisals, which include an identity, a private key for signature and a global public key (GPK) as a computing parameter. 
Editor’s note:  The term of Global Public Key (GPK) need to be clarified and defined. 
We modify the EAP-TLS as follows:

1. Step 1-3, the same as EAP-TLS
2. Step 4, include IBS as one of the CipherSuite

3. Step 5, change the TLS Server Certificate (certs) to identity of network side, e.g. CP-AU ID. 
4. Step 6, chage the TLS Client Certificate (certc) to identity of the UE and its signature

5. Step 7 – 9, the same as EAP-TLS. 
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Figure 5.4.2.x.2: An Alternative Authentication Methods with Identiy-based Credentials
Note: using EAP-TLS for ID-based mutual authentication between UE and network is just one potential candidate. 
Editor’s note: The references to the ID-based authentication methods need to be provided. 
5.2.4.x.3
Evaluation

tba. 
*************************END OF CHANGES
**************************
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