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Abstract of the contribution: This contribution proposes a solution of preventing massive number of UEs from repeatedly initiating the authentication process at a short time.
Introduction
This proposal addresses key issue #2.7 of reducing signalling overload. As shown in 5.2.3.7.2, the attacker may control a number of IoT devices by compromising the IoT server(e.g. through intrude attacks), and invoke the authentication process between IoT UEs and network repeatedly.When massive number of UE repeatedly initiate the authentication process at a short time, then a large  amount of signalling overhead will occur, the network resource will be maliciously occupied. Even there is no an attacker, a large amount of signalling overhead may also occur when authenticating a great number of IoT devices.
Besides, if many IoT devices (e.g. meter devices) are located in a given deployment, and they may be not registered in the EPC timely, then these IOT devices may be controlled by the attack to continually initiate the authentication process. This will seriously affect the success rate of  normal UEs accessing to the network.
To relieve this DoS attack, this proposal provides a solution of identifying the abnormal UE, and blocking the UE to repeat authentication in a short period.
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***	BEGIN CHANGES	***
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The 3GPP system shall support an authentication method which is resilient to DoS attacks caused by massive number of UEs authenticating at the same time.
Editor’s Note: The below requirement assumes that the UE is capable of triggering the authentication procedure. This requirement needs to be revisited if a UE triggered authentication mechanism is considered for NextGen.
The 3GPP system should support an authentication method which is resilient to DoS attack caused by an abnormal UE that repeatedly initiates authentication procedure in a short period.

5.2.4.*	Solution #2.*: Blocking the UE which repeats authentication in a short period
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This solution addresses key issue 5.2.3.7 of reducing signalling overload. In particular, it addresses the issue where a large number of UEs controlled by the attacker to repeatedly initiate the authentication process in a short period of time. 
5.2.4.*.2	Solution details
Legal UE which is controlled by an attacker and repeatedly initiates the authentication process in a short period will cause network resources to be maliciously exahusted. This proposal allows the network to monitor the authentication frequency of the UE. If the authentication frequency of one UE is higher than a certain  threshold, then the network will consider the UE’s behaviour as abnormal and block the UE’s authentication process for a back-off time. 
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Figure 5.2.4.*.2-1： Procedure for Blocking Illegal UE causing repeated authentication
For the illegal UE, each time the UE authentication  fails, to save the radio network resouce for normal UE, it’s suggessed that the access node monitor the authentication failure frequency of the UE. When the authentication failure frequency of one UE is higher than a certain  threshold, then block the UE’s RRC connnection request for a back-off time. Here, in order to identify a specical UE, RRC connnection request has to carry the UE identifier that can be used to identify the UE for a consistent period of time, e.g. Temp ID or a longer term identifier.
Note: If the UE authentication fails, the authentication server should send a message to notify the access node to release the UE context with the cause of authentication failure. E,g. in the LTE 3GPP-AKA authentication, the MME sends the UE context release command with the cause of authentication failure to the eNB.
Editor’s Note: This solution does not address the case of malicious UE that keeps changing its ID.
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Figure 5.2.4.*.2-2：Procedure for Blocking legal UE
For the above case of legal UE, only when the authentication frequency is higher than the normal frequency, then network decides the UE is abnormal and block it, so the threshold of the authentication frequency depends on the specific service model. E.g. the normal authentication frequency is A, then set the threshold to 2*A. For the case of illegal UE, if the frequency of authentication failure is higher than a certain vaule, e.g. 3 times per second, then think the UE is abnormal and block it immediately. Therefore,  the threshold of the authentication frequency should be set to different value for the different two case. And the back-off time also can be set to different value. How to set the threshold of the authentication frequency and the back-off time, it depends on the operator’s requirement and the vendor’s implemention.

Editor’s Note: This solution interworking with privacy solutions is ffs.
Editor’s Note: This solution assumes that the UE is capable of triggering the authentication procedure. This solution needs to be revisited if a UE triggered authentication mechanism is considered for NextGen.
Editor’s Note: What kind of ID available to access network for tracking the UE and how it is protected, e.g., Temp ID, RAN specific ID, or IMSI, is ffs.
NOTE: To identify a special UE in the access node, the RRC connection request message has to carry an identifier that can be used to identify the UE for a consistent period of time, e.g. Temp ID or a longer term identifier.

5.2.4.*.3	Evaluation
The procedure for handling Illegal UE repeated authentication may introduce a DoS attack on a specific UE using this UE specific temporary or permanent Identifier.
Editor’s Note: A complete evaluation is still needed.
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