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Abstract of the contribution:
This document enhances solution #2.9 with an optimization where an EAP method (e.g. EAP-AKA) is implemented locally in the VPLMN. In this optimization, the VPLMN and the HPLMN negotiates if the local implementation is used or if the authentication is terminated in the HPLMN. 
Proposal

It is proposed to add the proposed security solution in the pCR to TR 33.899.

pCR 
***
BEGIN CHANGES
***
5.2.4.9.4

Optimization considerations: termination of EAP method in the VPLMN 
One of the concerns related to the usage of EAP in the 3GPP network (also documented in TR 33.821 [24]) is related to the termination of authentication in the home network. This could be problem for efficiency by comparison to EPC AKA where authentication is done in the visited network. Essentially, the home network termination of authentication adds delay to the authentication process because some additional messages must be sent between the visited and home networks. On the other hand, this is also a way to make the overall system design more secure because the home network would not give out security related keying material out unless the authentication of the UE is successful. 
In the EAP framework, the authenticator may act as a “pass-through authenticator” allowing the back-end authentication server to perform the actual authentication. However, it is also possible that the “pass-through authenticator” implements locally some of the EAP methods. The same entity may behave differently depending on the EAP method used. Currently, there is no standard mechanism for the EAP entities that would allow them to share the information about the locally implemented EAP methods or negotiate if the authenticator should act as a "pass-through authenticator" or as a "full authenticator". 
One possibility would be to develop a 3GPP extension for the AAA protocol that would allow 5G entities to share information about locally implemented EAP methods and negotiate where the authentication end-point is located. Figures 5.2.4.9.4-1 and 5.2.4.9.4-2 demonstate a potential realization of the extension. If the visted network had a local implementation of the EAP method (e.g. EAP-AKA), it could inform the home network about this. Based on this information, and a local policy, the home network would be able to decide, based on trust in VPLMN’s supported security capabilities, wether it would choose the HPLMN terminated authentication (figure 5.2.4.9.4-1) or the VPLMN terminated authentication (figure 5.2.4.9.4-2). An indication (through the content in the response from the HPLMN) of the home network’s choice would be made available to the VPLMN whereas the UE would not need to know where exactly the authentication is terminated.  
NOTE: Placing the EAP server in the visited network has the disadvantage of the HPLMN not knowing the result of authentication. 
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Figure 5.2.4.9.4-1: HPLMN terminated EAP-AKA 
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Figure 5.2.4.9.4-2: VPLMN terminated EAP-AKA 
Editor's note: The information exchanged between EAP server (AUSF in serving network) and ARPF, possibly via an AUSF in the home network acting as a passthrough, would have to be standardised. But currently no such interface exists, except for EAP-AKA' where it is SWx and home network-internal. It would have to be defined by 3GPP for each EAP method separately as the information exchanged would be EAP method specific. It is ffs whether this is desirable or even feasible as 3GPP may not want to provide a full list of allowed EAP methods for 5G.
Editor's note: Instead of using EAP-AKA' with EAP server in serving network, also EPS AKA could be used, cf. solution 2.7, to achieve the desired efficiency gains.
Editor's note: Placing the EAP server in the visited network has some security disadvantages. Firstly, the home control of authentication is lost. Secondly, the home network may not be able to check the authorization of the SN in a freshly manner if the SN stores old AVs. These disadvantages apply also to EPS AKA, cf. solution 2.7. 
5.2.4.9.5

Evaluation 
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