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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK173][bookmark: OLE_LINK174]Abstract of the contribution: This pCR proposes a solution dealing with the key issues #1.13 “Security Implications of Low Latency”. 
Introduction 
This contribution deals with the key issue #1.13: security implications of low latency.
The contribution proposes a low latency security technique able to ensure confidentiality to the user plane without encryption.
The solution is based on a particular class of Forward Error Correction (FEC) codes referred to as secrecy codes which take benefit of better radio propagation conditions (radio advantage) between legitimate users to provide both reliability and security against attacks independently of the eavesdropper’s computing power. 
This radio advantage can be achieved using beamforming, directive antennas, Direct Spread Spectrum sequences, artificial noise, or combinations of these technologies.
Proposed pCR
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As mentioned in paragraph 5.1.3.13.1, the requirement of very low latency (~1 ms) for Next Generation 3GPP system makes the encryption of user data challenging.  A trade-off between latency and security can be found for use cases where low value data are exchanged. However for some other use cases, as industrial factory automation, low latency, integrity and reliability of user data are equally important [7]. It is therefore crucial to find solutions that allow security of communications with ultra-low latency and ultra-high reliability.
The solution presented in this paragraph aims at achieving this goal. It proposed the use of secrecy codes to provide both confidentiality and reliability of user data. The principle is to create radio propagation conditions such that only intended receiver can perfectly decode transmitted information whereas no information will be leaked to any other (potentially malicious) users.
This security scheme might for example combine Forward Error Correction (FEC) codes (for reliability and secrecy) with beamforming and/or artificial noise (to control radio propagation conditions).
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The solution assumes that an authenticated radio link has been established between the UE and the network. 
This security scheme is based on secrecy codes that are FEC codes augmented with security capabilities. They are able to provide high reliability to legitimate users but are also able to confuse any eavesdropper by encoding the exchanged messages in the controlled radio advantage.
Editor’s note: security properties of the solution should be described
Editor’s note: the threat model should be detailed
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· beamforming of data towards the legitimate receiver, 
· combining beamforming with the emission of interfering signals (artificial noise) elsewhere. 
The artificial noise power is controlled and the user signal is steered to both optimize the decoding capability for legitimate receivers while decreasing it for eavesdroppers. 
As a result, a simplified implementation of the proposed scheme consists in:
· artificial noise and beamforming from Channel State Information measured on the legitimate link,
· FEC codes defined in 3GPP standards to provide high reliability,
· nested polar or Reed Muller codes designed to achieve confidentiality without encryption. 
Editor’s note: the solution needs to be described with more details
Editor’s note: the threat model should be detailed

5.1.3.z.3	Evaluation 
TBA
The solution presented here has the following properties:
· The method reuses existing FEC code to achieve high reliability.
· The latency of the security scheme is low since FEC codes described in 3GPP standards can have latency as low as 0.22 micro-seconds.
· Both beamforming and artificial noise reuse Channel State Information computed for other purposes such as equalization and link adaptation.
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