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Abstract of the contribution:

This contribution added the threat of control plane between UE and network. 
1 Introduction
Security threats in key issue 1.5 and 1.6 need to be added.
2 Proposal

It is proposed to approve the attached pCR to add security threats in key issue 1.5 and 1.6.
***********************Start of the first change************************

5.1.3.5
 Key Issue #1.5 Integrity protection for the control plane between UE and network

5.1.3.5.1
Key issue details

The present key issue covers integrity protection for signalling between the UE and appropriate endpoints in the network.  
In LTE, signalling is integrated protected between UE and AN, and between UE and the CN. This is the basic principle to follow in the NextGen network.
NOTE:
In EPS, the only form of user plane traffic protected between UE and core network is the Rel-13 feature "data via MME", which, however, could also be seen as part of the UE-CN control plane.

5.1.3.5.2
Security threats 

Without integrity protection, the signallings between UE and network can be modified, injected and replayed by the attacker, which can lead to some severe attacks such as UE impersonation, false network.
An attacker sends a paging message to get the UE to transition to active unnecessarily.
5.1.3.5.3
Potential security requirements

-
Integrity protection is mandatory to support and mandatory to use for both UE and CN endpoint, except for emergency calls.

-
Integrity protection is mandatory to support and mandatory to use for both UE and AN endpoint, except for emergency calls.
Editor’s Note: Protection against modification of content of messages sent before security has been fully established need to be considered. 

Editor’s note: Protection against spoofed paging message need to be considered. The balance between protecting paging messages and the risk of making the UE unreachable need to be taken into account.
5.1.3.6
 Key Issue #1.6 Confidentiality for the control plane between UE and network

5.1.3.6.1
Key issue details

The present key issue covers confidentiality for signalling between the UE and appropriate endpoints in the network.  
In LTE, signalling is confidentiality protected between UE and AN, and between UE and the CN for security. This is the basic principle to follow in the NextGen network.
NOTE:
In EPS, the only form of user plane traffic protected between UE and core network is the Rel-13 feature "data via MME", which, however, could also be seen as part of the UE-CN control plane.

5.1.3.6.2
Security threats 

 Without confidentiality protection, the signallings between UE and network can be eavesdropped by the attacker, which can lead to some severe attacks such as tracing UE.
5.1.3.6.3
Potential security requirements

-
Confidentiality protection is mandatory to support for both UE and CN endpoint and is recommended to be used.

-
Confidentiality protection is mandatory to support for both UE and AN endpoint and is recommended to be used.

NOTE:
Confidentiality protection is subject to local regulations
Editor’s note: Protection from eavesdropping the content of messages that may be sent before security has been fully established needs to be considered.
***********************End of the first change*************************

