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Abstract: A solution is proposed for 33.899,  KI# 2.2 regarding the compromise of long term key

------------------------------------------------------------------------------------------------------------------
1. Introduction
In 3GPP  architectures and likely also in NextGen , all keys are derived from a static root key.  Scenarios of compromise of this key and the potential consequences are identified by key issue 2.2 in 33.899.
To mitigate the security risk caused by the potential long term key loss, solutions are proposed in 33.899, making use of either additional credential or additional protocol exchanges. As such, they consume resource, including  radio resource ,  during the operation and do not address the very cause of the  long term key loss as given in KI#2.2, because the major causes of  KI#2.2 are  outside the scope of the communication infrastructure. 
2. Proposed pCR to TR 33.899 v041
All text in this pCR is new, hence no revision marks were used. 
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5.2.4.z	Solutions #2.z: Reduce the Risk of Long Term Key Loss
5.2.4.z.1 Introduction
To address the key issue #2.2, the best defence is always better placed where the cause of danger lies, rather than where the consequence occurs.  The probability of service impairment  due to loss of long term key is a product of two probabilities. One is the probability that the long term key is compromised and the other is the probability that the compromised long term key is used to launch attack.   Therefore, reduction of the security risk related with long term key can  either be achieved by protocol design or by improvement on provision process.  Given the same target, the latter has the advantage of requiring no network resource, while reducing the security risk drastically.
5.2.4.z.2  Solution Details
The principle is illustrated by the following steps:
1. The knowledge of the long term key K be split into multiple pieces, e.g.  P1,P2,P3
2. A function F is defined that allows derivation of K from (P1,P2,P3), i.e. K=F(P1,P2,P3), for instance by concatenation the concatenation.
3. The provision of P1 be made by the manufacturer into NextGen secrecy storage(UE/UICC/etc),   in the factory
4. The provision of P2 be fed into NextGen secrecy storage  by the operator during the contract signing with the subscriber via an independent secure means and  signed by  operator representatives
5. The provision of P3 be made by the operator identity owner before activation of the UE, or by subscriber assisted by the authorized identity owner, through person specific secure mechanism (e.g. biometric, password etc) on the device later over appropriate secure protocol and secure channels
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Important requirement for this approach is that different parts of the keys are initiated at the different time points and possibly also different locations.  The hardness of this approach  is proportional to the number of steps.  The examples above and below  assumes 3 steps.  Assembling the key K from parts can be achieved either in serial or parallel.  
Example 1: P1  with full length of K is generated at first. Using P1 to bootstrap another key and truncate it to size P2 and fill into the part in K reserved for P2. Finally, using the updated key P1|P2 to bootstrap another key P3 and truncate it to the size of P3 and fill into the part in K reserved for P3.  
Example 2: P1 with full length of K is generated at first. Using P1 to bootstrap another key P2 of the full length of K and combine  P1 and P2 by a function P2’=f_1(P1,P2) to generate a new key. Using this new key to bootstrap a third key P3 of the full length of K and combine P3 and P2’  through a second function  to obtain the final K=f_2(P2’,P3).
To summarize the principle: The method and time of the provision of the three pieces are crucial for the quality of the resulting key. The spatial division of the provisioning can be assured  by separate and independent channels and procedures, while the temporal division can be implemented by means of a token that is passed from one step to another until being destroyed by the last steps.
Editor’s Note: Secure methods for  key parts  provision  and independent provision channels  are  ffs
5.2.4.z.3.  Evaluation
The risk of damage caused by the physical loss of long term key can be reduced by an order of n, when  measured by probability.  For n=3 and a probability p for key loss due to causes given by KI#2.2, the probability of  passive (and active) attack is reduced by p^{-3}. This improvement is achieved without any consumption of the communications resource. 
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