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Abstract of the contribution: Propose a solution for UE access network and slices.
1. Discussion
This paper proposes a solution for UE access network and slices compatible with clause 6.1.2 of TR 23.799. The initial access procedure is divided into 2 phases, first is network access phase, and then is slice access phase. After initial access procedure, only network security context is available (i.e. keys are generated), all the security contexts of the selected slices is not available until the UE initiates the active session to the target slice.
When UE sends subsequent NG1 messages, the network will become aware of which target slice the UE is requesting, and then the slice security context will then be determined.

Recently, SA2 has made conclusion that using “network slice selection association information (NSSAI)” as the information sent from UE to RAN/CN, and RAN/CN will use NSSAI to help network slice selection. So, the proposal uses NSSAI instead of MDD.
2. pCR
************************************************** Start of change *******************************************************
5.8.4.y
Solution #8.y: UE access network and slices
5.8.4.y.1
Introduction

This solution addresses key issue #8.3 Security on UEs’ access to slices and #8.2 Security mechanism differentiation for network slices.
SA2 introduces a solution (clause 6.1.2 of TR 23.799) for network slicing architecture as following:
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Figure 5.8.4.y.1-1: Core Part of Network Slicing concept
The Network Slice Architecture in clause 6.1.2 of TR 23.799 assumes that NG-UE can only simultaneously access multiple CN slice instances via a single CCNF, which is indicated by Temporary ID. And in clause 6.1.2.2.3.1 and clause 6.1.2.2.3.2 of TR 23.799, the initial access procedure and subsequent NAS signalling (generic) are depicted as following:
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Figure 5.8.4.y.1-2: Initial Access
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Figure 5.8.4.y.1-3: Subsequent NAS Network Slicing Procedures

The security procedure such as authentication procedure and NAS SMC procedure need to be updated, and the handling of signature needs to be defined.
5.8.4.y.2
Solution details
This solution is compatible to the Network Slice Architecture in clause 6.1.2 of TR 23.799. The following figure 5.8.4.y.2-1 shows the relationship of security contexts per UE:
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Figure 5.8.4.y.2-1 Relationship of security contexts per UE
The security context has CN part and AN part, and each part has intermediate keys (e.g. Kasme or Kenb in LTE), CP keys (keys for integrity and confidentiality for C-Plan), and UP keys (keys for integrity and confidentiality for U-Plan).
5.8.4.y.2.1
Attach procedure
Following figure 5.8.4.y.2.1-1 shows the attach procedure for UE access network and slices:
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Figure 5.8.4.y.2.1-1 Attach procedure
Step 1: The NG-UE sends an Attach Request (IMSI/Temp-ID, requested NSSAI) message to the RAN, carrying IMSI if Temp-ID is not available, or Temp-ID if available. NSSAI is network slice selection association information. RAN forwards the attach request to the Default CCNF.
Step 2: The Default CCNF performs network authentication procedure with the NG-UE. If authentication is successful, then continue, otherwise, stop.
Step 3: The Default CCNF determines whether to forward the attach request to a Serving CCNF or not based on the decision of the network slice selection function (NSSF). If not, Default CCNF becomes Serving CCNF and skip step 4, and proceed  to 5b, 6b and 7b.

Step 4: The Default CCNF sends a Forward Attach Request (IMSI, requested NSSAI, MM Context) message to the Serving CCNF. The MM Context includes CN master key (similar as Kasme in LTE), proceed to 5a, 6a and 7a.

Step 5a/b: The Serving CCNF performs network NAS SMC procedure, i.e. Security Mode Command does not include slice information. The NG-UE and the Serving CCNF derive CN keys of the network security context per the NG-UE. The following NG1 messages will be integrity and confidentiality protected with the network security context.

Step 6a/b: Based on the security mechanism policy of the slice(s) selected by the NSSF, the Serving CCNF determines whether slice authentication procedure(s) are needed or not. If not, then continuing to step 8 or 9 based on whether the attach request is forwarded or not
Step 7a/b: The Serving CCNF performs slice authentication procedure(s) with the NG-UE (e.g. the selected slice(s) have a dedicated AAA).
Step 8: If the Serving CCNF received  the attach request which is forwarded by the Default CCNF as described in step 4 above, then the serving CCNF sends a Forward Attach Accept (new Temp-ID, accepted NSSAI, slice-sec-policy) message to the Default CCNF of which the  new Temp-ID is assigned by the Serving CCNF. 
Step 9: The CCNF sends/relays an Attach Accpet (new Temp-ID, accepted NSSAI, slice-sec-policy) message to the NG-UE. The slice-sec-policy indicates how to derive slice specific keys per the NG-UE, it includes information that whether a slice specific key needs to be derived and corresponding derivation parameter, and it may indicate length of keys per slice, and so on.
The slice security context(s) per the NG-UE for the selected slice(s) are not available at this moment, i.e. keys for integrity and confidentiality protection per slice are not generated.
5.8.4.y.2.2
Subsequent NG1 signalling with NAS SMC procedure (generic)
When NG-UE initiates a NG1 signalling, NAS SMC procedure may need to be performed. Following figure 5.8.4.y.2.2-1 shows the subsequent NG1 signalling with NAS SMC procedure flow:
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Figure 5.8.4.y.2.2-1 Subsequent NG1 signalling with NAS SMC procedure
Step 1: The NG-UE sends a NG1 message (Temp-ID, [requested NSSAI,] signature). The requested NSSAI is included if a specific NSI or a set of NSI(s) need to be addressed by the NAS procedure. If the procedure is not slice-specific, the requested NSSAI may not be included. If the requested NSSAI indicates a specific slice, and CN-CP integrity key for the specific slice are derived, then the signature is generated using the slice security context relate to the specific slice, otherwise, the signature is generated using the network security context. The message is routed by RAN to a proper Serving CCNF.
Step 2: The Serving CCNF verifies that the NG1 message is using the rule for handling signature as indicated in step 1, and determines the selected slices based on the requested NSSAI.
A)
If there’re some selected slices, then the slice SMC procedure is performed, i.e. the Security Mode Command additionally includes information of the selected slices (e.g. accepted NSSAI/NSIs, and algorithms per slice);
a).
If there’s only one selected slice, the Security Mode Complete is protected using slice security context related to the selected slice;
b).
Otherwise, the Security Mode Complete is protected using network security context;

B)
Otherwise, the network SMC procedure is performed.
Step 3: The Serving CCNF handling the NG1 message.
Step 4: The Serving CCNF sends a NG1 message (params) to the NG-UE. If there’s only one selected slice, then information of the selected slice (e.g. accepted NSSAI/NSI) is included in the underlayer NG2 message, and the NG1 message is integrity and confidentiality protected by the slice security context related to the selected slice, otherwise, information of seleted slices (e.g. accepted NSSAI/NSIs) may be included in the underlayer NG2 message, and the NG1 message is integrity and confidentiality protected by the network security context.
5.8.4.y.3
Evaluation 
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