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Abstract of the contribution: It is proposed to introduce a new clause for solutions on LI aspects.

Note to the reader: This contribution replaces S3-161387. It reverts some of the earlier proposed changes on the structuring and condenses the editor’s notes from S3-161387.

Discussion

Solution 7.3 describes ways how to conceal permanent or long-term identifiers in 5G networks addressing key issue #7.2. At the end of the clause LI aspects are addressed that also take reference to key issue #7.2. 
If LI aspects need to be addressed, it will most likely also be needed in other solutions and usually it would be taken care of by SA3-LI. Therefore we propose that solution #7.3 should be split in addressing the 2 different aspects. Thus it is proposed to introduce a new clause for solutions on LI aspects.
In solution #7.3 some editor’s notes are proposed.
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5.7.4.3
Solution #7.3: Concealing permanent or long-term subscriber identifier by using pseudonyms and public key encryption
5.7.4.3.1
Introduction  

Editor’s Note: The exposure of HPLMN’s routing information (e.g. MCC and MNC in case of IMSI) will be dealt with in a new KI.

This solution discusses one potential way to address the key issue #7.3 “Concealing permanent or long-term subscriber identifier” by using the combination of pseudonyms and use of public key encryption of the permanent or long-term subscriber identifier for rare cases. 

NOTE: 
The "permanent or long-term subscriber identifier" is referred as "long-term identifier" throughout the following text for conciseness.

In a current LTE system, there is already a mechanism of using short-term identifier in protocol procedures that involve a UE and a serving PLMN (e.g. C-RNTI by a radio access network and S-TMSI by a core network). However, when a short-term identifier for the UE does not exist or is lost in the core network, the UE is forced to identify itself using a long-term identifier (i.e. IMSI). The long-term identifier is used in an authentication procedure in which the serving PLMN uses the long-term identifier given by the UE to ask for relevant authentication information from a home PLMN. 

The proposed solution aims to improve subscriber privacy by concealing the long-term identifier in protocol procedures that involve both a UE and a home PLMN. In the solution, a long-term identifier is only known to a UE and a home PLMN. 



5.7.4.3.2
Solution details  

The solution assumes that a UE and a home PLMN share a long-term identifier (e.g., IMSI) and a long-term key (K). It is also assumed that a public key of the home PLMN is available to the UE.

During an initial attach, the UE encrypts its long-term identifier with the public key of the home PLMN and sends the encrypted identifier to a serving PLMN. 
Editor’s Note:
It is FFS to determine if it is feasible to provision a first pseudonym even before an initial attach in order to avoid the use of public-key encrypted identifiers.
It is necessary that the serving PLMN is able to identify the home PLMN of the UE. Therefore, the initial attach should indicate the home PLMN in one way or another. Assuming IMSI as a long-term identifier, an example of indicating the home PLMN is to encrypt only the MSIN part of the IMSI while leaving in plain-text the MCC and the MNC part. Note that the encryption needs to have randomization property, since otherwise every encryption would look the same and an attacker could tell that two encrypted identifiers conceal the same long-term identifier.

During or after every authentication procedure, the home PLMN and the UE each generates a new pseudonym using a common function and a key only known to the two parties. The key can be derived from a session key resulting from the authentication, but it cannot be the key known to the serving PLMN or derived from the key known to the serving PLMN, e.g. in case of a current LTE system, the key cannot be a KASME itself or a one derived from KASME. 
Editor’s Note:
The input parameters to the common function are FFS.
Re-authenticating the UE is not required during all communications and therefore, for optimization, the serving PLMN may assign its own short-term identifiers to the UE. For example, the use of such short-term identifiers (i.e. S-TMSI) already exists in a current LTE system. 

When a short-term identifier used in the serving PLMN is lost or becomes invalid, the UE is required to reveal its identity again (e.g. IDENTITY REQUEST in a current LTE system). The generated pseudonym, mentioned above, will be used by the UE to identify itself instead of using the encrypted long-term identifier. Similar to the initial attach, the home PLMN should be indicated in one way or another. An example of doing so is to include the MCC and the MNC of the home PLMN along with the pseudonym. Only the UE and the home PLMN know the pseudonym when the pseudonym is generated, which means that the serving PLMN does not know the direct link between various pseudonyms it receives from an UE. 
In an unlikely but potential event of pseudonym getting out-of-sync between the UE and the home PLMN, the UE can resort to sending the long-term identifier encrypted with the home PLMN's public key again. 
Figure 5.7.4.3.2-1 illustrates a generalized data-flow of the solution.
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Figure 5.7.4.3.2-1: Generalized data-flow showing concealment of long-term identifier

Editor’s Note:
It is FFS to determine how a potential DoS attack on the HSS, caused by computational overload due to public key decryption, can be minimized. 
The solution conceals the long-term identifier of the UE from all network entities on the path between the UE and the home PLMN including attackers on the air interface, IMSI-catcher, attackers in the serving and interconnect networks, and untrusted or compromised network entities. It also allows the home PLMN to put less trust in the serving PLMN. 










5.7.4.3.3
Evaluation 

The 3GPP TR 33.821 presents two high-level ideas for concealing the long-term identifier, one based on public key encryption and another based on pseudonyms. 
· The basic idea in the public key based approach is the UE encrypting the MSIN part of the IMSI using a pre-provisioned public key certificate of either visited or home PLMN. 
· The basic idea in the pseudonym based approach is the home PLMN providing the UE with a pseudonym for the following authentication request. 

The solution presented here also uses an encrypted identifier and pseudonyms.  
The solution has the following properties:

-
The UE only needs to store one public key associated with the home PLMN. This is significantly different than requiring the UE to store the public key of all potential serving PLMNs it may roam into, or having to distribute those keys when needed. There is no need for a global PKI. Instead the home PLMN operator can configure or revoke its public key in the UE, e.g., using OTA. 

-
The encryption needs to be randomized, but that does not constitute a serious problem, since most or all existing public key encryption schemes are randomized.
-
Depending upon the encryption scheme, the encrypted identifier could more or less increase the size of the message, which would impact the bandwidth. However, the solution rarely uses the encrypted identifier, i.e. when pseudonym does not exist or is out-of-sync.

-
Instead of the home PLMN sending the next pseudonym to the UE, the next pseudonym is generated at the UE and the home PLMN. Therefore, unless the home PLMN reveals the long-term identifier (e.g. to the serving PLMN’s core network after the UE is authenticated), network entities on the path between the UE and the home PLMN do not know the link between two pseudonyms or between a pseudonym and an encrypted identifier. 
-
The authentication of the UE can be done at the home PLMN or at the serving PLMN.




The solution is effective in concealing the long-term identifier from any passive or active attacker anywhere on the path between the UE and the serving PLMN’s core network, including IMSI-catchers, untrusted or compromised network entities. The solution also allows the home PLMN to put less trust in the serving PLMN.

5.7.4.X
Solution #7.X: Revealing permanent or long-term subscriber identifier to a serving PLMN
Editor’s Note:
 The requirements on LI in NextGen are FFS or at least need to be confirmed by SA1 or SA3-LI.
5.7.4.X.1
Introduction  

The solution #7.3 proposes a mechanism that conceals the long-term subscriber identifier from all network entities on the path between the UE and the home PLMN (HPLMN), including the serving PLMN (SPLMN). However, doing so has implications on lawful interception (LI) as discussed in the clause 5.7.3.3.1. This solution addresses LI aspects for solutions addressing the key issue #7.3.

In order to address the LI requirements, the solution provides variants that reveal the long-term identifier to the SPLMN, which can be summarized as follows: 
· the long-term identifier is always concealed from all the network entities in the path between the UE and the serving PLMN’s core network, including the serving PLMN’s radio access network; and

· the long-term identifier is known to the SPLMN’s core network only after the UE has successfully completed the authentication.

5.7.4.X.2
Solution variants
5.7.4.X.2.1
Solution 7.X-A: Home PLMN authenticates UE 

A UE is authenticated at a home PLMN and not at a serving PLMN. In other words, the serving PLMN proxies the authentication procedure between the UE and the home PLMN. The home PLMN itself authenticates the UE instead of sending authentication information (e.g. authentication vector in the current LTE system) to the serving PLMN. Since the UE identifier that is used in the authentication procedure is a pseudonym or an encrypted long-term identifier, the serving PLMN does not yet know the long-term identifier.

If the home PLMN determines that the UE is successfully authenticated, the home PLMN sends the long-term identifier and necessary keying material for the UE to the serving PLMN in a separate message or piggy-backed to an existing message. Now, the serving PLMN knows the long-term identifier of the UE and can perform lawful interception without the home PLMN’s assistance or visibility. 

NOTE: 
A successful UE authentication at the home PLMN, proxied by a serving PLMN, implicitly indicates that the UE is present at the serving PLMN.
5.7.4.X.2.1
Solution 7.X-B: Serving PLMN authenticates UE 
A UE is authenticated at a serving PLMN and not at a home PLMN. This is similar to what is done in the current LTE system where the home PLMN sends authentication vector to the serving PLMN so that the serving PLMN can itself authenticate the UE. However, since the UE identifier that is used in the authentication procedure is a pseudonym or an encrypted long-term identifier, the serving PLMN does not yet know the long-term identifier.

When the home PLMN gets informed by the serving PLMN that the UE is successfully authenticated and is registered in the serving PLMN (e.g. via an Update-Location-Request message in the current LTE system sent by a MME to a HSS), the home PLMN sends the long-term identifier to the serving PLMN in a separate message or piggy-backed to an existing message (e.g. in an Update-Location-Answer message in the current LTE system sent by a HSS to a MME). Now, the serving PLMN knows the long-term identifier of the UE and can perform lawful interception without the home PLMN’s assistance or visibility.

 NOTE: 
A confirmation from a serving PLMN to a home PLMN about successful UE authentication makes the serving PLMN accountable for claiming that UE is actually present at the serving PLMN.
5.7.4.X.3
Evaluation 
-
The authentication of the UE can be done either at the home PLMN or at the serving PLMN.
-
-
When the authentication is done at the home PLMN, proxied by a serving PLMN, it is implicitly indicated that the UE is present at the serving PLMN.

-
When the authentication is done at the serving PLMN, the home PLMN can hold the serving PLMN accountable in case of false claims on the presence of the UE at the serving PLMN.
-
The long-term identifier is known to the serving PLMN’s core network only after the UE has successfully completed the authentication.
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