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Abstract of the contribution:  This contribution describes solutions for remote credential provisioning for headed devices using as method similar to what used in Wi-Fi captive portal technique. 
1
Introduction
SA2 has discussed the use case where a device, which has not been provisioned with 3GPP subscription credentials, attempts to obtain the credentials via connectivity over the NextGen system.  

NextGen devices can broadly be divided into two categories, headed and headless devices.  Headed devices are referred to devices equipped with Input / Output peripherals such as Notebooks, tablets, etc.  Whereas, headless devices are referred to devices equipped with no Input / Output peripherals such as sensors and actuators
Furthermore, TR 22.861 has the following requirement in [PR.5.1.3.2-001] for IoT UEs "The 3GPP system shall support a secure mechanism to remotely provision a device that has not been pre-provisioned, with its 3GPP subscription credentials."
This contribution describes solutions for credential provisioning for headed Devices using Device credentials over NextGen access network. 
2
Proposed Solution
***************Start of Changes****************

5.12.4 Solutions
5.12.4. Z Solution #12.z: Remote credential provisioning - for headed devices using captive portal technique
5.12.4. Z.1 Overview 
This proposed solution describes credential provisioning for headed Devices using Device credentials over NextGen Access. The solution uses the same model as used in Wi-Fi captive portal.  Upon successful NextGen network discovery and selection, the UE performs one-way authentication to the NextGen network in order to obtain a limited connectivity to access the subscription portal to complete sign-up process and download a subscription profile. 

5.12.4. Z.2 Solution Details.
Following pre-conditions are assumed:

1) UE is provisioned with device credentials at the manufacturing time. For example, public-private key pair and certificate URL that includes a pointer to Certificate Authority and a unique identifier of the UE – e.g.., www.NextGenCA.com/DeviceID=xxxx.

Figure 5.12.4.z.2-1 shows high-level steps.
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Figure 5.12.4.z.2-1: Credentials provisioning using captive portal technique
1. UE starts 3GPP Attach/One-way Authentication for non-provisioned UE

a. When UE is turned on, it performs network discovery to find available NextGen Networks. The UE may use a pre-configured policy to select a NextGen network or the selection can be done by the user’s intervention.  

b. UE starts 3GPP Attach / one-way authentication procedure to authenticate to the network using asymmetric keys. During this procedures, the UE provides the Certificate URL to the NextGen Core Authentication Server Function (AuSF).  

c. AuSF will retrieve and verify device certificate for this UE

d. Upon successful One-way authentication, the device certificate is made available to the Web Portal Subscription manager.

Editor’s Note: Definition and protocol for 3GPP Attach / One-way authentication is FFS
2. Obtain limited IP connectivity to access web portal subscription manager

a. UE establishes user plane bearer session with limited internet connectivity to access the web portal subscription manager

Editor’s Note:  User plane Bearer Session establishment for limited connectivity is FFS
3.  Complete Subscription Service Signup and Profile Download
a. UE is redirected to a web portal (provided by the NextGen system) so that the user can sign up for a subscription service.

b. Upon successful service subscription sign-up, a subscription profile (encrypted using the UE’s certificate) is pushed to the UE.  

***************End of Changes****************
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