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Introduction 

This pCR proposes a solution for the key issue – 5.3.3.1. Key issue #3.1 Interception of radio interface keys sent between operator entities.
Proposed pCR

***
BEGIN OF FIRST CHANGE
***
5.3.4.x
Solution #3.x: binding of keys to an authentication session with a serving network in NextGen systems
5.3.4.x.1
Introduction  

This solution addresses Key Issue #3.1.

This solution describes an enhanced authentication protocol that binds an authentication session root key (KASRK) to the serving network and the authentication session. Such binding ensures the UE that the current authentication session and corresponding communication with the serving network is authorized by the home network. 

The proposed solution can be used with any authentication protocols that may be used in the NextGen system.

5.3.4.x.2
Solution details  

Binding an authentication session root key (KASRK) to a serving network is achived based on an attach request with an information element (IE) that is encrypted by the UE and can only be decrypted by the AUSF in the home network. The encrypted IE contains the serving network identifier (SNID) and a session specific key encryption key (KEK) generated by the UE. The SNID provided by the UE (i.e., not by the serving network) is used by the AUSF to bind a KASRK to the serving network. The KEK is used to bind KASRK to the authentication session in such a way that the NG-UE who initially generated the KEK can be confirmed with the knowledge of the KEK by the serving network during the authentication procedure.

Binding KASRK to the serving network prevents an attacker who acquired the messages exchanged between the AUSF and the serving network from masquerading the serving network identified by the SNID. And, binding KASRK to the KEK prevents an attacker who obtains the authentication session root key (or other information used by the serving network to authenticate the NG-UE, e.g., an authentication vector in LTE) from masquerading the serving network after the authentication procedure associated with the KEK has been completed.
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Figure 1. Attach procedure with intrinsic serving network and session binding

1. The NG-UE sends an attach request to the serving network with UE identity and an encrypted information element (IE) that contains the serving network identity (SNID) to which the NG-UE is attaching and a key encryption key (KEK) that is generated by the NG-UE. 

NOTE: either the AUSF’s public key or a shared key between the NG-UE and the AUSF can be used as an encryption key. In case that the AUSF’s.public key is used for encryption, the NG-UE shall be provisioned with the AUSF’s public key or certificate.
Editor’s Note: SEAF and CP-CN are shown in the same box since the interface between them has not been defined. 

2. The SEAF/CP-CN adds its SNID and certificate (or public key) to the information received from the NG-UE and sends an authentication request to the AUSF. The AUSF obtains the SNID and the KEK by decrypting the authentication request message.

Editor’s Note: If the certificate or public key associated with SNID is stored in the AUSF, it shall not be included in the authenetication request. 

3.  Depending on the selected authentication method, the NG-UE may authenticate with the AUSF at this step. For example, if the authentication method is EAP, the authentication shall happen at this step. 

4. The AUSF sends the authentication response that includes an encrypted authentication session root key (KASRK) and an encrypted KEK. The KASRK is encrypted using the KEK and the KEK is encrypted using the public key of the serving network. 

NOTE: Only the serving network (node) that owns the private key associated with the public key used for the KEK encryption can decrypt the KEK and subsequently decrypt the KASRK using the KEK. 

If an authentication has not been not performed at step 3, the AUSF may include an authentication vector (AV) in the authentication response so that the serving network can perform authentication with the NG-UE. In this case, the AV is encrypted using the KEK.

The SEAF/CP-CN obtains the KEK using its private key and subsequently AV or KASRK using the KEK.

5. If an authentication has not been performed at step 3, the SEAF/CP-CN shall authenticate with the NG-UE based on the AV.

6.  The SEAF/CP-CN integrity-protects the attach accept message using the KEK and sends the integrity-protected message to the NG-UE. If the NG-UE successfully verifies the attach accept message, then the NG-UE can be confirmed with the binding of KASRK to the current authentication session and the binding of the KASRK to the serving network, based on the SEAF/CP-CN’s knowledge of KEK.

5.3.4.x.3
Evaluation

TDB
***
END OF FIRST CHANGES
***
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