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Abstract of the contribution:  This contribution expands the integrity and confidentialityrequirements on UE to network control plane signalling to cover initial messages (i.e. one that are sent before security is established or known to be established) and paging messages.
Introduction
Currently there are Key Issues for integrity and confidentiality of control plane messages between the network and UE. While the requirements are very generally written, we feel it would be good to clarify that the requirements should be considered for initial messages (e.g. that are sent before security is established or the UE does not know if the newtrok has the same security context as it holds). As an example in LTE, it has been shown how an attacker could bid a UE down to SMS only access. 

Furthermore, it is proposed that that the integrity protection of paging message should also be considered, as an attacker in LTE can cause a UE to transition for Idle to Active by just knowing the S-TMSI of a UE. Note any privacy issues of paging should be explored under the privacy security area. It should also be noted that care needs to be taken when adding security mechanisms to paging in order to not make the UE unreachable. 
Proposal

It is proposed that SA3 approve the below pCR for inclusion in TR 33.899. 
Proposed pCR
5.1.3.5
 Key Issue #1.5 Integrity protection for the control plane between UE and network

5.1.3.5.1
Key issue details

The present key issue covers integrity protection for signalling between the UE and appropriate endpoints in the network.  

NOTE:
In EPS, the only form of user plane traffic protected between UE and core network is the Rel-13 feature "data via MME", which, however, could also be seen as part of the UE-CN control plane.

5.1.3.5.2
Security threats 

An attacker modifies a message sent over the air and the recipient of the messages believes that a different message was sent.
An attacker masquerades as either a UE or network as appropriate.
An attacker sends a paging message to get the UE to transition to active unnecessarily. 
5.1.3.5.3
Potential security requirements

-
Integrity protection is mandatory to support and mandatory to use for both UE and CN endpoint, except for emergency calls.

-
Integrity protection is mandatory to support and mandatory to use for both UE and AN endpoint, except for emergency calls.
NOTE: Integrity of messages that may be sent before security has been fully established should be considered. The need for integrity of paging messages should be balanced with the complexity of applying such mechanisms and the risk of making the UE unreachable. 
5.1.3.6
 Key Issue #1.6 Confidentiality for the control plane between UE and network

5.1.3.6.1
Key issue details

The present key issue covers confidentiality for signalling between the UE and appropriate endpoints in the network.  

NOTE:
In EPS, the only form of user plane traffic protected between UE and core network is the Rel-13 feature "data via MME", which, however, could also be seen as part of the UE-CN control plane.

5.1.3.6.2
Security threats 

Confidential data about the subscriber is accessable by an eavesdropper.
5.1.3.6.3
Potential security requirements

-
Confidentiality protection is mandatory to support for both UE and CN endpoint and is recommended to be used.

-
Confidentiality protection is mandatory to support for both UE and AN endpoint and is recommended to be used.

NOTE:
Confidentiality protection is subject to local regulations
NOTE: Confidentiality of data in messages that may be sent before security has been fully established should be considered.  
