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Abstract of the contribution:
This contribution is an update, not a simple re-submission, of S3-161091, which was postponed at SA3#84. The update takes into account comments received since SA3#84. Non-editorial changes from 1091 have been highlighted in turquoise.
This contribution proposes an addition of a security key issue to the Security area#10 on network domain security. It provides input on the practical challenges of usage network domain security in the interconnection network. We also propose an approach to improve the resilience against attacks coming over the interconnection network while keeping the performance of the edge nodes in the companion contribution S3‑161093.
Editorial note: the new references D, E, F from 1091 have in the meantime been included in the latest version of TR 33.899, so this update of 1091 only re-introduces the new references A, B, C, G from 1091 and two additional references H and I.
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5.10
Security area #10: Network domain security 

5.10.1
Introduction 

The present security area focuses on the key issues related to the signalling protocols such as the lack of authentication and integrity mechanisms in the core network and between networks or service providers. This security area also covers issues like the signalling overload  and the mechanisms which need to be integrated in the network to avoid or at least limit the impact due to, for example,  DoS attacks towards the network infrastructure or against others devices/users.
In particular this security area deals with concerns such as:

· The overload of control plane messages.

-
The lack of native support of authentication and integrity mechanisms in the core network signalling messages.
- 
Architectural security issues coming from the interconnection network.
5.10.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
It is assumed that an operator takes the full responsibility of securing his network elements e.g. by usage of IPSec according to TS 33.210 [A]. For the interconnection network, the situation is different. Usually, an operator does not have direct connection with each of his roaming partners, and the usage of IPX roaming providers is a common business approach. Many operators and service providers have not embraced IPSec and a global PKI infrastructure is missing for that purpose. 


[image: image1] 
Figure X: Simplified Interconnection example with low security links

In LTE networks, the main signalling protocol used on the interconnection network is Diameter . The Diameter base protocol specification [H] defines security  protection between direct (i.e. neighboring) Diameter nodes and these peer connections must be protected by TLS/DTLS or IPsec. These security protocols do not provide end-to-end security in the Diameter context unless the Diameter  nodes are neighboring Diameter nodes.  The current Diameter security is realized hop-by-hop and the need to also offer additional security protection between non-neighboring Diameter nodes should be addressed. This need has been recognized by IETF DIME group and the Internet-Draft [I] defines requirements for developing a solution to protect Diameter AVPs end-to-end between non-neighboring Diameter nodes. This document is still a draft to be approved and defines some scenarios and requirements. In an interconnection scenario, this solution may still not solve all problems since not all partners and service providers on the interconnection network are fully trustworthy and adhere to the same security principles e.g. when renting out their interconnection access. 
Therefore, even when end-to-end security is applied, the real practical trustworthiness of messages is often questionable as the trustworthiness of the end point may be questionable.

5.10.3
Key issues
5.10.3.1
 Key Issue #10.1: Network and NE communication security

5.10.3.1.1
Key issue details

The service evolution, network evolution and infrastructure virtualization brings new challenges on current widely deployed network domain protection and IPsec tunnel implementation. 

5.10.3.1.2
Security threats 

In a LTE network, the core network is normally regarded as the secure network domain and the access network part are normally regarded as the unsecure domains. In next generation mobile networks, some network functions or some parts of the network functions of the core network could possibly be deployed in the unsecure domain. 

Editor's Note: It is ffs whether network functions of the core network could or should be deployed in the unsecure domain and, if so, which the security implications would be. It is noted that a different choice of the security protocol would not help if the endpoint is insecure. 

Thus it increases the risk of communication between the RAN parts and the CN parts, as well as the inter-communication between the CN elements located in secure and unsecure domain.

For the network secure domain protection model, IPsec are widely deployed to enable the NE in unsecure domain accessing the secure domain, and to enable the NE in different domain securely connecting to each other. In next generation mobile network, the network domain partition is complicated and the number of IPsec tunnels will be significantly large, therefore configuring IPsec tunnel will be a big challenge. The virtualized network infrastructure makes the condition worse, since the network elements and functions could be deployed dynamically in different location. Also, the fast deployment of next generation mobile network brings difficulties of IPsec management.

Editor's Note: It is ffs whether security functions inbuilt in a virtualised infrastructure / cloud environment could help to solve this problem. 

Although IPsec could be configured as quintuple, i.e. (source-IP, destination-IP, protocol, source-port, destination-port), most realization deploys only IP level policies or even any-to-any policy. In next generation mobile network, the dynamic service and dynamic network will make such any-to-any or IP-to-any configuration much more common, since the IP and ports are changing along with the service orchestration. It is hard to maintain access control in case of any-to-any policy widely deployed. The IPsec tunnel mode sometimes makes the packet forward path longer than a direct connection. In delay critical application, both the forwarding path and the encryption/decryption could deduce the experience of service. For example, the communication between adjacent access points might have the path of AP-1 - SecGW1 - SecGW2 - AP-2, which brings significant forwarding delay and 2 times of encryption and decryption computation.

Editor's Note: It should be noted that already LTE allows protecting X2 connections using IPsec directly between eNBs. The star configuration described above is just one option. In case two adjacent base stations are in different security domains it needs further study from a security point of view whether it is desirable to have a direct IPsec connection between them. 

Current IPsec deployments mainly use certificate as the authentication credential. The certificate requires a PKI system, which is a big cost. In addition, PKI systems meet difficulties in initial certificate application, certificate revocation and the periodical revocation list updating brings risk to the network. The online certificate status validation protocols, like OCSP, could help to solve this problem, however it is not widely used so far. In virtual infrastructure, certificate management could be much more difficult because of the virtual network functions are dynamically deployed.

Editor's Note: It is ffs whether the use of a PKI incurs higher or lower cost compared to other approaches, e.g. pre-shared secrets. It is ffs whether security functions inbuilt in a virtualised infrastructure / cloud environment could help to solve this problem.

5.10.3.1.3
Potential security requirements

As discussed in upper sections, the network and communication security in the next generation system should consider the following requirements:

Editor’s Note: It is ffs whether more security protection methods, e.g. at transport layer or application layer, should be supported and whether more authentication methods, besides certificates (and PKI), should be supported to authenticate the communications between NE.

-
The security mechanism should be applicable for the initial deployment of network elements and network functions, as well as the dynamic network orchestration, for example, if Network Functions Virtualization (NFV) technologies are introduced to build a NextGen network.

5.10.3.y
Key issue #10.y: Interconnection Security
5.10.3.y.1
Key issue details
Security aware operators are deploying security protocols, firewalls, filters, hardening standards and adhere to high level of security for renting out their access, while other interconnection partners will be less diligent. Therefore, the security landscape is very inhomogeneous on the interconnection network. Screening of everything is quite resource intensive, but other “selective” screening approaches have currently the high risk of missing attacks e.g. due to spoofed origin in messages. Some of them may even pull a network down with one message.
5.10.3.y.2
Security threats 
The known interconnection security attacks include:
- DoS against users [B], [28]
- DoS against network nodes [B]
- Eavesdropping  [28], [29]
- SMS interception (including password recovery code messages for social network services or e-mail accounts) [29]
- Location tracking [B], [C], [28], [29], [30]
- Fraud (incl subscriber profile modification) [B], [28], [29]
- Subscriber credential theft or session key theft [B], [30]
- IMEI whitelisting [G]
In most of those attacks, the attacker impersonates a network node e.g. of a partner operator MME in an LTE network. While some of them are today only really well-known for SS7, many of them have already be confirmed to apply also for the successor protocol Diameter. Hence we add:
 - Network node impersonation 

 - Source address spoofing in signalling messages (used to realize impersonation at various protocol layers)
Key theft attacks in the AKA protocol:

An attacker could obtain keys in several different ways: 

1. by passively eavesdropping on the communication between an HSS sending authentication vectors (AVs) to a genuine serving node. Attack 1 is not commonly described in the literature as an attack on SS7 networks (which does not, of course, mean that it could not be performed.);

2. by impersonating a genuine serving node towards the HSS and obtaining AVs in this way; [28, 29]

3. by impersonating a genuine serving node towards another serving node to obtain a current security context (e.g. sending a forged context request between SGSNs or MMEs used in handovers or idle mode mobility) [30]

Re-routing attack: The attacker could also impersonate a genuine serving node by sending a forged Location Update message to the HSS [30]. In this way, the downlink traffic could possibly be re-routed towards the attacker's serving node. 
Editor's Note: Key theft attacks and re-routing attacks are identically described in clause 5.3.3.1.2. Consider replacing them there with a reference to here, once the present contribution has been accepted. 
The security threat is based on the fact that the origin of a message cannot be assured 100 %. There are often several interconnection providers in the communication chain. If security is deployed, it is hop-by-hop and no global infrastructure is supporting it. Some less stringent partners rent out their access without really validating that the tenants behave according to the contractual agreement and do not misuse the rented accounts for illegal activities (note, that some of the mentioned attacks might in some countries not be illegal at all) and, hence, even end-to-end security as defined in [I] does not yet completely address these threats.
Some operators invest heavily in their security infrastructure to provide their customers a reliable and trustworthy service. 
5.10.3.y.3
Potential security requirements
Communication security requirements for interconnection networks: 
· Source address spoofing in signalling messages should be prevented by origin authentication. 

· Signalling messages should be protected from unauthorized modification. 
· Signalling messages should be protected from replay attacks. 
· Transmitted keys should be confidentiality-protected. 
Security assurance requirements on nodes in interconnection networks: 

· Nodes should support security monitoring of signalling protocols.

· Nodes should support security filtering of signalling protocols, cf. e.g. TS 33.117 [36].
· Nodes should be hardened according to pertinent specifications, cf. e.g. TS 33.117 [36].
Examples of signalling protocols that may be used in the 5G interconnection network include DIAMETER and GTP.
Migration aspects for interconnection networks: 

· A solution should not expect, that all operators and interconnection service providers deploy high level security measures in the 5G interconnection network in one go. A solution should therefore allow growing of security and trust in a gradual manner. 
Operational aspects for interconnection networks: 
Operators and interconnection service providers should  
· deploy security monitoring of signalling protocols
· deploy security filtering of signalling protocols
· follow good practises on access to the interconnection network, e.g. not give third parties uncontrolled access.
If operators and interconnection providers have to interact with legacy systems, e.g. SS7, corresponding measures need to be taken for the legacy systems, also to avoid bidding down attacks.
Editor's Note: Requirements on operational aspects may be added to a 3GPP guidance document in a 900-series TR or informational Annex of a TS, or they may be communicated to the GSMA, once the 5G work has been completed. 
Editor's Note: Note that the above categories of requirements are complementary as secure products can be deployed and operated in an insecure manner. 
************************************End of changes*******************************************************
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