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Abstract of the contribution: A solution for key issue #11.3: User control of security is proposed.
1. Introduction
This pCR proposes a solution for key issue #11.3: User control of security, some of the following potential security requirements:

· UEs shall provide users with means to select from available access networks or services, based on security capabilities (or security levels) of access networks or services.

· UEs shall provide users with means to configure minimum (or preferred) security capabilities (e.g. levels or parameters) which UEs shall try to satisfy when UEs choose or negotiate with access networks or services. There might be pre-defined default configuration of minimum (or preferred) security capabilities.

· UEs shall be able to send the preferred security capability (or parameters, possible security levels, if agreed) to access networks or services. Access networks or services should try to meet the request from UE and provide acknowledgement whether the requested security is achieved or not.

2. Analysis

The control of security capability for the service is useful when user can have opportunities to provide preference, or when to take minimum action for security incident (until or at the same time other actions are taken from other parties, for example, disabling problematic security algorithm through OTA to UICC file by the operator, or updating firmware of equipment by the manufacturer). As an example of former case, a user could like to set preference of stronger security available, or at least 5G security, although the final decision might be up to 3GPP systems under operator control. The latter case is that user just like to turn off the insecure level service during the roaming for the time being, because he/she is heard about the security incident. For the convenience of most users, a default standard configuration is provisioned by operator. This can be achieved by User control policy of security, just similar way to the solution proposed by another contribution on User awareness of security (S3-161402) at this meeting.
Default or standard user control policy (file) of security is downloaded to UICC or protected storage of equipment, through existing OTA mechanism (with protection during OTA). Users can modify this in the configuration/setting menu of UE anytime, and user configuration overrides the default/standard configuration. User control policy of security is specified as following:
· Security capability item, condition list (value list of items, or changes of item value), action(s)
· Example 1: authentication method, (other than new NG authentication), (retry, reject)
When authentication method is other than newly specified ones in NG, it is rejected after retry.
· Example 2: encryption algorithm, (any), (prefer maximum security available)

The preference to the strongest algorithm available is delivered to the system. 
Editor's Note: It is ffs to how to deliver the preference. One option is to include preference flag/bits in UE security capabilities delivered to the system. Alternative is to include only the strongest algorithm that UE can afford in the UE capability, which is not practical.

Editor's Note: It is ffs to enlist detail items to be included in the proposed policy within the specification, including distinction of signalling and user data, but this list could be updated later, when there are new security items (from new security features) or needs (newly found vulnerabilities).

Editor's Note: The policy format/syntax should be simple and essential enough to manage. At the same time, it should be flexible to add new item and value later in the future.

Editor's Note: It is ffs when UE is to take action (and following recovery action after taking such actions as off/reject of connection).
3. Proposal
As discussed and proposed in the previous section, the solution for key issue #11.3 : User control of security is proposed. Since change proposal is to add whole new subsection, revision mark is not applied for readability.

*** Change #1 ***
5.11.4.z
Solution #11.z: Security configurability solution using security control policy
5.11.4.z.1
Introduction  

This pCR proposes a solution for key issue #11.3: User control of security.
5.11.4.z.2
Solution details  

Default or standard user control policy (file) of security is downloaded to UICC or protected storage of equipment, through existing OTA mechanism (with protection during OTA). Users can modify this in the configuration/setting menu of UE anytime, and user configuration overrides the default/standard configuration. User control policy of security is specified as following:

· Security capability item, condition list (value list of items, or changes of item value), action(s)
· Example 1: authentication method, (other than new NG authentication), (retry, reject)

When authentication method is other than newly specified ones in NG, it is rejected after retry.

· Example 2: encryption algorithm, (any), (prefer maximum security available)

The preference to the strongest algorithm available is delivered to the system. 
Editor's Note: It is ffs to how to deliver the preference. One option is to include preference flag/bits in UE security capabilities delivered to the system. Alternative is to include only the strongest algorithm that UE can afford in the UE capability, which is not practical.

Editor's Note: It is ffs to enlist detail items to be included in the proposed policy within the specification, including distinction of signalling and user data, but this list could be updated later, when there are new security items (from new security features) or needs (newly found vulnerabilities).

Editor's Note: The policy format/syntax should be simple and essential enough to manage. At the same time, it should be flexible to add new item and value later in the future.

Editor's Note: It is ffs when UE is to take action (and following recovery action after taking such actions as off/reject of connection).
5.11.4.z.3
Evaluation 

FFS.
*** End of Change #1 ***
