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Abstract of the contribution: A solution for key issue #11.2: User awareness of security is proposed.
1. Introduction
This pCR proposes a solution for key issue #11.2: User awareness of security, particularly the following potential security requirements:
-
UEs shall be able to present users of security indication of current services or access networks. In addition, detail information including security capability or parameters may be presented for the advanced users’ reference.

-
Access networks and services should be able to provide information to UEs, which is necessary to derive security indication for users.
2. Discussion
The indication of security capabilities is useful in that it provides opportunities for a user can aware unusual situation or gap between expected security and provided security. Downgrade of security between handover/roaming could be an example of the latter (i.e. the user expected the same security during the service). Weak (or weakest) security algorithm/method (but legitimate in the spec, whether it is backward compatibility or not) could be a case for the former. However, this weaker security than conventional cases is hard to define as a fixed value (attacks could evolve and vulnerabilities might be discovered later in time). Therefore it is only reasonable to be capable of update the indication policy by operators (possibly guided by standardization organization such as 3GPP or operator partnerships such as GSMA, for example), which we propose in this contribution.
User indication policy (file) of security is downloaded to UICC or protected storage of equipment, through existing OTA mechanism (with protection during OTA). User indication policy of security is specified as following:
· Security capability item, (noticeable value list of items, or changes of item value)
· Example 1: integrity algorithm, (null, snow 3G based)
If the integrity algorithm is null or snow 3G based one, a user will be notified.
· Example 2: encryption algorithm, (downgrade)

When the encryption algorithm is downgraded, a user will be notified.
· Example 3: authentication method, (other than new NG authentication)

When the authentication method is other than newly specified ones in NG, a user will be notified.
Editor's Note: It is ffs to enlist detail items to be included in the proposed policy within the specification, including distinction of signalling and user data, but this list could be updated later, when there are new security items (from new security features) or needs (newly found vulnerabilities).

Editor's Note: The policy format/syntax should be simple and essential enough to manage. At the same time, it should be flexible to add new item and value later in the future.

The way how to present these security indication to users is an implementation issue (e.g. pop-up, status bar, or icon) and out of 3GPP scope, but the requirement will be mandated for assurance:
· Security indication/notification should be relatively stay. (i.e. if it is pop-up, that should stay on top of the screen of UE, until the user explicitly confirm, not closing after specified period of time.)

· Security indication/notification feature could be turned off by explicit choice of user in the configuration (i.e. setting menu). The default setting is “on”.

· Users can configure the security indication policy through configuration/setting menu of UE, which overrides the operator policy.
· The more detail security capabilities are found in the configuration/setting menu of UE, for advanced users or other purposes.
Editor's Note: It is ffs if user policy overrides operator policy, or other alternative is possible such that only stronger/higher policy of user can override except “turn off” option.

Editor's Note: It is ffs in which specification to define the assurance requirement.
Editor's Note: It is ffs when it is presented to the user, but it could be the point that the algorithm/capability is decided after negotiation or exchange between UE and 3GPP system.
3. Proposal
As discussed and proposed in the previous section, the solution for key issue #11.2 : User awareness of security is proposed. Since change proposal is whole new subsection, revision mark is not applied for readability.

*** Change #1 ***
5.11.4.z
Solution #11.z: Security visibility solution using security indication policy
5.11.4.z.1
Introduction  

This pCR proposes a solution for key issue #11.2: User awareness of security, particularly the following potential security requirements:

-
UEs shall be able to present users of security indication of current services or access networks. In addition, detail information including security capability or parameters may be presented for the advanced users’ reference.

-
Access networks and services should be able to provide information to UEs, which is necessary to derive security indication for users
5.11.4.z.2
Solution details  

User indication policy (file) of security is downloaded to UICC or protected storage of equipment, through existing OTA mechanism (with protection during OTA). User indication policy of security is specified as following:

· Security capability item, (noticeable value list of items, or changes of item value)

· Example 1: integrity algorithm, (null, snow 3G based)

If the integrity algorithm is null or snow 3G based one, a user will be notified.

· Example 2: encryption algorithm, (downgrade)

When the encryption algorithm is downgraded, a user will be notified.

· Example 3: authentication method, (other than new NG authentication)

When the authentication method is other than newly specified ones in NG, a user will be notified.
Editor's Note: It is ffs to enlist detail items to be included in the proposed policy within the specification, including distinction of signalling and user data, but this list could be updated later, when there are new security items (from new security features) or needs (newly found vulnerabilities).

Editor's Note: The policy format/syntax should be simple and essential enough to manage. At the same time, it should be flexible to add new item and value later in the future.

The way how to present these security indication to users is an implementation issue (e.g. pop-up, status bar, or icon) and out of 3GPP scope, but the requirement will be mandated for assurance:
· Security indication/notification should be relatively stay. (i.e. if it is pop-up, that should stay on top of the screen of UE, until the user explicitly confirm, not closing after specified period of time.)

· Security indication/notification feature could be turned off by explicit choice of user in the configuration (i.e. setting menu). The default setting is “on”.

· Users can configure the security indication policy through configuration/setting menu of UE, which overrides the operator policy.

· The more detail security capabilities are found in the configuration/setting menu of UE, for advanced users or other purposes.
Editor's Note: It is ffs if user policy overrides operator policy, or other alternative is possible such that only stronger/higher policy of user can override except “turn off” option.

Editor's Note: It is ffs in which specification to define the assurance requirement.

Editor's Note: It is ffs when it is presented to the user, but it could be the point that the algorithm/capability is decided after negotiation or exchange between UE and 3GPP system.
5.11.4.z.3
Evaluation 

FFS.
*** End of Change #1 ***
