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Abstract of the contribution: This contribution proposes a solution for key issue #3.4 security context sharing of TR 33.899.
1. Introduction

This pseudo-CR proposes a solution for key issue #3.4 security context sharing of TR 33.899 [1]

2. Analysis
In the key issue #3.4 security context sharing [1], the following requirement is captured:

-
To optimize the security association establishment procedure with authentication framework, security context information sharing mechanism for same UE among different access technologies should be studied. Keys used in different access technologies shall be cryptographically separated and bound to the access, e.g. by suitable key derivation

Regarding the authenticataion framework for NextGen network system, TR 23.799 [2] states that the authentication framework should allow UEs to connect via different access network technologies to access the NextGen CN. This means that under the unified authentication framework, UE may either hand over between different radios or may establish multiple connections simultaneously via different radios. According to Clause 6.12.1.1.2 “Authentication and Key Agreement” in TR 23.799 [2] the Security Context Hierarchy in the Unified Authentication Framework is described as follows.
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Figure x: Security Context Hierarchy in the Unified Authentication Framework
From Figure x, the function SCM is described as a function in the core network that upon successful UE authentication maintains an authentication security context from which the security contexts for the specific functionality as applicable for the CN and the specific AN will be derived. In detail, upon successful UE authentication, the function SCM gives an AN Security Context to the CP-AN. When the CP-AN receives the AN Security Context from SCM, it generates and maintains the access network specific UE AN Security Context (e.g., for ciphering and integrity protection). Also, for Inter-AN mobility support, the following options are proposed:
· Option 1: The source AN may transfer to the target AN the AN Security Context received from the SCM function. Then the target AN derives the access dependent AN Security Context specific to the target AN.
· Option 2: The source AN or the target AN may trigger the SCM function to deliver the AN Security Context to the target AN, which in turn derives the access dependent AN Security Context for the UE.
For the two options of AN Security Context handling, Option 1 can be applied for Intra-RAT Inter-AN mobility and Options 2 can be applied for Inter-RAT Inter-AN mobility. For option 2, however, if source/target AN trigger the delivery of AN Security Context toward CP-AU for each Inter-RAT Inter-AN mobility, the handshakes between AN and CP-AU for requesting and receiving the AN Security Context incurs not only delay for the security association establishment but also overhead in the signalling between UE and network. So, it should be analysed in SA3 whether it is efficient to allow AN triggers the delivery of AN Security Cotnext toward CP-AU for Inter-RAT Inter-AN mobility. 
To avoid the signaling overload and latency in utilizing the multiple connectivity via different radios, a new security function should be considered. In Figure x, “Function X” represents a new security function that stores the AN Security Context for the authenticated UE and hastens the establishment of security association without authentication when the UE, for example, either moves to the non-3GPP access or simultaneously connects to the non-3GPP access. 
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Figure x: New security function for efficient security support for multi-RAT connectivity
The proposed function can support a security context hierarchy to introduce flexibility in deriving the required security context while maintaining access-dependent aspects in the access networks as defined in TR 23.799 [2]. Also, the proposed function has an advantage of reducing the delay for security association establishment and the overhead in signalling transmission between UE and network incurring from requesting/receiving the AN Security Context to/from the Authentication Unit. 
4. Proposal
In line with the discussion described in the previous section, it is proposed to introduce the following changes to [1].

*** Start of First Change *** 
5.3
Security area #3: Security context and key management

5.3.4
Solutions
5.3.4.x 
Solution #3.x: New function for Security Context Sharing

5.3.4.x.1 
Introduction
This solution addresses key issue #3.4 Security Context Sharing.
5.3.4.x.2 
Solution details
To avoid the redundant signaling overload and latency in utilizing multiple connectivity via different radios, a new security function should be considered. In Figure 5.3.4.x.2.1, “Function X” represents a new security function that stores the AN Security Context for the authenticated UE and hastens the establishment of security association without authentication when the UE, for example, either moves to the non-3GPP access or simultaneously connects to the non-3GPP access. It is premature to identify the suitable location of such function in the NextGen systems, but it could be somewhere between the Core Network Entities (e.g., MME/AAA Server in LTE) and the Access Network (e.g., eNB/AP in LTE) or inside Access Network (e.g., if there is a node controlled multiple eNBs and APs in 5G). 
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Figure 5.3.4.x.2.1: New security function for efficient security support for multi-RAT connectivity
To integrate the proposed function into the Security Association establishment for Inter-RAT Inter-RAN mobility, the following procedure is performed:

1. UE attaches to the NextGen Core Network via CP-AN1 (e.g., 5G new RAT)

2. UE and CP-AU perform mutual authenticataion.

3. Function X receives the AN Security Context for the authenticated UE and securely maintains it for later use. The Function X sends the AN Security Context to CP-AN1.

4. The CP-AN1 receives the AN Security Context for the UE and generatges the Access Network specific UE AN Security Context.
5. UE tries to perform handover to CP-AN2 (e.g., Non-3GPP Access) or add simultaneous connection toward CP-AN2. CO-AN1 notifies this attempt to Function X.

6. The function X sends the AN Security Context to CP-AN2.

7. The CP-AN2 receives the AN Security Context for the authenticated UE and generates the Access Network specific UE AN Security Context.
5.3.4.x.3 
Evaluation
TBD

*** End of First Change *** 
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