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Abstract of the contribution:

This document updates the key issue #2.3 on authentication identifiers and credentials according to the response LS from SA1. We also propose potential security requirements to be added. 
Proposal

Per the SA1 Reply LS related to alternative credentials and authentication methods, the following applies: 

· Alternative credentials are for 3GPP network access. 

· The system shall provide means for the MNO to allow or prevent the usage of them. 

· The industrial factory owner may operate its own 3GPP system or use the MNO network. 
· Alternative credentials may only be used with machine type devices but not with smart phones and wearables. 

· Alternative credential deployments may be local or large scale MNO networks. 

It is proposed to modify the key issue "#2.3: Authentication identifiers and credentials" according to the SA1 response. 
pCR 
***
BEGIN CHANGES
***
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Example: text used to clarify abstract rules by applying them literally.

3GPP subscription credential: a subscription credential that has a 3GPP subscription identifier, and a key (i.e. an existing 3GPP key or alternative key). 

3GPP subscription identifier: a subscription identifier that is routable to the home 3GPP network if the UE is roaming; an example of such an identifier is the IMSI. 

Alternative 3GPP subscription credential: a 3GPP subscription credential that has a 3GPP subscription identifier and alternative key. The use of this type of credential is limited to machine type communication and internet of things, e.g. industrial automation. 
Alternative subscription credential: a subscription credential that has non-3GPP subscription identifier and an alternative key. The use of this type of credential is limited to machine type communication and internet of things, e.g. industrial automation.
Anonymity: The condition when personally identifiable information (PII) is irreversibly altered in such a way that personal information can no longer be identified directly or indirectly.

Confidentiality: The property that data is not disclosed to system entities unless they have been authorized to know the data.
Equipment Identifier: The identifier that uniquely characterises an equipment (consisting of at least hardware and, possibly, associated software) used to access the 3GPP system (e.g. IMEI and MAC address).

Existing 3GPP subscription credential: a 3GPP subscription credential that has 3GPP subscription identifier and an existing 3GPP key. 

Identifier (ID): The data object that definitively represents a specific identity of an entity, distinguishing that identity from all others.
Identity: The collective aspect of a set of attribute values (i.e., a set of characteristics) by which a user is recognizable or known.

Inside attack: The attack that is initiated by an authorized or legitimate user of the system, e.g. an employee or third-party personnel.

Non-3GPP subscription credential: a subscription credential that has a non-3GPP subscription identifier and a key (i.e. alternative key). The use of this type of credential is limited to machine type communication and internet of things, e.g. to industrial automation.
Non-3GPP subscription identifier: a subscription identifier that is not routable to the home 3GPP network, and cannot be used for roaming; example of such identifier could be e.g. "sensor12345@factory.com". The use of this identifier is limited to machine type communication and internet of things, e.g. to industrial automation.  

Outside attack: The attack that is initiated by an unauthorized or illegitimate user of the system. 
Personally identifiable information (PII): Any information that (a) can be used to identify a subscription to whom such information relates, or (b) is or might be directly or indirectly linked to a subscription.

Privacy: The right to the protection to any information that (a) can be used to identify a subscription to whom such information relates, or (b) is or might be directly or indirectly linked to a subscription.
Privacy impact assessment: Overall process of privacy risk identification, risk analysis and risk evaluation with regard to the processing of personally identifiable information (PII).

Privacy principles: Set of shared values governing the privacy protection of personally identifiable information (PII) when processed in information and communication technology systems.

Privacy requirements: set of requirements to take into account when a 3GPP node is processing personally identifiable information (PII).

Processing of personally identifiable information (PII): Any operation or set of operations performed upon personally identifiable information (PII), including but not limited to: collection, transmission, storage, modification, anonymization, disclosure, erasure.

Pseudonymity: The condition when the processing of personally identifiable information (PII) is such the data can no longer be attributed to a specific subscription without the use of additional information, as long as such additional information is kept separately and subject to technical and organisational measures to ensure non-attribution to an identified or identifiable subscription.
Security anchor: It is a signalling entity that resides in a physically protected location. Its functions at least include: authentication function, deriving AN- and CN-specific keys by using a key that is never forwarded to exposed locations, and secure storage of security context.

Editor’s note: Authentication function and derivation of keys may reside in different functional entities.

Subscription credential: a pair of values consisting of a key and an identifier that serves to identify a subscription and that is to be used as a basis for authentication and key agreement. 

Subscription Identifier: The identifier that uniquely identifies a subscription in the 3GPP system. The identifier is used to access networks based on 3GPP specifications.

***
NEXT CHANGE
***
5.2.3.3
Key issue #2.3: Authentication identifiers and credentials  


5.2.3.3.1

Key issue details

a) Subscriber identifiers and credentials 

In UMTS and LTE, the IMSI uniquely identifies a mobile subscriber globally. The IMSI is stored in the USIM application on the UICC issued by the MNO. In other words, the identifier of the subscriber belongs to, and is completely under the control of, the MNO. 

TR 22.862 has the following requirement that calls for the network access to devices owned and managed by a 3rd party such as a factory owner. 

"The 3GPP system shall support industrial factory deployment where network access security is provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity."


This key issue deals with the types of credentials and identifiers that are used to access Next Generation system. Solutions may describe how the credentials could be stored, as well as how the interoperability and roaming (if supported) related to credentials could be implemented. Figure 5.2.3.3.1-1 demonstrates the types of subscriber credentials that are under discussion, and how the identifiers, and long term security keys are related to each other.   
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Figure 5.2.3.3.1-1: Different variants of subscriber credentials 

Three types of credentials are relevant for this key issue: 

-
Existing 3GPP subscriber credential: This is a credential similar to (or exactly the same as) the legacy credential that has a 3GPP subscriber identifier and a long-term shared key. There are no limitatinos in the usage of this type of credentials in the NextGen system. However, only this type of credential can be used to authenticate smart phones and wearables. 
-
Alternative 3GPP subscriber credential: This is a new type of credential that is based on something else than the legacy credential. It includes an alternative key (e.g. shared, private, or public), however, it still has a 3GPP subscriber identifier. These credentials can be used large scale MNO networks deploying alternative credentials for IoT devices.  
-
Alternative subscriber credential: This is a second type of new credential that is also based on something else than the legacy credential. It includes an alternative key (e.g. shared, private, or public), however, it does not have a 3GPP subscriber identifier. These credentials can be used for locally deployed machine type communication systems, e.g. industrial automation systems. 


NOTE:
The use of any alternative credential has many business aspects that are out of the scope of this TR. This key issue will focus on technical side of the problem, and it is motivated by TR 22.862’s [4] service requirement related to the 3GPP system supporting authentication process that can handle alternative authentication methods with different types of credentials. The service requirements in TR 22.862 [4] refer to the use of alternative credentials in factory context e.g. with robots, sensors and actuators over both licensed and unlicensed spectrum. However, it has been agreed that alternative credentials cannot be used to authenticate smart phones or wearables. 
The subscriber identifiers in 3GPP-based systems are used for several purposes. They globally and uniquely identify the subscription; however, they are also used for identifying the home network and for routing the authentication vector request to the home network when the UE is roaming. Therefore when the use of an alternative subscriber credential requires the support for roaming, a 3GPP subscriber identifier shall also be associated with the alternative credential, and used for routing the authentication request to the home 3GPP network. It is understood that a non-3GPP subscriber identifier is not routable to the home 3GPP network if the UE is roaming.

NOTE:
The use of alternative keys and the non-3GPP subscriber identifiers may be subject to regional regulatory requirements. However, it is assumed as a general principle that if the Mobile Operator has not provided the alternative key for security, the Mobile Operator would not be responsible for providing the session key material to Lawful Interception. The regional regulation is assumed to be dependent on different network deployment scenarios and the services provided, e.g. different network slices may have different regulatory requirements. For example, a dedicated network slice for factory where the subscribers are not humans but robots, sensors and actuators or networks operated only over unlicensed spectrum may have different Lawful Interception requirements than the more traditional network deployment scenario. 

The acceptance of any type of alternative credentials (i.e. 3GPP or non-3GPP) is a local decision of the serving access network, and consequently can be limited in terms of global roaming. In other words, alternative credentials are sometimes limited to local usage in one access network, and are not accepted by other access networks. Furthermore, the use of different types of alternative credentials can be limited to certain services or for dedicated network slices that are isolated from other slices within the same PLMN. 


b) Device identifiers and credentials 

In addition there are other requirements that relate to identifiers and possibly could be covered under the present key issue:

Separation of device identifier from subscription (TR 22.864)

 "The 3GPP system shall be able to support identification of subscriptions independently of identification of devices."

Two different types of identifiers are referred to in the above requirement – identifier of the device and identifier of the subscription. The TR is unclear on what these identifiers really mean. In LTE and earlier generations, device identifier referred to the IMEI of the device whereas subscriber identifier refers to the IMSI stored in the UICC.  

The TR 22.864 section 5.8.1.1 "Device Theft Prevention", is the driving factor behind this requirement. It states the following:

"Smartphones and other high value devices such as drones and unmanned aerial vehicles potentially lead to increased numbers of devices with communications capability being stolen and modified to prevent tracing and recovery by civil authorities. This use case applies to devices that law enforcement requires to be traceable."

It further goes on to say:

"There are two facets employed for reducing device theft rates: theft prevention and stolen device recovery. Theft prevention involves disabling normal smartphone operation, preventing its illegal reuse, repurpose or resale, and deleting user sensitive data. Stolen device recovery involves identifying a recovered smartphone (by the user or civil authorities), verifying that it is stolen, and potentially restoring the smartphone to normal operation.

Unique device identifiers in the Next Generation system are needed that are stored in a secure and tamper resistant manner on the device. When a stolen device is recovered, the civil authority has a need to retrieve the device identity but may not have sufficiently detailed knowledge of the specifics of the device's user interface. These protected device identifiers can then be used to reliably identify a recovered smartphone as stolen as well as support the tracing of illegal reuse, repurpose or resale of stolen smartphones."

Editor’s note: The storage of identifiers and credentials is not in the scope of this key issue. 

Secure storage of device identifiers (TR 22.864)

This suggests a need for having a device identifier that is "securely" associated with a device and can be obtained independent of the user of the device. 

It should be noted that in LTE and earlier generations, the device identifier, i.e. the IMEI, was not considered an identifier that could be used in authenticating the device to the network. However, there is a requirement from GSMA that IMEI be securely implemented in the terminal. Furthermore, the IMEI is used for tracking stolen phones in the Equipment Identity Register (EIR) operated by the GSMA.  

There are currently mechanisms to cryptographically associate an identifier to a device, for example, based on the 802.1AR DevID manufacturing certificates or TPM generated cryptographic identifiers. 

It is proposed to be ffs to determine the use cases where device identification based on secure device identifiers apply and evaluate its implication on the overall security architecture of Next Generation.

The requirement mentions "identifications of subscriptions". Assuming that this refers to the identifier of the subscriber, it could mean one of the following in Next Generation system:

a)
MNO provided subscription such as IMSI

b)
User level identifier, used by a 3rd party to identify and authenticate the user.

c)
Service layer identifier, assigned by the application to an authenticated user. For e.g. MCPTT ID used in MCPTT service layer.

A subscriber identifier has so far been specific to a subscriber, irrespective of the service, and was not dynamically assigned. 

It is ffs what "identifications of subscriptions" really means, whether b) and c) of the above are needed and in which use cases, and what their implications for the security architecture are.

c) Group identifiers and credentials 

Need for group identifier (TR 22.861)

"The 3GPP System shall support a mechanism which provides an appropriate and efficient authentication mechanism for groups of IoT devices." 

One implicit requirement coming out of the above statement is the need to uniquely identify and manage identifiers of the group.

It is ffs how group identifiers are assigned and managed in Next Generation system, and which credentials are used for authentication.

5.2.3.3.2

Security threats

a) Subscriber identifiers and credentials 

One motivation for allowing the use of alternative credentials in the Next Generation system is to re-use already existing identity management infrastructures (e.g. in a factory), and their credentials for network access security. It is also possible that the MNO provides IoT services based on alternative credentials within it's own identity management infrastructure. However, this must not lead to the fragmentation of the market or to complexity in the UE and network side for supporting tens or hundreds of authentication methods. 

If the authentication end-point is located outside a 3GPP network, the interface between the 3GPP network and the external entity performing the authentication needs to be secured. Otherwise there is a risk for false charging and unauthorized access to network resources.


The alternative credentials could be compromised in the UE side if they are not stored in secure way. Compromised credentials may lead to false charging, impersonation and unauthorized access to network resources, and false identification for the purpose of Lawful Interception. 

If the long-term key is not stored securely, there might be risks for the subscriber or the home operator being liable for unauthorized use. For this reason, it could be beneficial if the use of the credentials could be limited, e.g. to certain networks, or services, or limitations of usage could be given in the mutual agreements between two roaming partners. For example, if the alternative credentials were used for sponsored subscriptions where the sponsor is providing the credential and is paying the bill, the usage should be limited to sponsored services only. Or if some visited network does not provide dedicated network slice for IoT devices with alternative credentials, such limitations would need to be agreed beforehand in the roaming agreement. 

There could be baseline security requirements for the lengths of the permanent keys and/or the related authentication methods. Otherwise, the use of potentially weaker credentials could potentially impact negatively to the services offered by stronger credentials, e.g. indirectly if all credential types are used within a single network slice, and the slice becomes a victim of denial of service attack because of the weaker credentials. On the one hand, the use of the potentially weaker keys and authentication methods could be isolated in dedicated network slice in order to avoid attacks towards the network slices using stronger keys and authentication methods. 

b) Device identifiers and credentials 

Editor’s note: The storage of identifiers and credentials is not in the scope of this key issue. 

Insecure storage of device identifiers could lead to device identifier theft and impact security, especially when it is used to authenticate the device with the network

c) Group identifiers and credentials 

5.2.3.3.3

Potential security requirements
a) Subscription identifiers and credentials 

The following potential security requirements apply to any type of alternative credentials: 

· The NG shall support alternative credentials that can be used to authenticate the machine-type NG-UE to the 3GPP network access. 
· The system shall provide means for the MNO to allow or prevent the usage of alternative credentials. 
· Alternative credentials may only be used with machine type devices (IoT) but not with smart phones or wearables. 

· Alternative credentials that are linked to non-3GPP subscription identifiers shall only be used locally in the home network. Roaming to visited networks is not possible. 
· Alternative credentials that are linked to 3GPP subscription identifiers may be used globally, however, the visited network shall make a policy decision if the alterantive credentials are allowed locally or not. 

***
END OF CHANGES
***
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