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Abstract of the contribution: Based on key issue 7.1 discussion, LI aspects have led to potential security requirements. It is proposed to add the following one: “Permanent subscriber identifiers should not leave UE and home network subscriber database whenever possible.”

Further an Editor’s Note is proposed: “It is FFS if LI requirements in 5G need to be revised or relaxed with respect to privacy.” and that SA3-LI should be asked for clarification/confirmation.
Discussion

Key issue 7.1 discusses the various locations in the network where permanent subscriber identities are exposed. Potential requirements on concealing identies are formulated. However, it is also pointed out that due to LI the concealing of the identity at the MME of the serving CN is not allowed, because of the following LI requirements:
-
a target shall be identifiable through its IMSI;

-
a lawful intercept target can be a roaming user with a subscription belonging to another 3GPP network; and

-
a visited network shall be able to support the interception of all services without home network assistance or visibility.

Solution 7.2 provides further two options how to overcome the problem that concealing the permanent or long-term identifiers from the serving CN, though important, would not be legal. I.e. to fulfil the third LI requirement as cited above. Nevertheless, the key issue also states that this only holds unless the LI requirements are revised or relaxed.
This pCR therefore questions, if 5G privacy requirements, if set to a high standard, would still allow to provide the identities to the serving network. 
A potential requirement is formulated accordingly and it is suggested to gain clarification from SA3-LI.
pCR
5.7.3.2.3
Potential security requirements

-
The subscriber identifier protection shall be at least as strong as provided by existing UMTS and LTE system.

-
Permanent subscriber identifiers shall be concealed in communication, whenever feasible. 
Editor’s Note: It is FFS to determine if the permanent subscriber identifiers could be concealed even during the first communication, e.g. initial ATTACH REQUEST. 
-
Temporary subscriber identifiers shall be used instead of permanent subscriber identifiers in communication, whenever feasible.

Editor’s Note: It is FFS to determine if only the temporary subscriber identifiers could be used in all communications.

· Permanent subscriber identifiers should not leave UE and home network subscriber database whenever possible.
Editor’s Note: It is FFS if LI requirements in 5G need to be revised or relaxed with respect to privacy.
