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Abstract of the contribution: This contribution proposes a new security area focused on cryptographic algorithms.
1. Discussion
3GPP TR 33.899 should contain a list of cryptographic algorithms that the Next Generation System should support in order to be backward compatible with SAE/LTE and to be future proof. 

When designing Next Generation System, the availability of large-scale quantum computer for code-breaking should be taken into consideration, even if the date of arrival of quantum computing era with large-scale quantum computers is still an open question. Considering that 5G will be deployed for a long period of time, the Next Generation System should enable the transition to post-quantum cryptography. 
This contribution proposes to add within 3GPP TR 33.899 a security area related to cryptographic algorithms  

We kindly ask SA3 to review and agree the text proposed in next clause. 

2. Proposal: pseudo-CR to 3GPP TR 33.899 v0.4.1
START of 1st CHANGE

5.x
Security area #x: cryptographic algorithms
5.x.1
Introduction 

This clause deals with cryptographic algorithms for Next Generation System.
5.x.2
Security assumptions
Security mechanisms and protocols rely on the use of cryptographic algorithms. 
5.x.3
Key issues
5.x.3.1
Key issue #x.1: Cryptographic algorithms for backward compatibility

5.x.3.1.1
Key issue details

Next Generation System is expected to be backward compatible with SAE/LTE. SAE/LTE security relies on a list of cryptographic algorithms optional or mandatory to support. 

5.x.3.1.2
Security threats 

The use of unsecure or deprecated cryptographic algorithms according to today state of the art in cryptography results in compromising security mechanisms (e.g confidentiality or integrity of transmitted data), or in compromising security protocols (e.g. TLS). 
5.x.3.1.3
Potential security requirements

Next Generation System shall support a list of cryptographic algorithms enabling the backward compatibility with SAE/LTE security. This list of algorithms shall reflect the today state of the art in cryptography (confer [aa], [ab]).
5.x.3.2
Key issue #x.2:  Post quantum crypto 
5.x.3.2.1
Key issue details

Current cryptographic algorithms in use nowadays, and largely deployed, will be considerably impacted by arrival of large-scale quantum computers. Even if the date of arrival of quantum computing era with large-scale quantum computers for code-breaking is an open question, Next Generation System will probably be on the field when quantum computer will become a reality. 
Several reports on Post-Quantum Cryptography exist; confer [ba] and [bb]. 

5.x.3.2.2
Security threats 

At the arrival of large-scale quantum computers for code-breaking, all cryptographicalgorithms will be impacted: all algorithms based on asymmetric cryptography will be broken, and the security of symmetric-based algorithms will decrease. 

Some examples of asymmetric algoritms that will be no longer secure:
· RSA, DSA or ECDSA for digital signatures 
· DH, ECDH for key exchange. 

AES is considered as quantum safe since the cipher can adapt to resist quantum computing attacks by increasing the length of keys. 
New quantum-safe asymmetric cryptography is needed (to replace RSA, ECDSA…); some alternatives, e.g.asymmetric PQCCrypto families or hash-based signatures, are under definition but need more time for scrutinization by the crypto community. 
5.x.3.2.3
Potential security requirements

Next Generation System shall be able to resist quantum computing attacks. 

Next Generation System shall enable transition to post-quantum cryptography. 

The use of quantum cryptographic algorithms known to be resistant against quantum computer attacks shall be considered in priority when designing new security mechanisms and protocols. 
END of 1st CHANGE
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