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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7]Abstract of the contribution: This pCR proposes to enhance the security of the attach procedure by using DHIES (Diffie-Hellman Integrated Encryption Scheme) at its beginning stage with the help of a PKI. The proposed method is intended to eliminate three security threats:  privacy of subscriber identifies, long-term secret key leakage, insecurity of links between MNOs.  Additionally the measure to alleviate the possible DoS attacks is introduced in the attach procedure.
Introduction 
The attach procedure is an essential step for a UE to access the network, which can be divided into three stages according to their different functionalities: (1) identity acquisition: the network retrieves the UE’s identity, (2) Authenticate and key management (AKA) for mutual authentication between UE and network as well as deriving the session key, (3) Security mode command (SMC) for the negotiation of cryptographic algorithms and activating the message protection.  Although a UE accesses to the network using the temporary identity ( e.g. GUTI in LTE network) most of the time, it might still disclose its identity at some time, such as the very first attachment to a network.  The AKA protocol is the established authentication and key management process used for LTE network as no obvious weakness has been found till now. But the security assumptions pertaining to the AKA protocol have come into question in the recent years. As a result, an attacker might eavesdrop on the communication without the need to break the AKA protocol.  
The security threats result from the imperfect identity management and questionable security assumptions are listed in the following: 
 Privacy of subscriber identifiers: 3GPP has made many efforts to deal with the privacy of subscriber identifiers since the deployment of 2G network. The basic solution is that a temporary identity is assigned to the UE for the network access in order to hide the real identity of a UE for the most time. However, it is still possible for an attacker to get the real identity of a UE due to the imperfect identity management process. So far UE might disclose its real identity at least in two cases when connecting the network: initial attachment and synchronization problem between IMSI and GUTI. A passive attacker could obtain the UE’s identity by eavesdropping on the very first attach messages since a UE has to release its real identity to the network when connecting to a network at the first time. Such attacks are especially effective at airports because most people there roam from the home network and try to connect the visited network for the first time.  An active attacker could acquire the real identity of a UE at anywhere and at anytime by using IMSI Catcher[1], where the IMSI Catcher acts as a false station to force the UE to disclose its identity.  The privacy of subscriber identifies has been identified as a key issue in 5.7.3.2 of TR 33.899. 
Long-time secret leakage: The AKA protocol performs the mutual authentication between a UE and the network and derives the session key relying on the security assumption that the root key stored in the USIM is never disclosed to anyone except the network operator.  However, the report [2] shows that such assumption is not always true since the root key might be compromised at manufacture stage of a USIM card. Consequently, a passive attacker could wiretap the communication using the session key derived from the root key and messages exchanged between a UE and the network.  An active adversary could launch a man-in-the-middle attack by forging a base station using a great number of stolen root keys. The long-time secret leakage has been recognized as a key issue in 5.2.3.2 of TR 33.899. 
Insecurity of links between MNOs: The session keys, also called radio interface keys, are computed in HSS of the home network in LTE. They might be delivered to the serving node of the visited network using SS7/Diameter messages over links between MNOs.  The AKA protocol assumes that the links between MNOs are secure.  However, the attacks on SS7 links between MNOs demonstrate that such assumption is questionable [3]. As a result, an attacker could intercept the communication in the visited network using the session keys acquired from the links between MNOs.  Moreover, it can not preclude an active attacker to inject a forged authentication vector into the CP-AU such that UE is forced to use the session key known by the attacker. Insecurity of links between MNOs is marked as a key issue in 5.3.3.1 of TR 33.899.
Last but not least,  DoS attacks may take place in the attach procedure due to the massive IoT UEs deployed in 5G networks. The attacker may control a number of IoT devices by compromising the IoT server (e.g. through intrude attacks). The attacker could invoke the authentication process between IoT UEs and network repeatedly. The amount of signalling overhead will occur when the authentication for these IoT devices are addressed by the operator’s network. The network resource will be maliciously occupied. Such attacks have been identified as a key issue 5.2.3.7 of TR 33.899.
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 Proposed pCR 
***	BEGIN OF THE FIRST CHANGE	***
5.7.4.x 	Solution #7.x:  Applying DHIES to the attach procedure
5.7.4.x.1  Introduction
DHIES ( Diffie-Hellman Integrated Encryption Scheme) is an enhanced ElGmal encryption scheme[4]. It integrates different functions into one scheme for message encryption, including public key operation, encryption algorithm, message authentication algorithm, and KDF (Key Derivation Function). It works as follows. To send an encrypted message to a recipient, the sender first generates its DH private key and computes its ephemeral DH public key. Then it fetches the authentic DH public key of the recipient, and derives the shared key between itself and the recipient using its private key and receipt’s public key. Appling the shared key to KDF, the sender obtains the encryption key and integrity key used for assuring the confidentiality and integrity of the message, respectively. The resulting ciphertext comprises the ephemeral DH public key of the sender, the symmetrically encrypted message, and message authentication code (MAC).  The ECC variant of DHIES is called ECIES(Elliptic Curve Integrated Encryption Scheme), which has been specified in several  standards, such as ANSI X9.63 standard [5], IEEE 1363a [6], and ISO/IEC 18033-2 standard [7]. 

We propose to apply DHIES to the attach procedure in order to eliminate three security threats:  privacy of subscriber identifies, long-term secret key leakage, insecurity of links between MNOs. The basic idea is that DHIES is integrated into the identity acquisition stage of the attach procedure. The authenticity of DH public key of the network is assured in a way that it is contained in a certificate. UE validates the certificate with the help of a PKI before computing the shared key KDH using the DH public key of the network. The management of the PKI refers to 5.4.4.1 of TR 33.899. The real identity of a UE is encrypted by using DHIES so that an attacker (even active) is unable to catch it.  At the end of the AKA protocol, UE and the network generate the same key Kmid on the basis of the shared root key. Then UE and the network compute the session key Ks using the key Kmid and the key KDH.  In the SMC stage, the MAC values of the message security mode command and the message security mode response are calculated with the session key Ks in order to confirm the correctness of the key Ks. The proposed scheme can also alleviate the possible DoS attacks in the attach procedure by embedding anti-DOS attacks measure in the protocol.
5.7.4.x.2 Solution details 
The next generation network has defined three logic network entities regarding the attach procedure [8], which can be found their counterparts in the LTE network: Supplicant, CP-AU, and AAA.  The proposed attach procedure is depicted in Figure 1, where the terms of 5G network entities are used, whilst the term “UE”  instead of  “ Supplicant”  is still used  for simplicity.   


                         Figure 5.7.4.x.2-1. The proposed attach procedure
The proposed attach procedure is illustrated as follows: 
1. UE initiates the attach procedure, and sends an Attach request to the CP-AU, including the temporary identity like GUTI used in LTE if available. 

2. After receiving the Attach request, if the temporary identity is in the Attach request message, CP-AU checks whether there exists a real identity corresponding to the temporary identity and whether CP-AU has established a shared DH key KDH with the UE, CP-AU will go into step 4 in the case that both conditions are met. Otherwise, CP-AU sends Identity request message back to the UE, which contains the certificate of CP-AU, and optionally includes the hash challenge to thwart DoS attacks.  The DH public key of CP-AU is encapsulated in the certificate.  The Identity request message is also returned to UE by CP-AU if no temporary identity GUTI is contained in Attach request message. 

If the CP-AU has justified that it is under DoS attacks, it will embed the hash challenge into the Identity request message.  It is constructed as follows. The CP-AU randomly generates a positive integer x that is n bit length in binary, a 128-bit long random number rand, and computes the hash value of x,rand, and attach request, i.e. hash(x, rand, attach request), where n is determined by the resource usage degree in CP-AU, the higher degree the resource is used, the larger the value of n is. Hash(x, rand, attach request) and n are denoted as hash challenge.   

2a. 	Upon receipt of Identity request message, if hash challenge is present, UE will first attempt to find the correct integer x` , which makes hash (x` ,rand, attach request) equivalent to hash(x, rand, attach request) , and set x` as the hash response.   UE validates the received certificate with the help of a PKI, and retrieves the DH public key KCpub of CP-AU from the certificate. UE generates the Diffie-Hellman (DH) private key KUpri, and computes the corresponding DH public key KUpub. UE derives the shared key KDH between it and CP-AU by using its private key KUpriv and the public key KCpub of CP-AU.

3. To encrypt its identity, UE generates a nonce, and derives the encryption key KE and integrity key KM. Then UE sends the Identity response message to CP-AU, which consists of nonce, the DH public key KUpub of UE, the identity encrypted with KE, message authentication code MAC0 which is computed over the aforementioned message parts by using KM, and optionally hash response to CP-AU. KE and KM are calculated as follows:

KE=KDF( nonce, KDH,  1);
KM=KDF(nonce, KDH,  2);
where KDF is the key derivation function.

3a. 	After receiving the Identity response from the UE, if the hash response is included in the message, CP-AU compares it with x.  CP-AU will abort the attach procedure if the hash response is not equal to x. Otherwise, CP-AU derives the shared key KDH between itself and UE by using its private key KCpriv and UE’s public key KUpub, and computes the encryption key KE and integrity key KM in the same way as UE . After that CP-AU verifies MAC0, if the verification is successful, it decrypts the encrypted part of the message with KE to get the real identity of UE.  Otherwise, it terminates the attach procedure.

4.  CP-AU forwards the UE`s identity to AAA in the Authentication data request message. 

5. AAA looks up the UE`s root key according to UE`s identity, and calculates the Authentication vector relying on Ki. Then AAA sends the Authentication vector to CP-AU. 

6. Like in LTE, UE and CP-AU perform mutual authentication, and acquire intermediate key Kmid which is similar to the key Kasme in LTE. Both compute the session key Ks as follows:

Ks=KDF(KDH, Kmid)

7. CP-AU sends the Security mode command message to UE, whose message authentication code MAC1 is computed by using the session key Ks. 

8. UE verifies the received MAC1 by using the session key Ks. If the verification fails, UE terminates the attach procedure. Otherwise, UE responds to CP-AU with the Security mode complete message, whose message authentication code MAC2 is computed by using the session key Ks. After receiving the Security mode complete message, CP-AU checks the correctness of MAC2. If the check fails, CP-AU aborts the attach procedure.  Otherwise, UE and CP-AU complete the attach procedure. 

UE and CP-AU can assure that they possess the same session key Ks after successfully verifying MAC1 and MAC2, respectively. This further implies that they have agreed upon the same key KDH. Finally the key KDH is stored in UE and CP-AU, respectively, in order to be used for generating the new session key in the next attach procedure.

The session key Ks is viewed as the key anchor, which is used to derive other keys for confidentiality and integrity protection.  For efficiency, DHIES used in the procedure can be replaced with ECIES. 
[bookmark: OLE_LINK177][bookmark: OLE_LINK201][bookmark: OLE_LINK202] 5.7.4.x.3 Evaluation  
The proposed scheme is evaluated from the following perspectives:
 Security
(1) Man-in-the-middle attacks
The proposed scheme prevents man-in-the-middle attacks by introducing the double authentication mechanism:  one is DHIES in the identity manage stage, the other one is AKA process in the AKA stage. DHIES is actually one way authentication scheme in the sense that only the dedicated CP-AU with the associated private key can decrypt the messages. This implies the CP-AU authenticates itself to UE by using its private key. The authenticity of DH public key of CP-AU is assured by a PKI. As a result, before performing man-in-the-middle attacks to acquire the session key Ks, an adversary has to carry out the following attacks: cracking CP-AU to acquire the private key of CP-AU, cracking PKI to forge the certificate of CP-AU, and stealing  the  root key  used in the AKA protocol. Even though the root key is leaked, it is still impossible for an attacker to get the session key Ks because of the high security level of PKI and CP-AU.  
(2)  DoS attacks
The proposed scheme mitigates DoS attacks by embedding the hash challenge/response mechanism in the identity acquisition stage. This mechanism forces attackers to spend more computation resource than CP-AU if the network is under DoS attacks.  As a result, CP-AU will execute asymmetric cryptographic computation only in the case that it is free of DoS attacks. Other mechanisms, such as back-off timer, could be used for anti DoS attacks. However, effectiveness to mitigate DoS attacks is not comparable to the proposed scheme.  A malicious attacker most likely does not comply with the back-off timer rule, and overwhelms CP-AU using attach request messages without stop so that a lot of these messages will be treated as valid ones sooner or later by CP-AU. Consequently CP-AU has to carry out the computation-intensive asymmetric cryptographic operation. Moreover such DoS attacks can last on CP-AU as long as attackers do not stop sending attach request messages.
(3)  Privacy of subscriber identifiers   
The proposed scheme can prevent attackers from acquiring subscriber identifiers  no matter the attack is active or passive, because subscriber identifiers are encrypted with the encryption key KE.  There is no way for an adversary to get the encryption key KE because this requires it to break either PKI or CP-AU.  
(4) Long-time secret leakage
The proposed scheme prevents passive attacker and active attacker from getting the session key Ks even if the long-time secret is known to them. This is because the generation of session Ks depends on not only the intermediate key Kmid that is derived from the long-time secret, but also the shared key KDH. The attacker cannot derive the session key Ks because it is unable to deduce the key KDH unless it can crack the PKI or CP-AU. 
(5) Insecurity of links between MNOs
An attacker cannot acquire the session Ks even if it has known the authentication vector by eavesdropping the communication at links between MNOs or injected a forged authentication vector into the CP-AU.  Analog to the long-time leakage, the attacker is unable to get the session key Ks due to the lack of knowledge of KDH.  
 Complexity 
The proposed scheme itself is comparatively simple. Its complexity mainly comes from the operation because a PKI is required when it is deployed.
 Compatibility 
The proposed scheme is highly backward compatible with the LTE EPS system because it does not touch the LTE AKA protocol. Moreover the mature identity management system in LTE (IMSI-GUTI mapping) can still be used in the 5G system because the proposed scheme keeps the identity management unchanged , and enhances it by concealing the real identity of UE at the initial attach procedure. 
Efficiency 
The proposed scheme is efficient in the context of the reuse of shared key KDH between UE and the CP-AU.  A UE can generate the session key Ks by reusing KDH when attaching the network again as long as there is no synchronization problem between IMSI and GUTI. The can significantly reduce the computation cost rising from the DH computation. 

***	END OF THE FIRST CHANGES	***
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