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Abstract of the contribution: This contribution proposes using a cellular device with 3GPP credentials as a bridge to remotely provision IoT devices that have not been pre-provisioned with 3GPP credentials. 
1, Introduction
Internet of Things (IoT) is an important use case for 5G. However, there are a great variety of IoT devices. Some of them are very small and resource-limited (such as sensors, wearable devices, and they may not be pre-provisioned with 3GPP subscription credentials when they are manufactured. Such devices cannot access the 3GPP network directly.  In [1] (TR 22.891), it is pointed out that IoT device manufacturers may not know where their devices will eventually be deployed and activated. Thus, the manufacturer will not be able to pre-provision the devices with PLMN specific and IoT service specific information. It is also pointed out in [2] (TR 33.899) that the initial connectivity for these IoT devices without 3GPP credentials can be provided through a companion UE. In this proposal, we propose a solution to remotely provision IoT devices that have not pre-provisioned through a companion UE.  
2, Discussion
In TR33.899 Key issue #12.2, it is pointed that the 3GPP system shall support a secure mechanism to remotely provision an IoT device that has not been pre-provisioned.  
---------------------------------------
Excerpts from SA1 TR33.899:

5.12.3.2 	Key Issue #12.2:  Remote credential provisioning for IoT devices
[bookmark: _Toc452659698][bookmark: _Toc452660111][bookmark: _Toc452660530][bookmark: _Toc452662678][bookmark: _Toc452966789][bookmark: _Toc452967206][bookmark: _Toc452967620][bookmark: _Toc452968033][bookmark: _Toc452970342]5.12.3.2.3 	Potential security requirements
-	The 3GPP System shall support a secure mechanism to remotely provision an IoT device that has not been pre-provisioned, with its 3GPP subscription credentials.
----------------------------------------------

In TR33.899 Key issue #12.2, it is pointed that using the standard for embedded UICCs developed by the GSMA is one way to gain initial connectivity for remote provisioning.  It is also pointed out the initial connectivity could also be provided through the connectivity of a companion UE.  
----------------------------------------
Excerpts from SA1 TR33.899:

[bookmark: _Toc452659691][bookmark: _Toc452660104][bookmark: _Toc452660523][bookmark: _Toc452662671][bookmark: _Toc452966782][bookmark: _Toc452967199][bookmark: _Toc452967613][bookmark: _Toc452968026][bookmark: _Toc452970335]5.12.3.1 Key issue #12.1: Credential provisioning
Over the last years, a standard for embedded UICCs has been developed by the GSMA and by ETSI TC SCP. Embedded UICCs allow for remote provisioning of credentials. The conceptual framework for embedded UICCs includes a solution for the problem of gaining initial connectivity to the provisioning server. This initial connectivity can be provided using pre-installed USIM credentials and therefore requires no changes to 3GPP standards. 
Editor's Note: The initial connectivity could also be provided through the connectivity of a companion UE or through non 3GPP access (GSMA SGP.21 v 1.0 and SGP.22 v1.0).  
-----------------------------------------
Thus, for IoT devices that have been not pre-provisioned but with a high possibility having access to a companion UE with 3GPP credentials, such as wearable devices (smart watches, smart bracelets), it is natural to use the companion UE as a bridge to gain initial connectivity to the 3GPP network for the purpose of downloading remote provisioning profiles. Furthermore, it may be possible for wearable devices for the same owner to using the same subscription (using the same credential or derivative credentials from the companion UE). 

---------------------------------------
Excerpts from SA1 TR22.861:
[bookmark: _Toc443472784]
[bookmark: _Toc454444584]5.1.2.5	Traffic scenario 5: one user with multiple devices

In this traffic scenario, the connectivity management (e.g., addition, removal, activation, deactivation, etc.) of multiple devices should be simple and straight-forward. From user experience point of view, it is not desirable that a user is required to make a separate subscription for each device whenever a device is bought, discarded or modified.
---------------------------------------

The use case presented in 5.1.2.5 implies that there is a trust relation between the IoT device and the companion UE for example because they are owned by the same person or the subscription is paid for by the same entity. In TR 22.861 such an eco-system is referred to as Personal Area Network. Another possible use cases would be to provision a device that one owns temporarily with credentials, examples would be an entertainment system of a rental car, a television in a hotel room, etc. 

In summary, IoT devices that have not been pre-provisioned but have access to a companion UE, should be allowed to be remotely provisioned through a companion UE for the cases of Personal Area Networks. This does, however, not exclude the possibility of using a similar mechanism for other purposes.

3, Proposed Solution 
In this proposal, we propose an approach to remotely provision IoT devices that have not been pre-provisioned with 3GPP credentials through a companion UE. The procedure is as follows:
1. Device i and the companion UE establish a secure channel over short distance communication link, such as WiFi/Bluetooch/Zigbee/Wired Connection. 

2. Device i sends its identity information (such as Device IDi) to the companion UE inside the secure channel.

3. The companion UE and the Core Network (CN) establish a secure channel based on 3GPP credentials stored in the UE. 

4. Inside the secure channel, the companion UE sends Device i’s identifier and control parameters (optional) to CN.

5. Upon receiving the Device i’s identifier, the CN generates/allocates a 3GPP credential for Device i. Then, the CN sends the credential to the companion UE.  

Note 1: the subscription credential may have limited lifetime, based on operator policy, the control parameters that the UE sends out, subscription parameters etc. 

Note 2: The CN will check whether the subscription allows the generation of additional credentials.
Note 3: The companion UE can request or generate credentials for multiple IoT devices as long as the subscription allows it. The companion UE/operator may limit the functionality of the credentials, e.g. to avoid roaming, etc. 

6. The companion UE sends the credential and control parameters (optional) to Device i inside the secure channel. 

Editor Note: The proposed solution is applicable to the scenario that there is mutual trust between the IoT device and the companion UE, such as belonging to the same owner. 
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Figure 1: CN Generates/Allocates Credentials for IoT Deivces 

Some concerns were raised during FS_NSA conference call #6 on this issue. The following issues were raised:
· Issue: A security concern was raised since neither the UE nor the remote UE can be authenticated for the request, i.e. the network does not know whether it provides the credentials upon request of the remote device to the correct UE (used to be called “Device” and “companion UE”)
Answer: That is indeed correct. The use case is the one of the Personal Area Network as defined by SA1. As such, the credential provisioning is for devices that have the same owner, or at least, the same entity paying for the subscription. 
The present solution does not provide a security context establishment between the network and the remote device before the credentials are provisioned. That is for two reasons:
· There is no evident need to better protect the credentials that the UE provides to the remote device. It is the same person paying the bill and using the device; the present mechanism is sufficiently secure.
· Notwithstanding the above, the signing companies are of the opinion that the solution does not prevent any security context establishment based on e.g. device-based credentials as has been proposed by other companies in another security area. If such a mechanism is used together with this solution, the path between the device and the network can be secured.
· Issue: An issue was raised that the terminology was according to existing terminology of TR 33.899
Answer: The term ‘device’ represents the IoT device. The term ‘companion UE’ refers to the UE that has mutual trust with the IoT device. The companies are aware that it is missing from the definitions list, however, we think it can be included in the  TR 33.899.
· Issue: An explanation was required why the concept of (e)UICC is not used.
Answer: this is a solution for those devices that are not equipped with an (e)UICC or are not able / willing to use the (e)UICC. Nonetheless, by replacing the term device with ‘device equipped with (e)UICC’, the mechanism still works.
· Issue: A question was raised whether the subscriptions are tied or not.
Answer: Yes, tying multiple 3GPP subscriber credentials to one subscription is the whole purpose of the solution. It is designed to create ‘tied’ subscriptions that the UE hands out to devices.
4. Conclusion
This contribution proposes using a companion UE with 3GPP credentials as a bridge to remotely provision IoT devices that have not been pre-provisioned with 3GPP credentials.
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[bookmark: _Toc416332518][bookmark: _Toc446332740]5.12.4.z  Solution #12.z: Remote Provisioning for IoT devices through a Companion UE
5.12.4.z.1  Introduction 
Internet of Things (IoT) is an important use case for 5G. However, there are a great variety of IoT devices. Some of them are very small and resource-limited (such as sensors, wearable devices). For these devices, they may not be pre-provisioned with 3GPP subscription credentials when they are manufactured, and thus cannot access the 3GPP network directly.  In TR33.899 Key issue #12.2, it is pointed that the 3GPP system shall support a secure mechanism to remotely provision an IoT device that has not been pre-provisioned.   In TR33.899 Key issue #12.2, it is also pointed out the initial connectivity could also be provided through the connectivity of a companion UE.  

Thus, for IoT devices that have been not pre-provisioned but with a high possibility having access to a companion UE with 3GPP credentials, such as wearable devices (smart watches, smart bracelets), it is natural to use the companion UE as a bridge to gain initial connectivity to the 3GPP network for the purpose of downloading remote provisioning profiles. Furthermore, it may be possible for wearable devices for the same owner to using the same subscription (using the same credential or derivative credentials from the companion UE). 

Therefore, we propose a solution to remotely provision IoT devices that have not pre-provisioned through a companion UE.  

5.12.4.z.2  Solution Details
Solution：
 The procedure is as follows:
1. Device i and the companion UE establish a secure channel over short distance communication link, such as WiFi/Bluetooch/Zigbee/Wired Connection. 

2. Device i sends its identity information (such as Device IDi) to the companion UE inside the secure channel.

3. The companion UE and the Core Network (CN) establish a secure channel based on 3GPP credentials stored in the UE. 

4. Inside the secure channel, the companion UE sends Device i’s identifier and control parameters (optional) to CN.

5. Upon receiving the Device i’s identifier, the CN generates/allocates a 3GPP credential for Device i. Then, the CN sends the credential to the companion UE.  

Note 1: the subscription credential may have limited lifetime, based on operator policy, the control parameters that the UE sends out, subscription parameters etc. 

Note 2: The CN will check whether the subscription allows the generation of additional credentials.

Note 3: The companion UE can request or generate credentials for multiple IoT devices as long as the subscription allows it. The companion UE/operator may limit the functionality of the credentials, e.g. to avoid roaming, etc. 

6. The companion UE sends the credential and control parameters (optional) to Device i inside the secure channel. 

Editor Note: The proposed solution is applicable to the scenario that there is mutual trust between the IoT device and the companion UE, such as belonging to the same owner. 

[image: ]

Figure 1: CN Generates/Allocates Credentials for IoT Deivces
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