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Abstract of the contribution: This contribution propose a solution for solution that prevents the DOS attack at the access node with UE independent scheme. 
1 Introduction


In key issue 5.4.3.6 of TR 33.899, it discussed about the user plane DOS attack that might be caused by the small data from IOT devices. It requires that “The NextGen system should support an efficient method to filter bogus user plane packets at an access node to prevent DoS attacks for uses cases where there is no per UE AS layer user plane security context”. Therefore, in this contribution, we proposed a solution that can help to filter out user data packets when there is no per UE AS layer user plance security context. 
.
pCR
***************************BEGIN OF CHANGES **********************
5.4.4.x
 Solutions 4.x Prevent UP DoS Attack over Air Interface
5.4.4.x.1
Introduction  

This solution addresses key issue #4.6
In key issue 5.4.3.6 of TR 33.899, it discussed about the user plane DOS attack that might be caused by the small data from IOT devices. It mentioned that, in TR 23.799, some solutions for infrequent small data transmission are proposing the absence of user plane AS security. However, in the absence of user plane AS security, the network may be exposed to denial of service (DoS) attacks. Therefore, for the NextGen systems, the AS layer should have a way to deter or filter bogus user plane packets injected by unauthorized devices or applications (e.g., malware). At the same time, in the normal operations (i.e., in case of no identified ongoing attacks), the NextGen network should support efficient transmission of small data by IoT devices as intended.
In this solution, we proposed to use Identity-based public technology to solve the DOS attacks that may appear in the AS layer and also allow the normal IOT devices to transmit small data. 
5.4.4.x.2
Solution details  
In this solution, we propose to use the Identity-based public technology to filter out bogus data packets injected by unauthroized users. At the same time, it allows normal IOT users to transmit there data to the network. The proceduers are as follows:

1. The KMS provisions the RAN with Global Public Key (GPK)， GPK_sig, for signature verification. RAN stores the GPK_sig for signagure verification. 
2. UE perform a mutual authentication with CP-AU in the network. 

3. UE get an identity, name as UE_ID, e.g. GUTI, and an IBS-based private key, SKUE_ID_sig, and GPK_sig from KMS.
4. UE stores the UE_ID, SKUE_ID_sig and GPK_sig. 
5. When UE receives data from upper layer, it finds GPK_sig and SKUE_ID_sig and compute signature for the data with SKUE_ID_sig and GPK_sig.

6. UE transmit a data packet that contains UE_ID, data and the generated signature to the RAN
7. After receiving the data from UE, The RAN Verify the signature of data with UE_ID and GPK_sig. If the data passes the verification, then RAN forward the data to the core network, else, it drops the data.

8. UE transmit the data to the core network handling function for further processing. 
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Figure 5.4.4.x.2.1-1: UP plane data verification using Identity-based Digital Signatures
5.4.4.x.3
Evalution
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