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Abstract of the contribution: This contribution proposes a solution for key issue #8.2: Security mechanism differentiation for network slices.
1. Introduction 
One key issue of network slicing security is “Security mechanism differentiation for network slices”, which is discussed in the section 5.8.3.2 of TR 33.899-041. In that section, potential requirements are proposed: 
“To satisfy security requirements from different types of network slices, the 3GPP System shall have the capability to conform to service-specific security assurance requirements in a single network slice, rather than the whole network. Different security mechanisms shall be supported to meet the slice specific requirement. 

The 3GPP system shall support the security mechanism differentiation in controlling policy and security policy. Security policy may include isolation policy, encryption algorithm, integrity protection algorithm, the length of key, and the policy of key expiration.
It should be possible to define different access security mechanisms as well as session security mechanisms (e.g. control plane, user plane, handover etc) for every network slice.”  
This contribution proposes a solution to support the security mechanism differentiation in confidentiality protection, integrity protection and authentication protocol.
pCR
**************************start of the first change*************************************
5.8.4.x
Solution to Key Issue #8.z: Security mechanism differentiation for network slices

5.8.4.x.1
Security mechanism differentiation in authentication
The 3GPP System should be able to support multiple authentication protocols. Different slices may use different authentication protocols. Among all the authentication protocols used in a 3GPP network, a slice’s UEs and AUs (dedicated for this slice or common for multiple slices) may use only one or a few authentication protocols. An AU may not support all the authentication protocols used in a 3GPP network. To support multiple authentication protocols, UE should report its authentication abilities (i.e. the identifiers of supported authentication protocols) to the network, and the network should select AU for authentication according to the UE’s authentication capabilities. The network should select the authentication protocol to use if the UE supports multiple authentication protocols.
The figure below illustrates AU selection in attach procedure. In this figure, the NF selecting AU is named AUSF (AU Selection Function), while the NF routing attach requests to AU is named AURF (AU Routing Function). Where AUSF and AURF are located is FFS. AUSF could be located in an NF responsible for selecting CN NFs like LTE’s NNSF. AURF could be located in AN. 
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The description of above procedure is as below:

1. A UE sends an attach request to AURF. The request contains the UE’s authentication capabilities, i.e., the authentication protocols UE supports.

2. AURF sends an AU selection request to AUSF. The request contains the UE’s authentication capabilities.

3. AUSF selects an AU considering the UE’s authentication capabilities. If the UE’s authentication capabilities include multiple authentication protocols, AUSF need to select a protocol before selecting AU.
4. AUSF returns the selected AU’s ID to AURF.

5. With selected AU’s ID, AURF forwards the UE’s attach request to the selected AU.

6. UE and AU authenticates with each other. If the UE supports multiple authentication protocols, the authentication protocol is the one selected by AUSF in step 3.

5.8.4.x.2
Security mechanism differentiation in confidentiality and integrity protection
Different types of slices are optimized for different services. They may have different requirements on the encryption and integrity protection of UE-CN signalling, UE-AN signalling and user plane traffic. For example, an eMBB slice may prefer a heavy encryption algorithm with a longer key length, while a mIOT slice may prefer a lightweight encryption algorithm and a shorter key length. In addition to the encryption algorithms and key lengths, slices may differ in integrity algorithms and/or key re-keying/refresh settings as well. Therefore, for UE-CN signalling, UE-AN signalling and user plane traffic, different slices may have different security policies on the selection of encryption algorithms, the selection of integrity algorithms, key lengths and key re-keying/refresh settings. A slice may provide several kinds of services, and a slice may provide the same service with different settings. A slice’s security policy should also consider the security differentiation of user plane traffic inside slices as well.

The encryption algorithms and integrity algorithms should be determined by the network. Usually, the key length is closely related to an encryption/integrity algorithm. Once the encryption/integrity algorithm is selected, the key length is usually determined. Therefore, the selection of algorithms and key lengths should be performed together by the network. 
The selection for UE-CN signalling and UE-AN signalling should be performed after a successful mutual authentication between UE and AU. The selection for user plane traffic should be performed after the UE is authorized to transmit and receive data. This selection should be implemented inside a slice, and the mechanism could be customized for different slice types. This contribution focuses on the selection for UE-CN signalling and UE-AN signalling only. The selection for UE-CN (resp. UE-AN) signalling should be executed by the security anchor of UE-CN (resp. UE-AN) signalling, i.e., the NF terminating the encryption of UE-CN (resp. UE-AN) signalling. The security anchor of UE-AN signalling is AN, and the security anchor of UE-CN signalling is FFS.
If the selection of algorithms and key lengths is dedicated for one slice, it should comply with the slice’s security policy and the NF performing the selection must be aware of the policy. If the selection is for multiple slices (e.g. selecting algorithms for a secure channel shared by multiple slices), it should comply with the security policies of all these slices and the NF performing the selection must be aware of all these slices’ security policies. These policies could be maintained by a NF-named security policy control, which is a common NF shared by slices. The common security policy control will distribute updated policies to security anchors executing the selection. Besides, the selection of security policies must also consider a UE’s security capabilities and the network’s security capabilities. The figure below illustrates the selection of algorithms and key lengths.
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The description of above procedure is as below:

1. The security anchor obtains one or more security policies from the security policy control. 
2. UE and AU authenticate each other.

3. AU notifies the security anchor that UE has passed the authentication.
4. The security anchor selects encryption algorithm, integrity algorithm and key length considering slice security policy, UE’s security capabilities and its own security capabilities.

5. The security anchor notifies UE the selection result. LTE’s Security Mode Command could be reused here.

6. UE acknowledges the selection result.
**************************end of the first change*************************************
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