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1. Introduction 
This pCR proposes a key hierarchy addressing the key issue #1.3: User plane integrity between UE and network, Key Issue #1.4: User plane confidentiality between UE and network, and Key Issue #3.4: Security context sharing. Meanwhile, control plane protection will also be included in the key hierarchy.
pCR
**************************start of the first change*************************************
5.1.4.X Solution #1.z: Key hierarchy and the related procedure
5.1.4.X.1 Introduction

This solution proposes a key hierarchy and proposes solutions for the key hierarchy and its procedure. This key hierarchy addresses  key issue #1.3” User plane integrity between UE and network”, Key Issue #1.4 ”User plane confidentiality between UE and network” and their related solution #1.5, and Key Issue #3.4 “Security context sharing” and its solution #3.3.

This solution includes the control plane protection of NAS and AS signalling, and user plane protection of PDU session. Some enhancements may be required to this solution for slicing scenario, e.g., support of separate NAS security for different slices.
The UP plane protection key addresses key issue #1.3, key issue #1.4 and their related solution #1.5. Keys used in different access technologies address the key issue #3.4 and solution #3.3. Also, a control plane key for the NAS signalling protection is proposed. 

5.1.4.X.2 Solution details
5.1.4.X.2.1 Architecture
According to the solution 4.15 in SA2 TR 23.799, a common node i.e. NAS entry function, ( figure 5.1.4.X.2.1-1) for the NAS connection was introduced, in order to route the NAS signalling to the related NAS handling network functions (i.e. NG-SM or NG-MM). NAS entry function could be co-located within MM, or independently deployed for the NAS routing. With this mechanism, UE only need to maintain one NAS security context for the NAS signalling protection.
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Figure 5.1.4.X.2.1-1: Common interfaces towards UE, AN with MM and SM decoupled
In conclusion, the key hierarchy is designed with the following assumptions:

· An aggregate node NAS entry function (e.g. NAS entry function in section 6.4.15) for all the NAS signalling protection between UE and CN is suggested. 

5.1.4.X.2.1 Key hierarchy

In this section, a key hierarchy is proposed, according to solution #1.5 and #3.3, in order to addressing the security requirements from key issue #1.3, #1.4 (user plane protection), and #3.4 (security context sharing).

Several principles are listed as followed:

· A common node (i.e. CP-AU) should be used for the unified authentication and unified security context for different access technologies.

· Control plane and user plane should be protected separately.

· User plane protection mechanism should be based on the sessions between UE and UP-GW.

· NAS security protection should be applied between the UE and NAS entry function. NAS entry function should maintain prioritized security algorithms list for NAS signalling protection.

According to the above principles, a key hierarchy is given in the following figure 5.1.4.X.2.2-2. Also the descriptions of the keys involved in the key hierarchy are as follows.

· K: the root key or subscription credential shared by USIM and Subscriber Repository.

· CK/IK: the cipher key and integrity key, derived from the root key, and shared by USIM and Subscriber Repository. Compatible with the legacy key hierarchy, such as LTE, or UMTS.

· KNG: The next generation key (similar to the KASME in LTE), derived from CK/IK, and shared by UE, Subscriber Repository and authentication unit (CP-AU). 

Keys for CP protection:

· KNAS: NAS signalling protection key, derived from the KNG, generated individually by UE and CP-AU, and could be used to generate the NAS signalling encryption key and NAS signalling integrity protection key.

According to the above SA2 solution, NAS entry function is a different network function element from CP-AU. Also, according to the above principle, NAS security protection should be applied between the UE and NAS entry function. Therefore, the NAS entry function should generate the NAS encryption and integrity protection key based on the NAS key KNAS received from CP-AU.

· KNASenc: the NAS encryption key, used for NAS signalling confidentiality protection.

· KNASint: the NAS integrity protection key, used for the NAS signalling integrity protection.

· KANCP: AN signalling protection key, derived from the KNG, and generated individually by UE and AN, could be used to generate the AN signalling encryption key KRRCenc and AN signalling integrity protection key KRRCint.

Note: AN protection should support heterogeneous access, e.g. next generation access, Wifi access. 

· KRRCenc: the AN encryption key, used for AS signalling confidentiality protection.

· KRRCint: the AN integrity protection key, used for the AS signalling integrity protection.

Keys for UP protection:

· KUP: a user plane protection root key for the user plane protection. 

Note: KUP could be derived directly from KNG. For the 3rd party service protection, KUP derivation may also relate to the 3rd party service credential (Service authentication).

· Ksession1-enc: a session confidentiality protection key, which is derived from KUP, is used for the UP protection between UE and UP-GW.

· Ksession1-int: a session integrity protection key, which is derived from KUP, is used for the UP protection between UE and UP-GW.

One UE could have multiple PDU sessions according to its services. According to solution #1.5, the session protection is managed by one SM, and the keys for these sessions are derived from the key KUP.
Editor’s Note: details on the key derivation function inputs are FFS.


[image: image2.emf]K

USIM/Subscriber Repository

UE/CP-AU

CK, IK

K

NG

K

NAS

K

ANCP

K

UP

K

session1-int

K

session1-enc

K

session2-int

K

session2-enc

K

RRCint

K

NASenc

K

NASint

K

RRCenc

UE/NAS entry

UE/AN

UE/SM

UE/UP-GW


Figure 5.1.4.X.2.2-2: Key hierarchy architecture

5.1.4.X.2.3 Security procedure

In this section, a high level security procedure (Figure 5.1.5.X.2.3-1) is given according to the above key hierarchy.
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Figure 5.1.4.X.2.3-1: Procedure for the Next Generation protection

Next is the high level description of the procedure.

1. UE initiates the attach request to Network, including its identity (e.g. IMSI).

2. Next, UE and the Network could execute an authentication and key agreement procedure. After the successful authentication, both UE and CP-AU share the Next Generation key (i.e. KNG). 

3.  CP-AU generates the NAS key (i.e. KNAS) for the NAS entry. CP-AU distributes the NAS key to the NAS entry.

4. UE and NAS entry should make the NAS security mode command (SMC) procedure to generate the NAS signalling encryption and integrity protection key (i.e. KNASenc, KNASint) for the signalling protection between them.

5. CP-AU generates the AN signalling protection key (i.e. KANCP) for the AN, and distributes the AN key to the AN.

6. UE and AN entry should make the AN security mode command (SMC) procedure to generate the AN signalling encryption and integrity protection key (i.e. KRRCenc, KRRCint) for the signalling protection between them.

7. CP-AU generates the user plane protection key (i.e. KUP) using KNG, and distributes KUP to the SM. For the 3rd party service protection, KUP derivation may also relate to the 3rd party service credential (Service authentication).

8. SM derives the session key (i.e. Ksession1-enc , Ksession1-int) for this PDU session using KUP according to the security policy, which could be negotiated between UE and SM based on various security requirements, and SM distributes the session key and the security policy to the UP-GW, which is an anchor of the PDU session. 

Similarly, UE could generates the user plane protection KUP with the same derivation function as CP-AU, then derives the session key (i.e. Ksession1-enc , Ksession1-int) for this PDU session with the same derivation function as SM.

At last, both UE and UP-GW share the same session key and the same security policy, and the UP protection is applied between UE and UP-GW. Detail UP protection setup procedure  and security policy negotiation procedure are described in solution 1.5

5.1.4.X.3 Evaluation

TBA.
**************************end of the first change*************************************
_1535720637.vsd
K


CK, IK


USIM/Subscriber Repository


UE/CP-AU


KNG



_1535720651.vsd
�

UE


AN


NAS entry


CP-AU


Subscriber Repository


SM


UP-GW


Core Network


1.Attach request


2.AKA (non-3GPP subscription credential)


3.NAS key distribution


4. NAS SMC


5.AS key distribution


6.AS SMC


7.UP key distribution


8.session key distribution


UE/UP-GW



_1529900688.vsd
MM


NG-SM


Data plane



NAS entry Function 



NG MM


Packet network


UE


NG2


NG3


NG4


User database, Authentication Function


NG8


SM NAS messages 


NAS connection



