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Abstract of the contribution:  This contribution describes solutions for remote network operator credential provisioning for headless IoT devices using a companion. 
1
Introduction
TR 22.861 has the following requirement in [PR.5.1.3.2-001] for IoT UEs "The 3GPP system shall support a secure mechanism to remotely provision a device that has not been pre-provisioned, with its 3GPP subscription credentials."

Internet of Things (IoT) is an important use case for next generation networks. It will enable usage scenarios like home automation (including, security, convenience, energy packages), industry automation, smart cities with low power devices (i.e., a battery life of several years), can be easily installed and operated in challenging coverage conditions e.g. indoors and basements. These devices cannot access the 3GPP network without subscription credentials. Deployment of devices cannot be geo-specific and will have challenges to provide geo specific credentials or provisioning information during the manufacturing time.
This contribution describes solutions for adding non preprovisioned Cellular IoT devices to an existing user’s network operator subscription with the operator using a companion UE. It also describes the procedure to obtain a security association between device and companion UE using the operator’s network.
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Proposed Solution
***************Start of Changes****************

5.12.4 Solutions
5.12.4. Z Solution #12.z: Remote credential provisioning – Add Headless IoT device to existing User’s MNO subscription
5.12.4. Z.1 Overview 
Internet of Things (IoT) is an important use case for next generation networks. It will enable usage scenarios like home automation (including, security, convenience, energy packages), industry automation, smart cities with low power devices (i.e., a battery life of several years), can be easily installed and operated in challenging coverage conditions e.g. indoors and basements. These devices cannot access the 3GPP network without subscription credentials. Deployment of devices cannot be geo-specific and will have challenges to provide geo specific credentials or provisioning information during the manufacturing time.

The owner of IoT devices, with a high probability, will have a companion UE subscribed to NextGen operator. The Companion UE and IoT device may access each other through a variety of short range communication means e.g. NFC, Bluetooth, Wi-Fi Direct, lower power Wi-Fi, etc.  The Companion UE acts as a bridge between IoT device and 3GPP network in order to add the IoT device to the user’s subscription profile (associated with the companion UE) and provision the IoT device with a subscription profile.

5.12.4. Z.2 Solution Details  
The following pre-conditions are assumed:

1) IoT device is configured with appropriate Device & security Configuration by the device manufacturer.  Device Information includes Device Model, Serial number, manufacturer ID, etc.  Device Security information includes public/private pair burned the manufacturing time and URL to a web site containing the certificate chain for this device. 

2)  IoT device is equipped with a short range radio such NFC, Bluetooth Low Energy, Low Power Wi-Fi, etc. over which it can establish communication with the companion UE. 
3) Companion UE already has established secure connection with Core Network using its 3GPP subscriber credentials.

Figure 5.12.4.z.2-1 shows the steps for procedure to provision a subscription profile using a companion UE.  Hereafter for clarity, we assume NFC is used as a short range radio for communication between the companion UE and IoT device.  The IoT device is assumed to be equipped with read/write passive tag, and the companion UE is equipped with NFC radio capable of reading from and writing to a passive NFC tag.  For other short range radio alternatives (e.g., Bluetooth Low Energy), there may be more steps between the companion UE and IoT device to establish the communication.
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Figure 5.12.4.z.2-1: Credentials provisioning using Companion UE.
1) User uses the companion UE to read to read URL pointer to the device certification and perhaps other information pertaining to device from the passive NFC tag on the IoT device.  The URL also includes a unique identifier for this device – e.g., www.NextGenCertAuthority.com/DeviceID=xxxx.
2)   The read URL is sent from companion UE to a specified functional component (hereafter, it is referred to as subscription manager) in the Core Network.

3) The subscription manager obtains the device certificate for this certificate URL from the Certification Authority.

4)  Subscription manager verifies the chained certificate using its root of trust key.  The obtained device certification may also include additional information pertaining to the device such as, device serial number, manufacturer ID, etc.

5)  Subscription manager will request the NextGen Authentication Server Function (AuSF) to add this IoT device to the existing companion UE’s subscription.  The request will includes a unique device identity, device public-key.  

6)  Authentication Server Function derives a Master Key (hereafter it is referred to as K’) for this IoT device from the companion UE’s master key.  Then it encrypts the derived key with the device’s public key (hereafter it is referred to encrypted K’) and sent it to subscription manager in a response. 

7) Subscription manager derives a key to secure communication between the companion UE and IoT device, by using a nonce, IoT device information – hereafter this key is referred to as K’’.
8) Subscription Manager creates a subscription profile for this IoT devices (including encrypted K’, NextGen Network Identity, Network assigned Identity for this device, etc.) and send the profile, K’’, the nonce used to generate K’’ to the companion UE.  

9) Companion UE installs K’’ for this IoT device, and sends the received subscription profile and the nonce (to generate K’’) to the IoT device over NFC link.

10) User resets the IoT device.  Upon successful reset, the IoT device installs the profile and attempts to authenticate to the NextGen network. 
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