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Abstract of the contribution:  This contribution describes a proposal for Authentication and Key Agreement procedure between the UE and the NextGen core network via for non-3GPP access.
1
Introduction
3GPP TR 23.799, clause 6.8.2, describes deployment and solutions options for non-3GPP access.  Three different deployment cases are illustrated in the clause 6.8.2, as follows:
“
Case 1: NextGen architecture with 3GPP access only.

Case 2: NextGen architecture with non-3GPP access under umbrella coverage of controlling 3GPP access.
Case 3: NextGen architecture with stand-alone non-3GPP access.
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Figure 6.8.2.1-1: Architecture for decoupling and independent evolution of AN and CN

“
This contribution describes a solution proposal for Authentication and Key Agreement (AKA) for the above Case 3.  
2
Proposed Solution
***************Start of Changes****************

5.2.4. z
Authentication and Key agreement procedure for NextGen architecture with stand-alone non-3GPP access
5.2.4. z.1
Solution Overview 

Upon successful IP connection of the UE to a non-3GPP access followed by N3ASF Gateway discovery, the UE starts the IKEv2 protocol exchange with N3ASF gateway to encapsulate 3GPP NAS messages used for the Attach procedure with EPS AKA messages between the UE and CP function as shown in Figure 5.2.4.z.1.1.
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Figure 5.2.4.z.1.1: High-level 3GPP EAP-AKA flow for Non-3GPP Access 
As shown in Figure 5.2.4.z.1.2, 3GPP Attach messages from the UE to N3ASF are encapsulated inside IKEv2/EAP.  The N3ASF decapsulates Attach message received from the UE, and forwards it to the CP function over NG2 interface.  And the reversed flow works similarly over NG2 interface from CP function to the N3ASF, and IKEv2/EAP encapsulation over IP interface from the the N3ASF to the UE.
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Figure 5.2.4.z.1.2: IKEv2/EAP Protocol Stack for non-3GPP Access 
Editor’s Note:  UE and non-3GPP connectivity and N3ASF discovery is outside the scope of this solution. 

Upon successful completion of the 3GPP Attach procedure with EPS AKA, the security association between the UE and CP, and the UE and N3ASF are established.  The UE-CP security association used for protecting end-2-end control plane message exchanges between the UE and CP. And UE-N3ASF security association is used for establishing IPsec tunnel between the UE and N3ASF.  

The security mode message exchanges between the UE and CP may stay the same as defined in the Attach procedure with EPS AKA for 3GPP access.  The security mode message exchanges between UE and eNB as defined in the Attach procedure with EPS-AKA for 3GPP access shall be skipped – this will be done as part of IKEv2 protocol. 

Editor’s Note:  New EAP method needs to be defined to carry 3GPP Attach messages inside IKEv2.

Editor’s Note:  The security of NG2 and NG3 interfaces are outside the scope of this solution.

5.2.4. z.1
Attach Procedure with EPS-AKA for non-3GPP Access

This section describes the Attach procedure with EPS-AKA flow between the UE and CP function. Figure 5.2.4.z.1.3 describes the Attach procedure with EPS-AKA via non-3GPP access.  

Editor’s Note:  It is FFS whether a different AKA method from EPS-AKA is to be used for NextGen.
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Figure 5.2.4.z.1.3: Attach with EPS-AKA flow for Non-3GPP Access
The Attach with EPS-AKA flow for Non-3GPP access is as follows:

1.
Before attempting IKEv2 connection establishment, the UE first needs to discover a N3ASF. This is achieved by configuring in the UE one or more of the following:

-
An IP address (or set of IP addresses) of N3ASF node(s).

-
An FQDN (or set of FQDNs) that can be resolved into IP address of a N3ASF.

-
using DHCP configuration.
2.
UE sends IKE_AUTH Request

3.  N3ASF triggers Auth request using EAP-REQ 

4.  UE sends Attach request encapsulated inside EAP-RSP.

5.
The N3ASF forwards the request to the CP Functions

6-8. CP Functions Derives key material and retrieves Authentication Vectors for generating key material from Authentication Entity e.g. AAA or HSS. Authentication Entity also generates UE-CP Security association which is installed by CP-Functions.

9-10.
N3ASF responds with an IKE_AUTH Response including the NAS authentication request. Payload contains the Authentication vectors for key derivation.

11.  UE generates UE-CP-SA using Authentication vectors received as part of Authentication Request

12.
 The UE sends the IKE_AUTH Request with response to AKA challenge

13.
 The N3ASF processes the EAP request and Authentication response over NG2 to the CP Functions. 

14.  CP Functions verify response and continue attach procedure.

15, 16. Step 15 provides the access independent security context that is to be used by the N3ASF to derive keying material for the protection of the N3-ASF connection. UE-N3ASF-SA is installed in step 16.
17, 18. 
The CP Functions complete the authentication procedure towards the UE and provides the security context for the UE, including the generic attach security context and the security context for the setup of the IPsec Tunnel. The CP functions forward the security context for the establishment of the IPsec Tunnel over NG2 to the N3ASF

19, 20. Upon successful completion of the Attach procedure with EPS-AKA, the security association between the UE and CP function is established.   
Upon a successful Attach with EPS-AKA procedure, an IPsec SA is established between the UE and N3ASF.  As part of IKEv2 phase 2, in addition to an IPsec SA the UE also receives an inner IP address that it will be bounded to this IPsec SA.  The inner IP address will be used as a source IP address for IP packets carrying NAS messages from UE to CP – also referred to as NAS bearer.

The UE uses the same IPsec tunnel to route control and user plane traffic to the core network.   When the UE performs the detach procedure, the UE and N3ASF shall release the IPsec tunnel.

***************End of Changes****************
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