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Introduction 

This contribution proposes a security solution for the SA2 network slice solution 6.1.2 in TR 23.799 for Initial access and Network Slice authentication . The UE does initial Attach Request by including IMSI or Temp ID and includes the network slice selection parameter NSSAI. The network authenticates the UE and verifies the included NSSAI and assigns allowed or possible NSSAI. The UE is bound to a default CCNF or assigned to a serving CCNF, if the default CCNF cannot serve the UE. The steps are explained below. 
*********************************** pCR ******************************************

5.8.4.5 Solution#8.5: UE authentication and initial attach to a network slice using NSSAI
This solution presents UE authentication and initial attach to a network slice using the NSSAI presented by the UE. The call flow and steps are described below.
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1. The UE sends an Attach Request message including the IMSI if a Temporary ID for the UE is not available. If  temporary ID is available, the UE includes it, and the  RAN routes  the message to a suitable handler in the core.

The UE requests one or a set of slices by including a requested NSSAI. The NSSAI would be used in the RRC layer to enable the access to a suitable RAN resources.

2.
The RAN forwards the Attach Request to the Core based on the routing criteria. If the IMSI is present, a default CCNF is selected. If the Temporary ID is available for the selected PLMN, the corresponding CCNF is selected by the RAN for routing the Attach Request
3.
The CCNF/SEAF proceeds with the Authentication of the UE. In the Initial Attach scenario with IMSI, the CCNF requests Authentication of the UE with the Authentication Server (AUS). The default CCNF completes the authentication and verification of the UE.
Editor’s Note: Derivation of NAS specific keys with network slice isolation is FFS

4.
After successful UE authentication, its subscription data is checked and the CCNF is verified if it is an appropriate handler for the UE. If not, this step is skipped and continues to step 6. The CCNF decides the initial set of Network Slice Instances (NSI(s)) for the UE based on an evaluation of the Requested NSSAI, subscribed NSSAI, UE capabilities, UE's subscription policy, UE's serving RAN type etc. 
- if the UE did not provide a NSSAI, the network assigns the UE to the default NSI (s)
- if the UE did provide the a NSSAI, the network assigns the UE to the NSI(s) that the UE is authorized to use among the requested NSI(s). 
5. 
The default CCNF initiates NAS Security Mode command and instantiates NAS security context. The default CCNF functions as the anchor for the NAS messages even after network slice is selected and assigned. If the UE is forwarded to a serving CCNF, this step does not happen. The procedure continues from step 7.
6.
If the UE is not suitably handled by the (default) CCNF where the Attach Request was routed to, this CCNF may redirect the UE to a new Serving CCNF that is more optimal (or less loaded) for the selected slices. The default CCNF forwards the attach request to the new Serving CCNF with an indication that it is a forwarded attach together with IMSI , the MM context , NSSAI etc in order to indicate that the UE has been authenticated for NSI(s) Assignment as described in step 4. (If the UE is not forwarded to a serving CCNF, this step doesn’t happen.)
Editor’s Note: Any Network Slice specific UE authentication or 3rd party authentication is FFS.

6a. The serving CCNF initiates NAS Security Mode command and instantiates NAS security context. (If the UE is not forwarded to a serving CCNF, this step doesn’t happen.). 
Note: in this step the new CCNF includes in the transport layer message it received  
6b.
The Selected Serving CCNF performs the NSI selection as described in step 4 above.

6c. The serving CCNF acknowledges the default CCNF that the UE forward request has been accepted and UE has been assigned a network slice. The procedure continues from step 7a
7.
The default CCNF responds to the UE with Attach Accept message to the RAN node. Assigned Temp ID, assigned NSSAI, any vectors specific to the network slice etc are sent to the UE. the procedure continues from step 8
7a. If the UE was forwarded to a serving CCNF, the serving CCNF would send the UE with the Attach Accept message to the RAN node.

8.
The RAN node forwards the Attach Accept received in step 7 or 7a to the UE.
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